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Project Contact
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ResiStand Project
Standardisation is a powerful tool to achieve better interoperability. However, it needs to overcome a lack of
interest and modest participation from stakeholders. Also, promising research results are not always used as
the basis for new standards.
The overall goal of ResiStand is to find new ways to improve the crisis management and disaster resilience
capabilities of the European Union and individual Member States through standardisation.
ResiStand contributes to improved disaster resilience by identifying and analysing the drivers, constraints and
expectations of three main stakeholder communities: Standardisation Organisations, End-Users and
Suppliers, consisting of researchers, industry and SMEs.
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Based on this information, gaps in standardisation are identified and a prioritised roadmap for new initiatives
will be created. The roadmap will be complemented by a critical evaluation of standards as a tool to improve
disaster resilience.
ResiStand aims at implementing a pre-standardisation process that supports the development of standards.
The feasibility of the process will be tested by developing a new work item. The aim is that stakeholders will
continuously utilise this “ResiStand Process” in the future, and that the project delivers a better
understanding of the potential of standards for contributing to improved disaster resilience.
ResiStand will support the management of increasing threats to society such as armed conflicts, terrorism,
pandemics and natural disasters, which have increasingly cross-border, even global consequences due to the
on-going globalisation.
Protection of citizens through anticipation, preparedness, response and adaptation to crisis situations – i.e.
maintaining disaster resilience – will be more efficient. Collaboration between national, European and
international stakeholders will be improved by unified processes and management systems as well as by
technical, procedural, operational and semantic interoperability.
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Executive Summary
In order to develop the ResiStand roadmap, the collected data of the
preceding tasks has been processed, based on the central tools and concepts
of the project like the ResiStand Assessment Framework. The data has been
analysed, assessed and transformed into potential individual standardisation
items providing key some characteristics. Overall, 69 items have been
analysed and grouped with respect to disaster management phases and
tasks, UNISDR criteria for disaster risk reduction, priorities for action of the
Sendai framework for risk reduction and relevant technical standardisation
committees and working groups. 21 of those had sufficient data to perform
an extended evaluation with respect to urgency and preferred leading type of
stakeholder. Expected impact and feasibility could be assessed only for a few
items.
The results suggest that the focus of the community concerned with disaster
resilience is on dealing with the risks and management of potentially
occurring disasters, while the need for standards in the recovery phase is not
emphasised. A vast majority of potential standardisation items was related to
multiple technical standardisation committees and working groups which
reflects a great need for cooperation and opportunity of cross-fertilisation. In
terms of suggested leading type of stakeholder, crisis management and
disaster resilience is seen as an important task and the responsibility of local
and regional governments but all stakeholder types must play their role when
it comes to the realisation of particular standards.
In terms of exploitation of this roadmap beyond the ResiStand project, the
ResiStand Process – of which the roadmap is envisaged to be a dynamic part
– and its implementation plan will provide an adaptable way forward. A
continuous influx of new standardisation proposals in the dynamic roadmap
is possible and desirable. The database of standardisation items and the
ResiStand Assessment Framework provide suitable mechanisms for the
ResiStand Process.
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The realisation of the different standardisation items can be driven by
specific stakeholders from a bottom-up or a top-down approach. Standards
developing organisations like CEN and ISO will need to play a key role in the
further process.
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Introduction
1.1

Report Structure

This report is structured in five sections.
Section 1 gives an introduction with regard to the objective of this report and background information that
should be considered in the context of this roadmap for standardisation items in the field of disaster
resilience.
Section 2 describes the methodology that has been applied and the steps taken in order to achieve the
presented results.
Section 3 gives an overview of the assessed standardisation items. The findings are presented in a
summarised and condensed form. A more detailed assessment overview per standardisation item can be
found in Annex 1 Standardisation Items – Overview per Item.
Section 4 summarises the results of the assessment in a broader context. It indicates thematic focus areas
and highlights technical standardisation committees and stakeholder types that might be the key for further
proceedings with respect to enhanced disaster resilience through standardisation.
Section 5 concludes with an outlook in terms of how the presented findings are going to be further
elaborated and processed in the context of the ResiStand WP6 between January and April 2018 and beyond.
Additionally in Annex 1 each standardisation item that has been studied is individually presented in detail.
Annex 2 represents a sophisticated guide for the ResiStand Assessment Framework 2.0 as it has been applied
in the course of the research and analysis undertaken for this roadmap.
Annex 3 shows the RAF lite that has been derived from the initial ResiStand Assessment Framework as a
condensed survey.

1.2

Objective

The objective of ResiStand work package 5.3 is to develop a roadmap for standardisation deliverables
improving disaster resilience. This roadmap is documented in this report.
This roadmap for standardisation deliverables aims to assess the multitude of potential standardisation items
in the area of disaster resilience, that have been identified throughout the course of the ResiStand project,
by organising them according to their anticipated development timeline, expected impact and feasibility. To
this purpose the assessment tools that have been developed in earlier stages of the ResiStand project, have
been applied systematically.

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

1

The overall objective of this roadmap is to initiate and foster the development of the proposed
standardisation items through relevant technical standardisation committees in order to enhance disaster
resilience and crisis management capabilities nationally, on the European level and globally. This roadmap

1

A distinction between a conventional technology roadmap and this roadmap for potential standardisation
deliverables in the field of disaster resilience needs to be made. Similar to a technology roadmap, a defined
overall objective is set. However, this objective is rather generic and hardly measurable in its entirety. In the
context of this roadmap there is not one process that is to be followed in order to achieve a specified
objective. There are rather a number of – sometimes related, but mostly unrelated – action items
respectively standardisation items that together but independently will lead to a stepwise realization of the
overall goal.
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shall also become part of the Sustainable ResiStand Process as a dynamic and living document. The
Sustainable ResiStand Process will be published as ResiStand deliverable D6.1 ResiStand Process. During the
ResiStand project it is also envisaged to bring at least one of the identified potential standardisation items
forward as a New Work Item Proposal (NWIP).

1.3

Background

1.3.1

Standardisation Landscape

With respect to the ResiStand scope of disaster resilience, a number of active Technical Committees (TCs) on
European and international level have been identified in ResiStand D2.1 [1] and D2.2 [2]. Those activities are
mirrored by the National Standards Bodies (NSBs) on a national level. In order to reach the relevant audience
for this roadmap of standardisation items improving disaster resilience, it is essential to understand the
associated standardisation landscape.
On the European level there are several TCs which are relevant for the field of security and disaster
resilience; most important is CEN/TC 391 “Societal and Citizen Security”. CEN/TC 391 is responsible for many
aspects of the security mandate M/487 [3]. The focus here is very much on organisational issues. Three
working groups exist.
•
•
•

CEN/TC 391 WG 1 – Healthcare Facilities
CEN/TC 391 WG 2 – CBRNE
CEN/TC 391 WG 3 – Crisis management/civil protection

Some other TCs as CEN/TC 164 “Water supply”, CEN/TC 439 “Private security services” or CEN/TC 162 WG3 –
“Protective clothing including hand and arm protection and lifejackets” manage standardisation activities
related to products and services, and are only partially addressing security and disaster resilience related
aspects in their work programs. Besides developing their own standards, some of these TCs also adopt
international standards as European standards. Particularly CEN/TC 391 is utilising this approach frequently.
IT-related TCs can be found mainly within ETSI and they are focusing on cyber security issues.
On the international level, ISO/TC 292 “Security and resilience” is the key player when it comes to
standardisation related to disaster resilience. Compared to the European level, ISO/TC 292 has a broader
scope than CEN/TC 391. However, similarly it concentrates very much in organisational issues linked to
security and disaster resilience. ISO/TC 292 has a total of 6 working groups and 3 communication groups.

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

•
•
•
•
•
•
•
•
•

ISO/TC 292 WG 1 – Terminology
ISO/TC 292 WG 2 – Continuity and organisational resilience
ISO/TC 292 WG 3 – Emergency management
ISO/TC 292 WG 4 – Authenticity, integrity and trust for products and documents
ISO/TC 292 WG 5 – Community resilience
ISO/TC 292 WG 6 – Protective security
ISO/TC 292 DCCG – Developing Countries Contact Group
ISO/TC 292 AHG 1 – Communication group
ISO/TC 292 AHG 2 – Task Force UN Cooperation

Next to ISO/TC 292 only a few other ISO TCs are considered relevant in line with the ResiStand scope: ISO/TC
224 “Service activities relating to drinking water supply systems and wastewater systems – Quality criteria of
the service and performance indicators” has two WGs that are related to disaster resilience measures.
•
•

ISO/TC 224 WG 7 – Crisis management of water utilities
ISO/TC 224 WG 11 – Storm water management

ISO/TC 262 “Risk management” is very much about general organisational processes in order to reduce and
manage risks to ultimately be resilient as an organisation.
•
•
•
•

ISO/TC 262 WG 2 – Core risk management standards
ISO/TC 262 WG 3 – Disruption related risk
ISO/TC 262 WG 4 – Supply chain risk
ISO/TC 262 WG 5 – Management of Legal Risk
page 2
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IT-related TCs like ISO/IEC JTC 1/SC 27 ”IT Security techniques” or ITU-T FG-DR&NRR “Focus Group on
Disaster Relief Systems, Network Resilience and Recovery” are mainly about cyber security issues.
A detailed analysis of the standardisation landscape in the field of disaster resilience and crisis management
has been published in ResiStand D2.2 [2]. The relevant technical committees and working groups are linked
to the proposed individual standardisation items as indicated in section 3.
1.3.2

Stakeholders and Policies

In the proposal and the Description of Action (DoA) of the ResiStand project, three communities have
originally been identified as key stakeholders in the standardisation of disaster management and resilience;
each of them with their own role, motivation and influence in the process. These three communities are the
End users (national authorities, practitioners and NGOs utilising standards in their crisis management and
disaster resilience operations), Suppliers (the Industry incl. SMEs and the Research domain) and the
Standardisation domain (members and employees of standardisation bodies). In the development of the
roadmap, the ResiStand team has engaged with approximately 200 stakeholder community members. As
part of the ResiStand D5.1 [4] a fourth stakeholder group was introduced, namely the policy makers involved
in creating policies for disaster management or standardisation on national, European and international
levels.
An efficient implementation and execution of the ResiStand Standardisation roadmap requires support and
ideally participation from all four stakeholder groups. There are two ways to implement and advance the
roadmap, of which neither is sufficient alone but needs the other as a parallel activity: the National Approach
and the Central Approach.
The basis for the National Approach is the fact that, according to the rules of standardisation, any new
standardisation item must be proposed to a Technical Committee (TC) of a standardisation body
(notwithstanding whether this happens on European or international level) by one or several National
Standardisation Bodies (NSB) of member countries. This approach thus works from a “bottom-up” principle.
Usually new work item proposals are based on the needs of stakeholders such as national policy makers (or
governments), end users, the industry or the research domain. This means that there must be sufficient
presence of supporting national stakeholder groups or associations in the national mirror committees in
order to create enough “push” effect for a proposed new work item.
When a national mirror committee has decided to propose a new work item to a Technical Committee, they
most probably seek support from other countries, as a minimum number of countries in favour of the
proposal are required by the rules of the standardisation organisations. At the same time, the NSBs start
recruiting for experts representing the stakeholder groups, who would participate in the coming
standardisation work – a minimum number of these are also required by the standardisation rules.
Finally, the new proposal is presented to a TC and, after a vote by the represented member countries,
approved as a new work item, and allocated to a Working Group of a TC for elaboration.

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

In the Central Approach, the European or international stakeholder organisations try to influence the
decision chain through a top-down process. These organisations can be various agencies of the European
Union or the United Nations (thus representing the Policy makers), but can also be associations representing
the End users, the Industry or the Research domain on either European or International level.
These stakeholder organisations approach the Technical Committees trying to persuade them to take the
proposed items in their working program. The Committees further approach the Working Groups in order to
get support from the experts nominated by the member countries to draft standards on the one hand, and
their national mirror committees in member states in order to create the needed “pull” effect.
On the European level, the Policy makers (mainly agencies of the European Commission) can also use other
means if they wish to have new standards: the EC can initiate the “harmonised standard” process using
programming initiatives and mandates as tools. These Policy makers on the European level are mainly EC
agencies related to disaster management and standardisation, which are presented in ResiStand D5.1 [4] –
therefore they are not repeated here. Additionally to those, a few other European agencies are mentioned
below:
•

EU Agency for Law Enforcement Cooperation EUROPOL (https://www.europol.europa.eu)
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•
•

•
•
•
•

European Border and Coast Guard Agency FRONTEX (http://frontex.europa.eu/)
Committee for Civilian Aspects of Crisis Management (CivCom) of the European Council
(http://www.consilium.europa.eu/en/council-eu/preparatory-bodies/committee-civilian-aspectscrisis-management/#)
Copernicus Emergency Management Service (http://emergency.copernicus.eu/)
European Flood Awareness System (https://www.efas.eu)
European Forest Fire Information System (http://effis.jrc.ec.europa.eu)
European Reference Network for Critical Infrastructure Protection (https://erncipproject.jrc.ec.europa.eu)

The main European and International policies that create a basis for the implementation of the ResiStand
Roadmap are described in ResiStand D5.1 [4]. In the European Union, the main policies that address crisis
management and disaster resilience on the one hand and standardisation on the other hand are:
•
•
•
•

Security policies, managed by DG HOME and EEAS
International cooperation and development policies, managed by DG DEVCO
Humanitarian aid and civil protection policies, managed by DG ECHO
Standardisation policies, managed by DG GROW

Several other directorate-generals and other EU agencies implement their own policies addressing specific
areas that can link to standardisation of disaster management and resilience, including but not limited to DG
CLIMA, DG CONNECT, DG MOVE, DG REGIO and JRC.
On the International level, the main policy makers are the United Nations and its programs, funds, and
specialised agencies together with some autonomous international organisations. Probably the most
interesting framework on the global level is the Sendai Framework that is managed by UNISDR – see
ResiStand D5.1 [4].
The End user community is rather fragmented on all levels, as it consists of many disciplines such as Law
Enforcement, Fire & Rescue Services, Emergency Medical Services, Emergency Management and
Coordination, Critical Infrastructure Maintenance, Hazardous Materials / Devices Management (CBRNE),
Private Security Guard Organisations, Military support to emergency management and finally, the NonGovernmental Organisations. A few European organisations or associations are mentioned below:
•
•
•
•
•
•
•

Federation of the European Union Fire Officer Associations (http://www.f-e-u.org)
European First Responder Innovation Managers Platform (http://efrim.org)
Confederation of Fire Protection Associations Europe (http://cfpa-e.eu/)
European Emergency Number Association (http://eena.org)
European Association of Competent Authorities (http://www.euraca.eu/)
Association of European Police Colleges (https://www.aepc.net/)
Red Cross EU Office (https://redcross.eu/)

Similar organisations can also be found on the international level.
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The Industrial community is equally fragmented as there are so many technologies and types of products or
services used by the various practitioners. A few European organisations or associations are mentioned
below:
•
•
•
•
•
•

European Safety Federation (http://eu-esf.org)
AeroSpace and Defence Industries Association of Europe (http://asd-europe.org)
Confederation of European Security Services (http://www.coess.org/)
European Organisation for Security (http://www.coess.org/)
European Biosafety Association (http://ebsaweb.eu)
Euralarm (https://www.euralarm.org/)

Finally, a few European organisations from the Research domain are mentioned below:
•
•
•

European Association of Research and Technology Organisations (http://www.earto.eu/)
European University Association (http://www.eua.be)
European Association of Institutions in Higher Education (https://www.eurashe.eu)
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The Standards community consists of International, European and National Standardisation Bodies. These
organisations have been presented in ResiStand D2.2 [2] – therefore they will not be repeated here.
In order to disseminate, promote, advance and support the ResiStand Standardisation Roadmap for Disaster
Management and Resilience, the consortium partners will target main stakeholders participating in both the
National Approach as well as the Central Approach as described above on the national, European and
International levels.

1.4

Approach

For the assessment of the standardisation items that have been collected in the course of the ResiStand
project, the ResiStand Assessment Framework (RAF) has predominantly been used. The RAF has evolved over
time (as explained in ResiStand D6.2 [5]) and has been applied in its version 2.0. In order to cluster the
standardisation items with regard to different approaches and purposes, each item has been evaluated in
terms of
•
•
•
•
•

the disaster management cycle,
the UNISDR criteria for disaster risk reduction,
the priorities for action of the Sendai framework,
the preferred leading type of stakeholders and
the possible allocation to relevant technical standardisation committees and working groups that
have been stated in section 1.3.1.

Depending on the background of the reader this delivers multiple options to approach the different
standardisation items.
1.4.1

ResiStand Assessment Framework
2

The ResiStand Assessment Framework (RAF) has been developed within the ResiStand project . The aim of
this Excel tool is to support organisations or individuals in assessing the impact of a possible standardisation
project and the feasibility of developing and implementing it in the domain of disaster resilience and crisis
management.
3

The RAF enables its users to systematically map the potential benefits of the standard, to check whether the
standard is compliant with essential ethical, legal, social issues, and to consider the organisational conditions
under which the standard will be developed and implemented.
In the context of the ResiStand roadmap for standardisation deliverables, for improving disaster resilience,
the RAF has been utilised to assess individual potential standardisation items. In addition to providing insight
into the urgency, the expected impact and the feasibility of the proposed item, it also indicates the issues in
the proposal that need elaboration. The assessment results obtained through the RAF can also be used to
compare various standardisation proposals.
Figure 1 shows the overall structure of the RAF. The RAF Excel tool consists of six worksheets or tabs: five
input tabs and one output or assessment tab. The user can fill in all available information about the proposed
standard in the five input tabs. However, it is not necessary to answer all questions to receive a holistic
result. Based on the user input, the RAF automatically produces the assessment overview on the output tab.
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2

In ResiStand WP1 the first version of the RAF (RAF 1.0) has been developed which has been reported in
deliverable D1.3 (January 2017). In the course of 2017 the RAF has been tested both internally the
consortium and externally by stakeholders. The latter has been done by a questionnaire (June) that has been
sent out to ResiStand’s SAG members, and at the ResiStand workshops that have been conducted in Brussels
(11 September, 2017) and in Dublin (9 November). Based on the provided feedback and experiences in using
the tool the RAF has been adjusted and updated, resulting in an improved version of the RAF (RAF 2.0), which
is described in more detail in Annex 2Annex 2.
3
It should be noted that the RAF does not replace existing procedures and forms or business plans, which are
in place to evaluate standardisation requests. The RAF complements these to provide insight into the impact
and feasibility of a standardisation activity in an early stage, in which individuals or organisations consider
formulating a proposal, thus to submit e.g. a New Work Item Proposal to a standardisation committee.
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A detailed description and guide of the ResiStand Assessment Framework can be found in Annex 2.

Intake
Impact -

End-users

Impact -

Industry&Research

Ethical-SocietalLegal issues

Feasibility
URGENCY

IMPACT

FEASIBILITY

Assessment
Figure 1: RAF structure
Input sheets

•

•

•

•
•

Intake
Description of the proposed standardisation activity (the initiators, the objectives of the standard,
its scope and its target groups), an overview of the (types of) organisations that will or have to be
involved in the development of the proposed standard, the urgency of having the standard available
and a first description of its potential impact
Impact – End-users
Mapping of potential benefits for end-users or practitioners such as improved crisis management
capabilities, reduction in losses of life, properties, improved responder safety, and cost savings
Impact – Industry & Research
Mapping of economic benefits (business opportunities) and of technological progress for industry
and/or research organisations
Ethical, Societal and Legal issues
Listing potential effects of the standard on issues like avoidance of harm, privacy and solidarity
Feasibility
Investigation of the conditions for developing and implementing the standard: foundation,
development perspectives, implementation perspectives, considerations of drawbacks

Output sheet

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

•

Assessment
Overall summary of the proposed standard based on input that has been provided by the user in the
other sheets (see Figure 2)

The RAF offers the option to be filled in in three stages sequentially on top of each other. In stage 1 the user
fills in the intake sheet. This provides, among other things, insight into the urgency aspect of having the
proposed standard available, and some first textual information about the potential impact for various
stakeholder categories.
In the next stage (stage 2) the user completes the Impact tabs (Practitioners, Industry & Research) which
provide detailed insight into the impact aspect of having the standard established.
In the final stage (stage 3) the user addresses questions on relevant ethical, societal and legal issues in the
concerned worksheet, and finally the Feasibility tab assessing the feasibility of successfully developing and
implementing the proposed standard is filled in.
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Assessment
Title of the proposed standard:
Identification number:

Shortname that characterises the standard
Topic - 001

Proposed standardisation activity and its perspectives
Organisation or project consortium
Proposing organisations or
projects:

Stakeholder category

National police of …
DIN
TNO
H2020 ResiStand
-

End-users
Industry
Research
Hybrid
-

Scope of the standard:

This standard defines …

Type of standard:

Workshop Agreement

Feasibility, Impact, Urgency
5

Overall impact:

Feasibility:

Moderate (< 2 yrs)

4

Impact (1-5)

Urgency (when needed?):

Moderate

3
3; 2,15; 3

2

Medium
1

Legend (scores presented in the rectangle)
1st Feasibility: 1=Very low; 2=Low; 3=Medium; 4=High; 5=Very high
2nd Impact: 1=None; 2=Limited; 3=Moderate; 4=Considerable; 5=Great
3rd Urgency: 1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

0
0

1

2
3
Feasibility (1-5)

4

Impact
End-users
Improvement of DR and CM capabilities (functions/tasks):
Improvement of the safety of society:
Improvement of responder safety:
Cost savings for end-user organisations:

Moderate
Considerable
Limited
None

Industry & Research
Increase of business opportunities:

Limited

Improvement of business quality management:

Limited

Innovation progress:
Improvement of business functions:

None
Limited

Feasibility
Foundation:
Development perspectives:
Implementation and follow-up perspectives:
Anticipated drawbacks and constraints:

Insufficient
Amply sufficient
Moderate
Insufficient

Other issues
Potential ethical, social and/or legal effects of the proposed standard:

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Benefit of the standard to types of incident:
Specifically for the following incidents:

Relevant trends
Trends in society, in incidents, and/or in disaster
resilience and crisis management that are typically
anticipated by the standard:
Technical and non-technical trends of interest for
industry and research that potentially are addressed by
the standard:

Considerably
Technological incidents
Explosion
Rail accident
-

Please, describe if this is the case how does the standard address the trend(s)

Please, describe if this is the case how does the standard address the trend(s)

ResiStand Assessment Framework 2.0

Figure 2: RAF – Assessment overview
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1.4.2

ResiStand Assessment Framework Lite

As the first version of the ResiStand Assessment Framework was a complex tool that needed high efforts for
its completion and did not include a multi-stage approach in order to obtain valid results at different maturity
levels of a potential standardisation item, a simplified version – the ResiStand Assessment Framework Lite –
had been designed for application by stakeholders in the interim period between the first and second version
of the RAF. The provision of this simplified version was considered necessary to engage with a maximum
number of stakeholders at different levels of engagement. Ultimately the RAF Lite became part of the second
version of the RAF, in particular with respect to the intake sheet. The RAF Lite is structured as a survey
containing 12 questions and can be found in Annex 3.
1.4.3

Disaster Management Approach

A well-defined method to analyse the identified potential standardisation items is needed. The ResiStand
Conceptual Framework [6] provides the basic concepts on disaster management and resilience. It describes
the disaster management approach by the so-called Disaster Management Cycle. The Disaster Management
Cycle consists of four phases: Mitigation, Preparedness, Response and Recovery. For each of these four
phases, operational tasks as well as supporting tasks have been identified.
For the analysis of the potential standardisation items, this approach is applied, including the phases and
tasks.
Further information and a description of the phases and related tasks can be found in ResiStand D1.1 [6].
The concerned disaster management phases and tasks per potential standardisation item are retrieved in the
RAF.
1.4.4

The UNISDR Criteria

The expected overall improvement on disaster resilience and crisis management is evaluated according to
the UNISDR criteria [7] [6]. Each potential standardisation item has been classified to at least one of the
following criteria:
•
•
•
•
•

Reduction in loss of life, injury, disease and/or improvement of physical, social, mental well-being
Reduction in damage to property and/or destruction of assets
Reduction in loss of services
Reduced social, economic disruption
Reduced environmental degradation

The concerned UNISDR criteria per potential standardisation item are retrieved in the RAF.
1.4.5

The Priorities for Action of the Sendai Framework

The Priorities for Action of the Sendai Framework [8] have been utilised by ResiStand T5.1 as the mapping
base for existing standards as well as for needs and opportunities. To reach the expected outcome and goal
of the Sendai Framework [4], four priority areas have been defined. Their purpose is to help in focusing
actions within and across sectors by States at local, national, regional, and global levels. The identified
potential standardisation items have been assigned to the four priorities:

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Priority 1: Understanding disaster risk

Disaster risk management needs to be based on an understanding of disaster risk in all its dimensions of
vulnerability, capacity, exposure of persons and assets, hazard characteristics and the environment.
Priority 2: Strengthening disaster risk governance to manage disaster risk

Disaster risk governance at the national, regional and global levels is vital to the management of disaster risk
reduction in all sectors and ensuring the coherence of national and local frameworks of laws, regulations and
public policies that, by defining roles and responsibilities, guide, encourage and incentivise the public and
private sectors to take action and address disaster risk.
Priority 3: Investing in disaster risk reduction for resilience

Public and private investment in disaster risk prevention and reduction through structural and non-structural
measures are essential to enhance the economic, social, health and cultural resilience of persons,
page 8
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communities, countries and their assets, as well as the environment. These can be drivers of innovation,
growth and job creation. Such measures are cost-effective and instrumental to save lives, prevent and
reduce losses and ensure effective recovery and rehabilitation.
Priority 4: Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery,
rehabilitation and reconstruction

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Experience indicates that disaster preparedness needs to be strengthened for more effective response and
ensure capacities are in place for effective recovery. Disasters have also demonstrated that the recovery,
rehabilitation and reconstruction phase, which needs to be prepared ahead of the disaster, is an opportunity
to «Build Back Better» through integrating disaster risk reduction measures. Women and persons with
disabilities should publicly lead and promote gender-equitable and universally accessible approaches during
the response and reconstruction phases.
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Methodology
The results of ResiStand deliverable D5.2 [9] have been the basis for the development of this roadmap for
standardisation deliverables improving disaster resilience. The results of D5.2 [9] needed some further
processing before taking them up in this roadmap. Thus, the catalogue of gaps needed to be refined as a first
step.
Firstly, a consolidation was performed where the list of standardisation needs and opportunities that had
been compiled on the basis of the workshops and surveys was reassessed. Needs and opportunities have
been merged where possible since it turned out that the initial approach of matching those one to another
was not applicable. Needs and opportunities rather showed some great similarities in terms of addressed
challenges. The fact that they arose from different stakeholder types did not justify a different handling with
regard to the followed processing. In some cases specific items have been eliminated due to lack of sufficient
data and/or comprehensibility.
As a second step, the gap analysis – a comparison of remaining merged standardisation needs and
opportunities and existing standards that have been summarised in ResiStand D2.2 [2] – was re-performed
partly (see ResiStand D5.2 [9]). This process led to a list of 69 potential standardisation items that are not or
are only partially covered by existing standards or standardisation activities. Those 69 potential
standardisation items have been used as the basis for the standardisation roadmap described in this
deliverable.
In order to perform an assessment of the 69 potential standardisation items through the ResiStand
Assessment Framework, data needed to be gathered and evaluated. An inventory of the former collected
data has been taken as a starting point:
1.
2.

3.
4.

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

5.

ResiStand WP3/WP4 – Data has been collected in order to develop the catalogue of standardisation
needs and standardisation opportunities resulting in 69 potential standardisation items
ResiStand T5.1/T5.2 Workshop in Brussels – Data has been collected on the basis of questions
derived from the first version of the RAF with regard to five focus aspects for five potential
standardisation items (see ResiStand D5.2 [9])
ResiStand Workshop with CEN/TC 391 experts in Dublin – Additional data has been collected using
the RAF lite and the first version of the RAF for two potential standardisation items
Research projects – Additional data has been asked and collected from research projects through
the RAF lite and the first version of the RAF for three potential standardisation items
ResiStand communities – Additional data has been requested and collected from the ResiStand
stakeholder communities through the RAF lite for 19 potential standardisation items.

The data available for the 69 potential standardisation items varied significantly in terms of the level of detail.
21 items showed to have a sufficient depth of data for at least a partial assessment with the RAF 2.0 (see
Annex 2). For this purpose a separate file for each of the 21 potential standardisation items was created. In
particular for these 21 items this led to an evaluation of urgency – stage one of the RAF. Results in terms of
expected impact could be obtained for three – stage two of RAF – and feasibility for one item – stage three
of RAF – only.
The results of the RAF 2.0 assessment have been transferred to an overview list. An additional assessment
for the remaining 48 items has been performed with regard to the disaster management phases and tasks,
the UNISDR criteria and the Sendai framework priorities. A multiple selection was possible. All 69 items have
been allocated to at least one of the relevant technical standardisation committees and working groups
described in section 1.3.1.
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The overview of assessment results of all potential standardisation items is presented in section 3. A detailed
overview for each of the 69 items can be found in Annex 1. An analysis of the results with respect to the
disaster management phases and tasks, the UNISDR criteria, the Sendai framework priorities, the preferred
leading type of stakeholders and the relevant technical standardisation committees and working groups has
been performed. This is presented in section 4.
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Standardisation Items

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

The evaluation of existing standards, needs and opportunities by the ResiStand project has resulted in a total
of 69 potential standardisation items in the field of disaster resilience. Table 1 Table 1shows the overview of
the potential standardisation items in the order of urgency. For a detailed overview, each individual item can
be found in Annex 1 on the basis of the ID.
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047 Crisis communication and warnings: Guidelines for effective
communication before, during and after crisis
068 Guidance for vehicle screening at secure locations

x

008 European CBRNE training framework for first responders and
crisis managers; Crisis management certification system for
(CBRN) training
010 Exercising and training in crisis management system for public
authorities and first responders.
069 Socio-technical gap between research and real operational
environment
001 Risk Management for critical infrastructures

4

x

x

x

x

x

x
x

x

x

x

x

x

x

x

x

x

x

x

x

5 4 1,5

x

x

5

x

x

5 2,6

x
x

x

x

4 3
x

x

4

x
x

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
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ISO/TC 262 - Risk management
ISO/IEC JTC 1/SC 27 - IT Security
techniques
ITU-T FG-DR&NRR - Focus Group on
Disaster Relief Systems, Network Resilience
and Recovery
First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation
4
URGENCY
4
EXPECTED IMPACT
4
FEASIBILITY

ID Title
030 Cross-border risk information interoperability; Cross-border
interoperability; Interoperability in crisis and disaster
management; Protection of critical national infrastructure

Mitigation
Preparedness
Response
Recovery
CEN/TC 391 - Societal and Citizen Security
CEN/TC 164 - Water Supply
CEN/TC 439 - Private security services
CEN/TC 162 - Protective clothing including
hand and arm protection and lifejackets
ETSI
ISO/TC 292 - Security and resilience
ISO/TC 224 - Service activities relating to
drinking water supply systems and
wastewater systems – Quality criteria of
the service and performance indicators

Table 1: Potential standardisation items in order of assessment results for URGENCY

x

4
x

x

3

x
034 Multi sensor for locating entrapped people in the ruins of
collapsed buildings
046 Crisis, risk and emergency management evaluation; Integrated
common framework for risk-resilience assessment; Aligned
x
European Resilience Indicators for critical infrastructures.

x

x

x

x

x

x

x

x

x

x

x

x

x

067 Risk management cycle; Debriefing processes after operations,
x
also to optimise lessons learned

x

x

x

x

003 EU common operational picture standard

x

x

x

x

x

x

x

013 Drone operable vapour examiner and recorder on board multirotor UAVs
019 Resilient management guideline
x
022 Risk and vulnerability analysis of urban environment
x

x

028 Serious gaming: Open distributed pan-European environment
for serious gaming

x
x

027 Wearable, smart and connected devices and garments

x
x

x

x
x
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x
x

x

ISO/TC 262 - Risk management
ISO/IEC JTC 1/SC 27 - IT Security
techniques
ITU-T FG-DR&NRR - Focus Group on
Disaster Relief Systems, Network Resilience
and Recovery
First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation
4
URGENCY
4
EXPECTED IMPACT
4
FEASIBILITY

ID Title
016 EU common emergency metadata standard; Communication
and sharing of information during crisis and disasters
024 Supply chain interoperability

Mitigation
Preparedness
Response
Recovery
CEN/TC 391 - Societal and Citizen Security
CEN/TC 164 - Water Supply
CEN/TC 439 - Private security services
CEN/TC 162 - Protective clothing including
hand and arm protection and lifejackets
ETSI
ISO/TC 292 - Security and resilience
ISO/TC 224 - Service activities relating to
drinking water supply systems and
wastewater systems – Quality criteria of
the service and performance indicators
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x

x

x

x
x

x
x

3

x

3

x

3
x
x

x

2
x

x
x

3
3

x

x

x

x

2

x

2

x

2
2
2

x
x

002 Utility networks: inventory system of waste water networks

x

x
x

009 Crisis management: Terminology and glossary of terms for
disaster resilience and crisis management

x

x

011 Psycho-social support in crisis management

x

x
x

005 CBRN decontamination, detection of people
006 Procedures and protocols for CBRN related analysis - from
sampling to interpretation
007 Performance of CBRN protective clothing

x

x

023 Cascading effects
004 CBRNE attack preparedness

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

014 Use of automated vehicles in search and rescue operations

x

x

x

015 Early warning systems

x

x

017 Collection of information during the crisis

x

x

page 15

x
x

x

x

x

x

x

x

012 Use of drones / UAVs for crisis management

ISO/TC 262 - Risk management
ISO/IEC JTC 1/SC 27 - IT Security
techniques
ITU-T FG-DR&NRR - Focus Group on
Disaster Relief Systems, Network Resilience
and Recovery
First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation
4
URGENCY
4
EXPECTED IMPACT
4
FEASIBILITY

ID Title
035 Use of GIS and satellite data and capabilities in government
organisation
039 Emergency plans and planning of industrial sites

Mitigation
Preparedness
Response
Recovery
CEN/TC 391 - Societal and Citizen Security
CEN/TC 164 - Water Supply
CEN/TC 439 - Private security services
CEN/TC 162 - Protective clothing including
hand and arm protection and lifejackets
ETSI
ISO/TC 292 - Security and resilience
ISO/TC 224 - Service activities relating to
drinking water supply systems and
wastewater systems – Quality criteria of
the service and performance indicators
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x

x
x

x

x

x

2

x

2

x

1

x

020 Coastal resilience: Management and policy approaches to
x
increase coastal resilience
021 Shields and shelters: Metamaterial-based shields for enhanced
resilience
025 Best practices to ensure data integrity : Security - integrity
x
026 Security operations centre techniques and technologies
applied to air traffic monitoring and great event management

x
x

x
x
x

032 Certification scheme for security products

x

033 Requirements for risk analyses for ICT security

x

x

x

x

x

x
x

029 Use of social media for informing in emergencies
031 Specifications / capabilities for sensors and systems

x

x

x

x

x

x

036 Building communication system - communication system to
exchange hazardous information between buildings

x

037 Disaster database

x

038 Best practices of management and interpretation of
information related to Volcanic disaster risk management

x

x

x

x

x

x
x

x

x

x

x

x

x

x
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x

x

x

x

ISO/TC 262 - Risk management
ISO/IEC JTC 1/SC 27 - IT Security
techniques
ITU-T FG-DR&NRR - Focus Group on
Disaster Relief Systems, Network Resilience
and Recovery
First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation
4
URGENCY
4
EXPECTED IMPACT
4
FEASIBILITY

ID Title
018 Situational awareness: common agreed symbols + alerts

Mitigation
Preparedness
Response
Recovery
CEN/TC 391 - Societal and Citizen Security
CEN/TC 164 - Water Supply
CEN/TC 439 - Private security services
CEN/TC 162 - Protective clothing including
hand and arm protection and lifejackets
ETSI
ISO/TC 292 - Security and resilience
ISO/TC 224 - Service activities relating to
drinking water supply systems and
wastewater systems – Quality criteria of
the service and performance indicators
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ISO/TC 262 - Risk management
ISO/IEC JTC 1/SC 27 - IT Security
techniques
ITU-T FG-DR&NRR - Focus Group on
Disaster Relief Systems, Network Resilience
and Recovery
First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation
4
URGENCY
4
EXPECTED IMPACT
4
FEASIBILITY

ID Title
040 Laser protection: physical protection from powerful lasers

Mitigation
Preparedness
Response
Recovery
CEN/TC 391 - Societal and Citizen Security
CEN/TC 164 - Water Supply
CEN/TC 439 - Private security services
CEN/TC 162 - Protective clothing including
hand and arm protection and lifejackets
ETSI
ISO/TC 292 - Security and resilience
ISO/TC 224 - Service activities relating to
drinking water supply systems and
wastewater systems – Quality criteria of
the service and performance indicators
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x

041 E-health - data exchange: Communication between hospitals
and patients
042 Biometrics - size of bones: Identification of people

x

x

x

x

043 Data Analysis / Data mining

x

x

x

044 Hazard recognition based on algorithms on human behaviour
under stress, panic and strong emotions

x

x

x

x
x

x
x

045 Blast resistant structures in rail vehicles

x

x

048 Climate risks: extreme weather indicators

x

x

x

049 Pandemics: Pandemic risk management

x

x

x

050 Geohazard prevention: Data collection system related to
volcanic disaster risk management

x

x

x

051 Food safety: Guideline for the provision of safe seafood to
consumers and reduced human health risks

x

x

x

052 Electromagnetic intrusion: Requirements for IEMI (Intentional
Electromagnetic Intrusion) attack prevention and securing CI
communication

x

x
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x

x

x

x

x

x

x

ID Title
053 Postal services: Communication standards and risk assessment
x
standard for postal services

x

054 Cyber-attacks: New standards for protection of industrial
control systems against cyberattacks

x

x

055 Health services: Decision support tool for improving
preparedness and response of health services

x

x

056 Interoperability of radio systems

x

057 Transport: Best practices for improving communication with
passengers in transport sector

x

058 Demining: Methodology for demining activities

x
x

x

x

x

x

x
x

x
x

ISO/TC 262 - Risk management
ISO/IEC JTC 1/SC 27 - IT Security
techniques
ITU-T FG-DR&NRR - Focus Group on
Disaster Relief Systems, Network Resilience
and Recovery
First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation
4
URGENCY
4
EXPECTED IMPACT
4
FEASIBILITY

Mitigation
Preparedness
Response
Recovery
CEN/TC 391 - Societal and Citizen Security
CEN/TC 164 - Water Supply
CEN/TC 439 - Private security services
CEN/TC 162 - Protective clothing including
hand and arm protection and lifejackets
ETSI
ISO/TC 292 - Security and resilience
ISO/TC 224 - Service activities relating to
drinking water supply systems and
wastewater systems – Quality criteria of
the service and performance indicators
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x
x

x

059 Systems for identification management, authentication using
biometrics
060 Automated border control: ABC gates, process and equipment
061 Protection requirements and recommendations for GSM-R for
IEMI
062 Ultrasound communication
063 Specifications for search and rescue equipment

x

x
x

x

x

x

x
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x

x

x
x

x

x

x

x

ID Title
064 Common and standardised template for registration of
casualties
065 Next generation 112

066 Terminology and taxonomy

Sum

x
x
x
x

x
x
x

x
x

25 25 34 2 61 6 17
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2
13 57
9

ISO/TC 262 - Risk management
ISO/IEC JTC 1/SC 27 - IT Security
techniques
ITU-T FG-DR&NRR - Focus Group on
Disaster Relief Systems, Network Resilience
and Recovery
First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation
4
URGENCY
4
EXPECTED IMPACT
4
FEASIBILITY

Mitigation
Preparedness
Response
Recovery
CEN/TC 391 - Societal and Citizen Security
CEN/TC 164 - Water Supply
CEN/TC 439 - Private security services
CEN/TC 162 - Protective clothing including
hand and arm protection and lifejackets
ETSI
ISO/TC 292 - Security and resilience
ISO/TC 224 - Service activities relating to
drinking water supply systems and
wastewater systems – Quality criteria of
the service and performance indicators
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x

4 9
3
4 11 1 4 1 0
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Analysis
As can be seen in Table 1, in the previous section, the results for the expected impact and feasibility of the
proposed new standardisation items are limited. This has several reasons:
The data obtained as input for the task of developing a roadmap did not provide a deep enough
understanding of the identified items. Therefore, a well-substantiated assessment on basis of this data was
rather difficult.
The individual items are very diverse and professional expertise is required to process them. The expertise of
the ResiStand team responsible for the assessment of the potential standardisation items has been limited,
while long-term professional expertise as first responder of other stakeholder would have been necessary for
an in-depth assessment with the ResiStand Assessment Framework.
Most of the 21 assessed items have been evaluated by one person or organisation from the ResiStand
stakeholder communities only, which means that the results in terms of urgency, expected impact and
feasibility are rather individual perceptions. In future use, the ResiStand Assessment Framework should be
applied by a group of experts originating from different stakeholder groups. It was not possible to organise
such an activity comprehensively in the course of the roadmapping activities, as the stakeholder community
members participated in the project on a voluntary basis, thus being unable to invest extensive amounts of
time in the assessment activities.
The ResiStand Assessment Framework ,which will be an essential part of the ResiStand Process, evolved over
time in order to be more precisely linked to the needs of the envisaged users. This resulted in intermediate
updates of RAF 1.0; the final version RAF 2.0 became available in later phase of the roadmap development.
For this reason the RAF could not be applied consistently for each of the potential standardisation items
during the roadmap development.
However, the obtained results still give a good overview of focus areas for future standardisation activities
and individual items that can be adopted in the work programs of relevant technical committees and working
groups. The expressed urgency indicates which items could be considered as short term achievements. A
more thorough assessment of the individual items with the support of the ResiStand Assessment Framework
can be performed in that context.

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

4.1

Assessment results – Urgency, Expected Impact, Feasibility

In terms of the roadmap there are three items (030, 047, 068) for which a very high urgency and another
5
three items (008, 010, 069) for which a high urgency has been expressed by involved stakeholders . Item 030
Cross-border risk information interoperability; Cross-border interoperability; Interoperability in crisis and
disaster management; Protection of critical national infrastructure indicates the most complete assessment
with a very high urgency, a considerable expected impact and very low to low feasibility. However, the
feasibility assessment for this item could not be performed completely due to some unknown factors in
terms of development and implementation perspectives, which means that the score should not be
understood as final. The same counts for the expected impact of items 030, 068 and 008.
Generally the results for urgency can be used to set up a ranking of the items. It should be noted that only a
part of the identified items has been assessed and the individual scores do not represent a broad consensus
among all stakeholders and stakeholder groups.

5

More information on individual items is available in Annex 1.
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4.2

Standardisation Items with Respect to Disaster Management Phases and Tasks

The 69 potential standardisation items have been classified according to the disaster management phases
and tasks. A multiple selection was possible. Figure 3 shows the distribution of the items on different levels.
Figure 3 section a) shows that while the Preparedness phase seems to have a high significance with 34 items
allocated; the Recovery phase with only 2 items has not been recognised as crucial with respect to the need
of standards to enhance disaster resilience. The Mitigation and Preparedness phases account for 25 items
each. This suggests that the focus of the community concerned with disaster resilience is on dealing with the
risks and management of potentially occurring disasters.

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Figure 3 sections b) to e) present the distribution among the specific operational and supporting tasks. Again,
multiple selections were possible. For the Mitigation and Preparedness phases, the operational tasks take the
central stage while the distribution between tasks in the Response phase is more balanced. For the
Mitigation phase, the need for standards focusing on risk assessment and exposure reduction is highlighted
as important. In the Preparedness phase, the capacity development in terms of how to deal with an
occurring disaster brings up 20 relevant items. For the Response phase, the tasks concerned with
warning/crisis communication, rescue operations, information management and monitoring/ data collection
have been highlighted as areas where standards are needed.
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Figure 3: Potential standardisation items classified with respect to disaster management phases and tasks
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4.3

Standardisation Items with Respect to UNISDR Criteria

In terms of UNISDR criteria, 78% of the potential standardisation items strongly focus on Reduction in loss of
life, injury, disease and improvement of physical/social/mental well-being, meaning the protection of people
in all aspects. This reflects the value of life as the greatest good, suggesting an end-user and citizen’s centred
perspective for most items. Protection of assets and continuity of service operations are each considered
within approx. 50% of the items making them of same importance.

Figure 4: Potential standardisation items classified with respect to UNISDR criteria

4.4

Standardisation Items with Respect to Sendai Framework Priorities

In terms of the Sendai framework priorities, Priority 4: Enhancing disaster preparedness for effective response
and to «Build Back Better» in recovery, rehabilitation and reconstruction accumulates more than 50% of the
standardisation items. This is in line with the classification with regard to disaster management phases and
tasks where preparedness and response play a crucial role. Sendai framework priorities 1 to 3 correlate to
the mitigation phase which has been highlighted in section 4.2.

Figure 5: Potential standardisation items classified with respect to SENDAI framework priorities
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4.5

Standardisation Items with Respect to Technical Standardisation Committees
and Working Groups

Figure 6 shows the allocation of the potential standardisation items to relevant technical standardisation
committees and working groups. As stated in section 1.3.1, CEN/TC 391 and ISO/TC 292 are the key players
when it comes to standardisation in the field of disaster resilience on European and international level. It is
not surprising that most of the identified items can be related to these two committees. In particular approx.
70% are evaluated as important for CEN/TC 391 WG 3 “Crisis management / civil protection” and ISO/TC 292
WG 3 “Emergency management”.
Some more observations can be stated:
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•

•

•

•

•

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

•

ISO/TC 292 WG 1 “Terminology” >> 11 items could be related. Terminology is a crucial starting point
when it comes to standardisation in any field. For reasons of harmonisation, especially these items
should be considered on the international level. Some of the items are partially covered by existing
standards or standardisation activities.
CEN/TC 439 WG 1 “Critical infrastructure protection” and ISO/TC 292 WG2 “Continuity and
organisational resilience” >> 17 and 14 items could be related. The protection and secure operation
of critical infrastructures are evaluated as a critical matter for society nowadays. This should be one
of the focus areas for future standardisation.
CEN/TC 391 “CBRNE” >> 11 items could be related. CBRNE incidents mainly related to terrorist
attacks are an omnipresent threat today. So far, primarily explosive attacks have been occurred but
there is a broader risk for CBRN attacks in the future as well. This is reflected in the number of
items.
ISO/TC 292 WG 5 “Community resilience” >> 15 items could be related. This is in line with the
previous two points. Various threats are posing a risk for society. Communities play a crucial role
when it comes to societal resilience. This refers to all four disaster management phases. Suitable
standards can create opportunities and reduce risks.
ETSI and ISO/IEC JTC 1 / SC 27 “IT security techniques” >> 13 and 9 items could be related. IT plays a
crucial role in all areas of life today. The digitisation of products and services are sensitive matters in
terms of cyber-criminal threats but also opportunities for enhanced disaster resilience capabilities.
Potential items vary from cyber security requirements to data exchange interfaces and beyond. A
strong connection of different technical committees and working groups is necessary to develop
standards meeting the needs.
Overall >> 69 items have been related Technical Committees / Working Groups 223 times in total.
This means that in average each item has been assigned to more than three Technical Committees /
Working Groups which reflects a great need for cooperation and opportunity for cross-fertilisation
among the relevant committees.

Figure 6: Potential standardisation items classified with respect to technical standardisation committees and
working groups
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4.6

Standardisation Items with Respect to Preferred Type of Leading Stakeholder

The evaluation of results with respect to the preferred type of leading stakeholder for the potential
standardisation items draws a clear picture. For the 19 items that were assessed almost 60% relates to
governmental organisations. Crisis management and disaster resilience is seen as an important task and the
responsibility of local and regional governments. It is their responsibility to ensure safety and security for the
society. Additionally, in most cases there is no justifiable financial incentive for any stakeholder group which
ultimately leads to the perception that governmental organisations should take a leading role. Funding and
regulatory requirements are another two important aspects to take into account here. However, is should be
noted that when looking at the anticipated involved stakeholders for the development of the potential
individual standardisation items the picture between the different stakeholder types is rather balanced which
means it is acknowledged that all stakeholder types must play a role for the realisation of the items.

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Figure 7: Potential standardisation items classified with respect to preferred leading type of stakeholder
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Outlook
The ResiStand project identified 69 potential standardisation items to improve disaster resilience. These
items could only partially be assessed in detail in the context of the project. At this point two important
questions remain:
1)
2)

How is the roadmap being further processed within the ResiStand project?
Who and how is the roadmap going to be processed further beyond the ResiStand project's
capabilities and timeline?

Within ResiStand this roadmap is understood as a dynamic document or tool. The roadmap will be integrated
as one part of the Sustainable ResiStand Process which is going to be published as ResiStand D6.3 ResiStand
Process. As mentioned before, the 69 items could not be assessed entirely. The ResiStand Assessment
Framework with its three stages represents a tool that can and should be further utilised. When applied by
relevant experts the potential standardisation items can be further elaborated until a solid foundation has
been built to propose a NWIP. On the other hand a continuous influx of new standardisation proposals in the
dynamic roadmap is possible and desirable. The database of standardisation items and the ResiStand
Assessment Framework can provide suitable mechanisms for the ResiStand Process.

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

In terms of exploitation of this roadmap beyond the ResiStand project, the ResiStand Process and its
implementation plan, which will be developed in ResiStand work package 6 in the beginning of 2018, will
provide a way forward. This document delivers starting points from multiple perspectives. The realisation of
the different standardisation items can be driven by specific stakeholders from a bottom-up approach, by
particular organisations like UNISDR, governmental organisations or by formal standardisation bodies on the
European or international level from a top-down approach. Standards developing organisations like CEN and
ISO are playing a key role in the further process in any case. Thus, they should be one of the first contact
points when it comes to the implementation or partial implementation of the presented pool of potential
standardisation items. Again, this will be further discussed and planned in ResiStand work package 6 in the
context of an exploitation strategy and implementation plan. The transfer of a potential standardisation item
into a NWIP in cooperation between the ResiStand project – especially the involved NSBs – and CEN/TC 391
is envisaged.
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Annex 1

Standardisation Items – Overview per Item

The following pages represent the overview of information that has been collected with respect to the
identified 69 potential standardisation items. The level of detail of information varies from item to item. In
this overview the following can be found:
•
•
•
•
•
•
•
•
•
•
•
•

ID >> unique for each item
Title >> For some items there are multiple titles because of the merging of different data
Description >> Some more information about the item
Source >> Projects, workshops, questionnaires and organisations that proposed the item
Remark >> Additional comment w.r.t. the item
Disaster Management Phases and Tasks
UNISDR Criteria
Sendai Framework Priorities
Relevant technical standardisation committees and working groups
Preferred Leading Type of Stakeholder
ResiStand Assessment
Chart >> graphic representation of the assessment results

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Additionally for items 030, 068 and 008 the Assessment Overview sheet as a result of the RAF application is
presented.
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001
ID

Title

001

Risk Management for Critical Infrastructures

Scope

- Best practices in relation to typical problems in Critical Infrastructure protection (change management, corrective actions, continual improvement).
- Terminology and indicators of Critical Infrastructures.
- Risk assessment procedures for Critical Infrastructures including climate hazards and terrorist attacks.
- Catalogue of novel methods to analyse resilience of critical infrastructures (multi-criteria decision analysis, data mining).
- Methods and terminology in the identification of hazards and risk assessments: Better quantification, assessments, risk matrix, etc.
- A standard EU procedure for engaging with member states about cross-border Critical Infrastructure, as well as a process for managing these identified Critical Infrastructure

URGENCY

Description

Risk Management of Critical Infrastructures, best practice in typical problems in critical infrastructure protection (change management, corrective actions, continual improvement).
Terminology and indicators of Critical Infrastructure. Risk assessment procedures for critical infrastructures including climate hazards and terrorist attacts. Catalogue of novel methods to analyse
resilience of critical infrastructures (multi-criteria decision analysis, data mining).
Methods and terminology in the identification of hazards and risk assessments : Better quantification, assessments, risk matrix, etc. A standard EU procedure for engaging with member states about
cross-border CI, as well as a process for managing these identified CI

Source

CIPSEC, INTACT, EU-CIRCLE, SmartResilience, workshops, PRACTICE, SPIRIT

Remark

According to the description this cannot be solved in one standard but would rather result in a standards series
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

FEASIBILITY

EXPECTED IMPACT

Relevant Technical Standardisation Committee

x
x

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
x
WG 3 – Disruption related risk
x
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

3,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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002
ID

Title

002

Utility Networks: inventory system of Waste water networks

Scope
Description

Utility Networks: inventory system of Waste water networks. Monitoring methodology and instrument comply to Directive 2013/51/Euratom (protection of health of the general public with regard to
radioactive substances in water intended for human consumption). Network monitoring and management infrastructure. Risk level identification in water distribution.
Electricity supply: Decision Support System against malicious and accidental threats in electricity supply chain

URGENCY

FEASIBILITY
Source

EXPECTED IMPACT

SEGU, DEMONS, TAWARA_RTM, ISIS, SESAME, Questionnaire

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
x
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
x
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
x
WG 3 – Disruption related risk
x
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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003
ID

Title

003

EU Common Operational Picture standard

Scope

The aim of the standard is to improve and standardize information flow both from and to the first responders and crisis managers in order to increase situational awareness across involved agencies and
at all levels of the command chain in emergency management situations inside and outside the European Union area.
A generic concept of the European Union Common Operational Picture (EU COP) should be defined as a joint capability in time of the emergency situation that supports the emergency responders and
crisis managers within and between different agencies to act appropriately. The primary functions of the EU COP is to support the development and maintenance of common ground and to support
coordinated action across actors.
To the extent it is possible the EU Common Operational Picture concept should meet a baseline requirement to be “a single identical display of relevant information shared by more than one command
that facilitates collaborative planning and assists all echelons to achieve situational awareness” (US DoD glossary).
EU COP should also follow the already existing OGP / IPIECA Oil Spill Response Common Operating Picture candidate definition: „a common operating picture (COP) is established and maintained by
the gathering, collating, synthesizing, and disseminating of incident information to all appropriate parties involved in an incident. Achieving a COP allows on−scene and off−scene personnel to have the
same information about the incident, including the availability and location of resources, personnel, and the status of requests for assistance. Additionally, a COP offers an overview of an incident thereby
providing incident information which enables the Incident Commander (IC), Unified Command (UC), and supporting agencies and organizations to make effective, consistent, and timely decisions. In order
to maintain situational awareness, communications and incident information must be updated continually. Having a COP during an incident helps to ensure consistency for all emergency
management/response personnel engaged in an incident”
The EU COP should provide the acting incident management team with a comprehensive picture to make adjustments to any current activity and to plan ahead for the next operational period. Standard
should enable the system to provide everyone within the chain of command
(strategic, operational, and tactical) the same ability to display a picture that ultimately supports their specific information needs.
EU COP should offer a standard overview of an incident, thereby providing incident information that enables the Incident Commander/Unified Command (IC/UC) and any supporting agencies and
organizations to make effective, consistent, and timely decisions. Through compiling data from multiple sources and disseminating the collaborative information COP ensures that all responding entities
have the same understanding and awareness of incident status and information when conducting operations (DHS FEMA NIMS Resource Center)

Description

Common operational pictures for the monitoring or large areas (e.g. borders. linear critical infrastructures )

Source

UPAC S-100, ZONESEC, Crisis Information Centre (CIK), Space Research Centre of Polish Academy of Sciences (SRC PAS)

Remark

Development of the EU COP standard must be correlated with already existing outcomes from R&D projects and other sources.
The following sources were used for preparation of the suggested standard:
- European Incident Command Systems
http://www.f-e-u.org/ics.php
- Final Report Summary from the COPE
(Common Operational Picture Exploitation) project
http://cordis.europa.eu/result/rcn/56062_en.html
- OGP recommendations http://www.opengeospatial.org/projects/initiatives/ogpoilspill

URGENCY

FEASIBILITY
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Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

2,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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004
ID

Title

004

CBRNE attack preparedness

Scope
URGENCY
Description

CBRNE attack preparedness, mitigation of effects (Search and Rescue operations) and capability to handle CBRN incidents (e.g. improved detection methods, analysis tools, decontamination equipment
and medical procedures). Best practices in assessment of CBRN threats with mobile laboratories. Medical code for effect of certain infra radar spectra : Better identifiction of potential damage and better
treatment. Framework for detection and mitigation of CBRN related contamination events of drinking water.

Source

CATO, CBRNEMAP, MIRACLE, Qestionnaire, Workshop

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
x
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
x
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
x
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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005
ID

Title

005

CBRN decontamination, detection of people

Scope
URGENCY
Description

CBRN decontamination, detection of people: Different procedures accross Europe, how clean is clean. Standard for management of CBRNE contaminated people taking into account ethical issues: how
to separate suspected individuals from the flows, how far it is allowed to check a person body (passive approaches). Tools providing real-time quantifications of contamination information. C and R
decontamination: wet and dry.

Source

Workshop, SAFEWATER, SMARTPRO

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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006
ID

Title

006

Procedures and protocols for CBRN related Analysis - from sampling to interpretation

Scope
URGENCY
Description

Procedures and protocols for CBRN related Analysis - from sampling to interpretation. Recommendations in the thematic areas of CBRN-E threat detection and analysis. Chemical detectors, technical
specifications (sensibility, specificity, robustness, etc.) for end-users. Variety of standards and methods are available which are inconsistent. Standardisation of laboratory analytical methods. Standards
for quality assurance methods for biological toxin detection. Standardized sampling kits, accompanied by set guidelines (CBRNE detection/sampling). Need for a standardised approach to perform a fast
analysis at incident response.

Source

ERNCIP CBRNE STDS 16, Qestionnaire, SLAM, Workshop, GC-ISM, TOXI-triage project, EQuATox

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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007
ID

Title

007

Performance of CBRN protective clothing

Scope
URGENCY
Description

Performance of CBRN protective clothing. Selection & use of (low burden) CBRN - PPE clothing : Selection of most appropriate PPE interoperability. Smoother CE-certification and better user orientation.
Restriction reorganisation of existing standards CEN-ISO (protective chemical suits) : Facilitate end users procurement. Tool to choose the best personal protective equipment according to the level and
risk event.
Personal Protective Equipment - indications for end of life / remaining life, decision tools for PPE selection. Lightwaight materials for protective clothing

Source

Qestionnaire, Workshop, IF REACT

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination x
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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008
ID

Title

008

European CBRNE Training Framework for First Responders and Crisis Managers; Crisis management certification system for (CBRN) training

Scope

This framework is comprehensive and covers all aspects of CBRNe crisis management that might be relevant to a country’s First Responders in various positions and functions (police, fire & rescue
services, ambulance & emergency medicine services, customs, coast guard, sea/mountain rescue, civil protection, dispatch officers/SOS). The extended target group also includes private security
guards and humanitarian/medical aid volunteers.
The framework consists of eight modules, subdivided into a number of sessions. Ethical issues have been integrated with each subject matter, and co-operative interagency learning is proposed.
Learning objectives, teaching points and teaching contents are detailed for each session.
The framework can be used to build a customized course syllabus and define learning outcomes in line with Bloom’s Revised Taxonomy. Two such courses have already been developed under project
EDEN, one basic level course for all operative First Responder personnel, and one advanced level course for on-scene commanders and crisis managers at coordination headquarters.

Description

Education and training of CBRN emergency response personnel (First Responders). Curriculum for education of first responders in EDEN : Standardised way of describing the content or level of a
CBRNE course. Training curriculum for first responders : Better interoperability for cross border co-operation.

Source

Qestionnaire, Workshop, EDEN

Remark

More background details on the development work towards the framework, the entire framework including the two suggested course curricula can be found in Deliverables D35.1 (Oct 2015) and D35.5
(Jan 2017) from project EDEN.
Contact: Svenja.stoven@umu.se

FEASIBILITY

Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

URGENCY

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY

4,0
3,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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Assessment
Title of the proposed standard:
Identification number:

European CBRNE Training Framework for First Responders and Crisis Managers; Crisis management certification system
008

Proposed standardisation activity and its perspectives
Organisation or project consortium
Proposing organisations or
projects:

Scope of the standard:

Type of standard:

Stakeholder category

EDEN
T5.1/T5.2 workshop
-

Hybrid
Hybrid
-

This framework is comprehensive and covers all aspects of CBRNe crisis management that might be relevant
to a country’s First Responders in various positions and functions (police, fire & rescue services, ambulance
& emergency medicine services, customs, coast guard, sea/mountain rescue, civil protection, dispatch
officers/SOS). The extended target group also includes private security guards and humanitarian/medical aid
volunteers.
The framework consists of eight modules, subdivided into a number of sessions. Ethical issues have been
integrated with each subject matter, and co-operative interagency learning is proposed. Learning objectives,

Feasibility, Impact, Urgency

Unknown

5

Overall impact:

Feasibility:

High (within 1 year)

4
Impact (1-5)

Urgency (when needed?):

Considerable

3

1; 3; 4

2

Very low
1

Legend (scores presented in the rectangle)
1st Feasibility: 1=Very low; 2=Low; 3=Medium; 4=High; 5=Very high
2nd Impact: 1=None; 2=Limited; 3=Moderate; 4=Considerable; 5=Great
3rd Urgency: 1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

0

0

1

2
3
Feasibility (1-5)

4

Impact
End-users
Improvement of DR and CM capabilities (functions/tasks):

Great

Improvement of the safety of society:

Considerable

Improvement of responder safety:

Considerable

Cost savings for end-user organisations:

None

Industry & Research
Increase of business opportunities:

Considerable

Improvement of business quality management:

Considerable

Innovation progress:

None

Improvement of business functions:

None

Feasibility
Foundation:

Not at all

Development perspectives:

Not at all

Implementation and follow-up perspectives:

Not at all

Anticipated drawbacks and constraints:

Not at all

Potential ethical, social and/or legal effects of the proposed standard:

Moderate

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Other issues
Benefit of the standard to types of incident:
Specifically for the following incidents:

Relevant trends
Trends in society, in incidents, and/or in disaster
resilience and crisis management that are typically
anticipated by the standard:
Technical and non-technical trends of interest for
industry and research that potentially are addressed by
the standard:

Intentional incidents / Attacks
CBRN attack
Bomb attack
-

Please, describe if this is the case how does the standard address the trend(s)

Please, describe if this is the case how does the standard address the trend(s)

ResiStand Assessment Framework
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009
ID

Title

009

Crisis management: Terminology and glossary of terms for disaster resilience and crisis management

Scope
URGENCY
Description

Crisis management: Terminology and glossary of terms for disaster resilience and crisis management : Problem of common understanding of terms. Decision support tools and systems for the
management of an emergency situation: planning, preparedness, response and recovery. Coordination in international rescue operations. Data models, structures and concepts to enhance the
interoperanility among first responders and police authorities. Mass evacuation.
Security solution enabling first responders to carry out more reliable, safe and successful missions. First Responder Operation Support Platform. Secure cloud systems for LEAS or first responders.
Comms for first responders - data exchanging between doctor & patient. Indoor Location of first responders : No requirements, various tools, technologies, etc.
Crisis management taxonomy = Common understanding of information flow : Taxonomy (STACCATO v2). Standard on team composition, people's profiles needs in team. Capability mapping (incl. all
organisations, tasks, roles and responsibilities), and procedures/forms for contacting (other authorties point of contacts). Standards on patient-management in mass casualty incidents.

Source

EPISECC, Qestionnaire, Workshop, S-HELP, SECTOR, SAVE ME, EVACUATE, DITSEF, E-SPONDER, SafeCloud, Workshop

Remark

CWA TER-CDM
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

FEASIBILITY

EXPECTED IMPACT

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
x
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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010
ID

Title

010

Exercising and training in crisis management system for public authorities and first responders.

Scope

Differentiation in the requirements of an exercise and trainings; systematization of definitions to create a common semantic foundation; purposeful and systematic typology of exercises (including
trainings, didactic exercises, evaluatory exercises, experimental (study) exercises, tests and demonstrations)
URGENCY

A standard that allows to:
Øto formulate proper and universally understood exercise description (i.e. to be used in executive orders, legislation) for different actors;
Øto address the exercise properly (to reach the relevant exercise target group);
Øto reach the expected target group and achieve the expected results;
Øto establish a proper understanding between subsequent levels of command and also in vertical communication - especially considering substantial differentiation in terminology used by crisis
management actors;
Description

Source

Crisis management training methods taking into account also ethical issues. Crisis training and crisis management system for public authorities and first responders. Lesson learnt methodology, crisis
management taxonomy, protection against CBRNE. Differentiation in the requirements of an exercise and trainings : Standardize the requirements for carrying out an exercise and how the exercises and
training are related to each other. Curricular training. Community training (education tools and documentation) accreditation. Public education on mitigation and prepardness procedures, and behaviour
during an emergency. Education of EMS professionals. European exercises.

FEASIBILITY

EXPECTED IMPACT

INDIGO, Workshop, DITAC, Questionnaire, Crisis Information Centre (CIK), Space Research Centre of Polish Academy of Sciences (SRC PAS)

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x
x
x
x

x
x
x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

4,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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011
ID

Title

011

Psycho-social support in crisis management

Scope
URGENCY
Description

Psycho-social support in crisis management: Good practices and software for planning and providing psychosocial support in crisis. Human behaviour and communication in crisis situation. First
responders are in direct contact with people during an emergency, therefore they should have a specific training to manage the ethical issues when handling and communicating with people. The different
backgrounds, religion, politics and cultural issues have to be considered. : Standardize the ethical training for first responders. Training programme to build capacity and expertise in the area of
psychotraumatology. Developing operational guidelines for civil protection mechanism modules: Being able to work together. Procedures for citizens how to manage in emergencies.

Source

PSYCRIS, OPSIC, BeSeCu, Workshop; CONTEXT, POP-ALERT

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

x
First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x

x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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012
ID

Title

012

Use of drones / UAVs for crisis management

Scope
URGENCY
Description

Use of drones / UAVs for crisis management e.g. in hazardous areas (CBRNE) and surveilance. Ad hoc introductions of the capabilities. Different countries, different regulation, training, certification,
operational ad hoc. Drone certification, operation, training. Search and rescue standards and guidelines should be reviewed and updated to incorporate use of unmanned vehicles

Source

Workshop, SURVEIRON, UPAC S-100

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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013
ID

Title

013

Drone Operable Vapor Examiner and Recorder on board multi-rotor UAVs

Scope

This standard defines the minimum specifications of a chemical detector operating as UAV payload; reliability of such payload, addressing challenges of downwash, addressing rapid changes of ambient
pressure, temperature and humidity as well as challenges of measuring whilst hovering, flying or having landed.
For example, the downwash effect of multi-rotor UAVs, when hovering, can have significant impact on gas sampling and analysis. In addition, the detector casing can also affect the flight ability and
stability of the aircraft.

Description

Use of drones/UAVs: Drone specifications and operational requirements. Drone Pilot qualification. Use of payloads (hazardous materials) and operational standards e.g. chemical warfare detectors,
radiation detection equipment, portable monitors, personnel radiation detectors, portal monitors, drones for detection and monitoring of hazardous materials.
Operation frequencies of drones : Interoperability. Wireless communication for navigation, control procedures
There are also problems (legal, ethical, societal) e.g remote Telemedicine and non trained personnel.
Construction methods and materials for UAV operating in extreme operating conditions

Source

Workshop, EXTREMDRON, T4i engineering Ltd

Remark

Title reflects only part of the description; description is very broad >> standards series

URGENCY

FEASIBILITY

Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
x
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
x
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY

2,0

x
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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014
ID

Title

014

Use of automated vehicles in search and rescue operations

Scope
URGENCY

Description

Use of automated vehicles in search and rescue operations

Source

ICARUS

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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015
ID

Title

015

Early warning systems

Scope
URGENCY

Description

Early warning systems: Notifications from early warning systems, communication between early warning system and other elements such as sensors. Services on weather and climate forecasting,
specially regarding the Early Warning System

Source

DRIVER, I-REACT, ANYWHERE

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
x
CEN/TC 391 - Societal and Citizen Security

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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016
ID

Title

016

EU Common Emergency Metadata standard; Communication and sharing of information during crisis and disasters

Scope

This standard defines Interoperability and Communication of Risk Information

Description

Communication and sharing of information during crisis and disasters; Sharing of real time information during crisis and synchronisation between forces on the ground (police, rescue, firefighters) and
command and control centers. Analysis and best practices of using social media during a crisis. Data usability, data sharing : A set of basic crisis indicators which should be the same for everyone.
Cybersecurity during a crisis, secure communications and data sharing (e.g. prevent hacking) - Secure and resilient cross-platform communications (for responders). Data exchange between
coordination rooms (message and mechanism) : Common operational picture / interoperatbility of information.

Source

ESS, Workshop, TACTIC, SUPER, SECRICOM, Crisis Information Centre (CIK), Space Research Centre of Polish Academy of Sciences (SRC PAS), CODATA-Germany

Remark

Development of the EU CEM standard must be correlated with already existing outcomes from R&D projects and other sources.
The following sources were used for preparation of the suggested standard:
- Final Report Summary from the IDIRA
(Interoperability of data and procedures in large-scale
multinational disaster response actions) project
http://cordis.europa.eu/result/rcn/181822_en.html
- Final Report from the European Emergency Data Project
EMS Data-based Health Surveillance System (EED project)
http://www.eed-project.de/assets/publications/eed_report_complete.pdf

URGENCY

FEASIBILITY
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Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
x
CEN/TC 391 - Societal and Citizen Security

x

x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x
x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

3,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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017
ID

Title

017

Collection of information during the crisis
URGENCY

Scope
Description

Collection of information during the crisis. Training methods and procedure of people (e.g. volunteers) so they know how to report relevant information : Better information during a crisis event

Source

Workshop

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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018
ID

Title

018

Situational awareness: common agreed symbols + alerts
URGENCY

Scope
Description

Situational awareness: common agreed symbols + alerts. Different solutions have different HMI / common symbols better for users. Situation awareness solutions for detection and localisation of the
trapped victims.

Source

Workshop, INACHUS

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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019
ID

Title

019

Resilient Management Guideline

Scope

The proposed standard should cover all persisting challenges concerning current approach in enhancing resilience of citizens, assets and systems against natural hazards, cyber attacks, terrorism and

Description

Resilience management: Resilient Management Guideline, Methodology to assess resilience, European Resilience Management Guideline (ERMG) to support the practical application of resilience to all CI
sectors. Resilience concepts including human-tech and society : Interconnectivity of complex systems and their systematic properties, European Resilience Management Guidelines in Urban Transport
sector

Source

DARWIN, SMR, RESILENS, Workshop, RESOLUTE

URGENCY

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

2,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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020
ID

Title

020

Coastal resilience: Management and policy approaches to increase coastal resilience
URGENCY

Scope
Description

Coastal resilience: Management and policy approaches to increase coastal resilience. Big Data applications in maritime (interconnectivity, security) : Interoperability. Sea border control (operational
procedures) : Operational procedures.

Source

RISC-KIT, Workshop

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
x
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction

page 51

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION

021
ID

Title

021

Shields and shelters: Metamaterial-based shields for enhanced resilience
URGENCY

Scope
Description

Shields and shelters: Metamaterial-based shields for enhanced resilience. Specifications for shelters

Source

XP-RESILIENCE

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x

page 52

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION

022
ID

Title

022

Risk and vulnerability analysis of Urban environment

Scope

The standard should provide clear formulas for evaluation of hazards, exposure, vulnerability and capacity in the context of urban environment

Description

Risk and vulnerability analysis of urban environment: tools for urban environment planning. Best practices in vulnerability identification in urban planning. Definitions and metrix for vulnerability which
integrates the different dimensions, e.g. assets, citizens, infrastructure. The procedure for foresight process for city planners.

Source

VITRUV, Workshops, HARMONISE

URGENCY

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x
x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
x
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
x
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

2,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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023
ID

Title

023

Cascading effects

Scope

The standard should cover all possibilities for cascading effects among natural disasters, from natural to technological disasters, and cascading effects among critical infrastructures due to a failure in

Description

Cascading effects: Understanding, modelling and managing cascading effects in crisis. The requirements to use applicable tools to analyse and evaluate the cascading effects of major crises and risks.
Best practices to scenario design, cascading effects and risk analysis. Requirements for MCDM systems for cascading crises. Incident evolution tool to assist decision-makers in preparing and training
for crises with cascading effects

Source

CASCEFF, FOCUS, SNOWBALL, FORTRESS, PREDICT

URGENCY

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x
x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
x
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
x
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x
x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

1,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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024
ID

Title

024

Supply Chain Interoperability

Scope

This standard defines Operability and Security in Supply Chain Management for Industrial Production, Food and Nutrition, and Healthcare

Description

Security in the supply chain: Interoperability along the supply chain. Protocol to ensure trusted services and online security. Legal aspects to support trusted services and online security
Security in supply chains of postal services. Security labels, seals and stamps

Source

CORE, LIGHTest, SAFEPOST, CODATA-Germany

URGENCY

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
x
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
x
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

URGENCY
EXPECTED IMPACT
FEASIBILITY

3,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction

page 55

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION

025
ID

Title

025

Best practices to ensure data integrity : Security - integrity
URGENCY

Scope
Description

Best practices to ensure data integrity : Security - integrity. Data integrity (Need to trust data/information available from multiple/different devices). Privacy solution (PETs) for citizens & SMEs,
assessment of PETs (see ENISA methodology).

Source

Workshop

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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026
ID

Title

026

Security Operations Center techniques and technologies applied to Air Traffic Monitoring and Great Event Management
URGENCY

Scope
Description

Security Operations Center techniques and technologies applied to Air Traffic Monitoring and Great Event Management

Source

SAWSOC

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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027
ID

Title

027

Wearable, smart and connected devices and garments

Scope

Assure interoperability during operation with different PPE

Description

Wearable, smart and connected devices and garments (e.g. First respondents). Handheld devices for border guards. Systems for Identification with mobile devices.

Source

Qestionnaire, Workshop, ARIES

URGENCY

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x
Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

URGENCY
EXPECTED IMPACT
FEASIBILITY

2,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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028
ID

Title

028

Serious gaming: Open distributed pan-European Environment for serious gaming

Scope

Providing a unified standard for data exchange for different simulation platforms, consolidating methods and procedures
for scenario building, providing a framework to encompass several models and tasks in one complete crisis management simulation.

Description

Simulation tools (virtual reality VR) and applications for training: The framework encompass several models and tasks in order to provide a complete end-to-end crisis management simulation. Scenario
building tools etc. Applications for testing emergency services. Allow citizens to contact emergency services, requirements of devices, operator, etc. The Virtual Reality (VR) and Augmented Reality (AR)
tools should be harmonized in terms of user interphase, operation and training. Serious gaming: Open distributed pan-European Platform for serious gaming

Source

CRISMA, Qestionnaire, Workshop, TARGET, Crisis Information Centre (CIK), Space Research Centre of Polish Academy of Sciences (SRC PAS)

Remark

DIN SPEC 91380 Serious Games Metadata Format

URGENCY

FEASIBILITY

Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

2,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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029
ID

Title

029

Use of social media for informing in emergencies
URGENCY

Scope

Description

Use of social media for informing (channels, keywords, which info) : Allow request for help to be received anywhere by emergency services from anybody. Social Media in emergencies , test & data
mining, data quality, visualization (EMERGENT) : Improved comms from citizens to authorities. Standardize the process of social media (legal issues). Mngt of real time information from social media.
Information, interoperability, terminology, semantics, exchange mechanisms-> common information space (EPISECC) : Coordinate the response to & social demand for alerts.

Source

Workshop, COMRADES

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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030
ID

Title

030

Cross-Border Risk Information Interoperablity; Cross-border interoperability; Interoperability in Crisis and Disaster Management; Protection of Critical National Infrastructure

Scope

Fundamental to improve cooperation during cross-border crisis
i.e. CBRN events
severe geophysical disaster (earthquakes / volcanic)

URGENCY

Provide a portfolio of
concepts for interoperability for the different phases of crisis management cycle
Description

Cross-border interoperability and a common information space. Protocols for trans-border cooperation (e.g. events affecting neighbouring countries). Terminology, vocabularies and interpretation.
Operational procedures: SOP. Compatibility with other devices/forces/countries.

FEASIBILITY
Source

EXPECTED IMPACT

SECINCORE, DRIVER, Questionnaire, Workshop, CODATA-Germany, Sci-tech, EPISECC

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY

5,0
4,0
1,5
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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Assessment
Title of the proposed standard:
Identification number:

Cross-Border Risk Information Interoperablity; Cross-border interoperability; Interoperability in Crisis and Disaster Managem
030

Proposed standardisation activity and its perspectives
Organisation or project consortium
Proposing organisations or
projects:

Scope of the standard:

Stakeholder category

SECINCORE, DRIVER, EPISECC
Questionnaire, Workshop
CODATA-Germany
Sci-tech
-

Hybrid
Hybrid
End-users
Industry
-

Fundamental to improve cooperation during cross-border crisis
i.e. CBRN events
severe geophysical disaster (earthquakes / volcanic)
Provide a portfolio of
concepts for interoperability for the different phases of crisis management cycle

Type of standard:

Feasibility, Impact, Urgency

Technical Specification

5

Overall impact:

Feasibility:

Very high (ASAP)

4
Impact (1-5)

Urgency (when needed?):

Considerable

1,5; 4; 5

3
2

Low
1

Legend (scores presented in the rectangle)
1st Feasibility: 1=Very low; 2=Low; 3=Medium; 4=High; 5=Very high
2nd Impact: 1=None; 2=Limited; 3=Moderate; 4=Considerable; 5=Great
3rd Urgency: 1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

0

0

1

2
3
Feasibility (1-5)

4

5

Impact
End-users
Improvement of DR and CM capabilities (functions/tasks):

Great

Improvement of the safety of society:

Considerable

Improvement of responder safety:

Considerable

Cost savings for end-user organisations:

Moderate

Increase of business opportunities:

Moderate

Industry & Research
Improvement of business quality management:

Considerable

Innovation progress:

Considerable

Improvement of business functions:

Great

Feasibility
Foundation:

Moderate

Development perspectives:

Not at all

Implementation and follow-up perspectives:

Not at all

Anticipated drawbacks and constraints:

Not at all

Potential ethical, social and/or legal effects of the proposed standard:

Moderate

Other issues

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Benefit of the standard to types of incident:
Specifically for the following incidents:

Relevant trends
Trends in society, in incidents, and/or in disaster
resilience and crisis management that are typically
anticipated by the standard:
Technical and non-technical trends of interest for
industry and research that potentially are addressed by
the standard:

Incidents in general
-

A higher degree of urbanisation has the potential to increase the impact of disasters
such as floodings and enhances therefore the impact of better preparedness in
disaster management
Please, describe if this is the case how does the standard address the trend(s)

ResiStand Assessment Framework
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031
ID

Title

031

Specifications/Capabilities for sensors and systems

Scope
URGENCY

Description

Specifications/Capabilities for sensors and systems : Standards for sensors specifications/capabilities (It allows users to select the right sensor). Standardize format and way sensors provide outputs
and read the data (interoperability). Communications protocols (sensors outputs) and sensor readings. Integration of sensor data. Interoperability profiles for c2 and sensors in emergencies. Standards to
assess when the online sensor systems are obligatory (risk assessment)

Source

Workshop, Questionnaire, C2-SENSE, SECUREAU

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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032
ID

Title

032

Certification scheme for security products

Scope
URGENCY

Description

Security of products: Certification scheme for security products. The procedure for evaluation of economic impacts of security investments. Harmonization in the use of PSIM (Physical Security
Information Management) : The user interphase and the functionalities of PSIM should be standardized to ensure a simple application.

Source

CRISP, HARMONISE, Workshop; HECTOS

Remark

See CRISP and HECTOS results

FEASIBILITY

Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
x
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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033
ID

Title

033

Requirements for risk analyses for ICT Security

Scope
URGENCY

Description

ICT risk analysis: Requirements for risk analyses suitable to use for ICT Security to be added into ISO/IEC 27002:2013

Source

Structures

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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034
ID

Title

034

Multi sensor for locating entrapped people in the ruins of collapsed buildings

Scope

This standard defines … the type of sensors namely thermal camera, visual camera, microphone, speakers, accelerometer and chemical sensor for detecting and locating entrapped people in collapsed
buildings. Sensors are physically and data integrated. Physical(hardware integration) in the form of deployed stick and backpack. Sensors data are integrated for increasing effectiveness and reducing
false alarms. Chemical sensors detect human signatures as exhaled air and characteristic chemical signatures of entrapment(e.g acetone, ammonia). Search and rescue teams can use the standard for
developing common procedures especially in screening areas and for detailed on site search. Standard acts by providing extra protection to rescuers as it adopts special alerts for rescuers status.

Description

Locating of people: FIRST SGL for USAR multi-sensor for locating entrapped people in the ruins of collapsed buildings. Equipment for emenrgency responce in USAR.

Source

Workshop, USAR

Remark

There is some strong standardization in the framework of UN initiative for SAR operations in collapsed buildings(INSARAG). But this is for teams that participate in international missions in the framework
of UN activities. It does not cover national teams. Member states in Europe may have one or two INSARAG teams but many more national teams.

FEASIBILITY

Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

URGENCY

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY

3,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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035
ID

Title

035

Use of GIS and satellite data and capabilities in government organisation

Scope

Needed to improve integration among GMES Emergency Services with satellite navigation and communication service, aerial and satellite remote sensing and ground based techniques

Description

Use of GIS and satellite data and capabilities in government organisation. Standardisation of GIS data format. The framwork for integrating GMES Emergency Services with satellite navigation and
communication flood information service. Mapping and geo-information products ready for deployment in the prevention and preparedness phases.
Application of remote sensing and ground based methods to multi-type risk analysis. Establish a common geospatial basic information system (including for underground facilities and buildings), based on
Geographic Information Systems (GIS) standards, to be used by organizations before and during crisis situations. Geo-localization (GIS) standards for use in buildings and underground systems to
facilitate First Responders intervention. It concerns two standards (how to implement technology, such as the use of radio wireless communication protocols, and how to acquire the geo-localization
information).

URGENCY

FEASIBILITY
Source

Workshop, FLOODIS, IncREO, SENSUM

Remark

https://inspire.ec.europa.eu/
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

x

x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY

2,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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036
ID

Title

036

Building communication system - communication system to exchange hazardous information between buildings
URGENCY

Scope

Description

Building communication system: The communication system which delivers the hazard information from one building to another

FEASIBILITY
Source

EXPECTED IMPACT

HARMONISE

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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037
ID

Title

037

Disaster database
URGENCY

Scope

Description

Disaster database e.g. Something similar on sea container : Possibility to combine knowledge from various fields

FEASIBILITY
Source

EXPECTED IMPACT

Workshop

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x
x
x

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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038
ID

Title

038

Best practices of management and interpretation of information related to Volcanic disaster risk management
URGENCY

Scope

Description

Volcanic disaster risk management: Best practices of management and interpretation of information related to Volcanic disaster risk management. Interpretation of information related to Volcanic disaster
risk management

FEASIBILITY
Source

EXPECTED IMPACT

MIAVITA

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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039
ID

Title

039

Emergency plans and planning of industrial sites

Scope

Improve Seveso Directives with effective and coordinated response at EU level (transboundary)

Description

Emergengy plans and planning of industrial sites: Harmonization in Emergency Plans and communication during an event. : Standardize emergency plans for industrial plants to response to a hazardous
event.
The procedure how to communicate the first information of the event in a Seveso Plant should be standardized. Format to collect info about industrial establishments i.e. Substances accident scenarios
nearby houses.

URGENCY

FEASIBILITY
Source

EXPECTED IMPACT

Workshop, questionniare

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

2,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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040
ID

Title

040

Laser protection: physical protection from powerful lasers
URGENCY

Scope

Description

Laser protection: physical protection from powerful lasers, not eyes or the HW itself, but general tissue (e.g. torso) : Physical protection. Standard to protect people against infrared laser (laser device
improvement).

FEASIBILITY
Source

Workshop

Remark

safety
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

EXPECTED IMPACT

Relevant Technical Standardisation Committee

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination x
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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041
ID

Title

041

E-health - data exchange : Communication between hospitals and patients
URGENCY

Scope

Description

E-health - data exchange : Communication between hospitals and patients

FEASIBILITY
Source

EXPECTED IMPACT

Workshop

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
x
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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042
ID

Title

042

Biometrics - size of bones : Identification of people
URGENCY

Scope

Description

Biometrics - size of bones : Identification of people

FEASIBILITY
Source

EXPECTED IMPACT

Workshop

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
x
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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043
ID

Title

043

Data Analysis / Data mining
URGENCY

Scope

Description

Data Analysis / Data mining (how to trust info, how to find most relevant info) : Terminology issues. Different data formats in big data analytics. Machine Learning and Self-Learning Alghoritms :
Standardize the process of machine learning

FEASIBILITY
Source

EXPECTED IMPACT

Workshop, Questionnaire,

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x
x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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044
ID

Title

044

Hazard recognition based on algorithms on human behaviour under stress, panic and strong emotions
URGENCY

Scope

Description

Human factors and behaviour: Human integration, Data privacy: Individual data privacy, data sharing rules. Hazard recognition based on algorithms on human behaviour under stress, panic and strong
emotions

FEASIBILITY
Source

EXPECTED IMPACT

Qestionnaire, Workshop, SAVE ME

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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045
ID

Title

045

Blast resistand structures in rail vehicles
URGENCY

Scope

Description

Emergency vehicles: Spare parts for emergency vehicles, Blast resistand structures in rail vehicles

FEASIBILITY
Source

Qestionnaire, SECUREMETRO

Remark

superficial
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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046
ID

Title

046

Crisis, Risk and Emergency Management Evaluation; Integrated Common Framework for Risk-Resilience Assessment; Aligned European Resilience Indicators for Critical Infrastructures.

Scope

The scope of the standard is meant for city level and other national organizations that are responsible for complex critical infrastructures with a high level of interconnectivity. The standard will address
indicators that cover company level structures through its methodology to identify and incorporate new industry specific indicators.

Description

Crisis, risk and emergency management (evaluation tools): Common standards to combine different kinds of evaluations tools developed for crises management. Disaster management framework,
policies and practices that take into account the particular needs of children and young people in urban disasters.
Emergency management: Patient-centred emergency medical management system. Best Practice for emergency agencies providing sanitisation. Emergency responding: Requirements, new
technologies and best practices in responding to emergencies. Assessment tool for risk (national, for critical infrastructure, of CBRNE, of pathogen in transport, of "new technologies" such as
autonomous cars). Set of meta data for risk descriptions including sets of meta-data for risk descriptions including co-ordinates, probability, severity, nature of the risk and possible triggers. Assessment
of needs, dependencies, damage, resilience. Create indicators to measure the succes of civil protection. Quatifying resilience measures.

Source

CRISMA, CUIDAR, ESENET, COncORDE, S(P)EEDKITS, CODATA-Germany, Workshop, SmartResilience

Remark

Is based on / has pre-requisite in Information Modelling on syntax, semantic and pragmatic levels, Needs to be verified in testbeds
The rational of the proposed Work Item (WI) is based on the fact that much of the challenge to the safety of modern Critical Infrastructures (CIs) is less about the known risks but rather more about the
less-known or completely unknown new risks (emerging risks, complex and compound risks, systemic risks, etc.).
In the short-term, as modern critical infrastructures (CI) are becoming increasingly “smarter” i.e. learning, more adaptive, more intelligent etc. (e.g. the smart cities, smart energy supply), the entire
network of infrastructures powered by the smart systems can learn smartly and react smartly. However, in long-term, this increased smartness also makes these infrastructures far more complex and
more vulnerable to the unknown and emerging risks, either to themselves or to the networks in which they are imbedded as disruptions may potentially ripple across them.
The respective current challenges posed by the use of these smart and new technologies are:
• Vulnerability due to interconnectedness
• Vulnerability due to centralization
• Compromise of individual privacy
• Governance relate challenges
• Inconsistent adoption
• Increased automation
In order for analyses to be able to cope with the modern, more technologically advanced and increasingly “smarter” CIs (SCIs), we need to beyond the mere scope of the analyses and extend their current
framework. The state-of-the-art framework today is usually represented by the 4x4 matrix but the extension towards (a) emerging risks and (b) smartness has not been aligned either in Europe nor
worldwide.
This WI should propose the agreed and aligned methodology of doing this by:
• Extending the current risk matrix to 5x5 so it covers emerging risks and level of complexity (smartness)
• Providing the suggested/aligned methods of collecting and providing data for different types of SCIs, vulnerabilities and threats, including interdependencies and interoperability.
This proposal draws from the Emerging Risk Management Framework (ERMF) provided under the CWA 16649 standard for managing emerging technology related risks and ISO 31000:2009 Risk
Management to develop a new standardized approach for decision support and guidance in implementing risk management processes at the levels of governance, policies, operations etc. This
framework will be aligned with the methodology presented in the SmartResilience project, in particular the resilience cycle and will further focus on the 5x5 Resilience Matrix (see figure 1) which will allow
to assess the risks and resilience of the critical infrastructures in Europe in an integrated manner.
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FEASIBILITY

EXPECTED IMPACT
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Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

3,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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047
ID

Title

047

Crisis communication and warnings: Guidelines for effective communication before, during and after crisis

Scope

The standard defines guidelines, protocols and procedure essential to provide an effective communication with the public before, during and after a crisis.

Description

Crisis communication and warnings: Guidelines for effective communication before, during and after crisis. Management of communication with public. Taxonomy related to emergencies and public
warnings. Optimise communication between people, command and control systems, and between devices during (cross-border) crisis management (standardized protocal). Standard communication
channel, better definition of needs and the use of minimum common terms/formats, information objects and minimum set of requirements. Technologies used for Public Protection and Disaster Relief
(PPDR) communications. Clear and effective communication with the public during a disaster. Standard on the use of social media in disaster communication

URGENCY

FEASIBILITY
Source

CASCEFF, COMRADES, Qestionnaire

Remark

Some good work started with project “EDEN”
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

5,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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048
ID

Title

048

Climate risks: Extreme Weather Indicators
URGENCY

Scope

Description

Climate risks: Standardized methodology that monitors and assesses the performance of innovations in terms of effectiveness in reducing climate-related risks. Extreme Weather Indicators (EWIs)

FEASIBILITY
Source

EXPECTED IMPACT

BRIGAID. INTACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x
x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
x
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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049
ID

Title

049

Pandemics: Pandemic Risk Management
URGENCY

Scope

Description

Pandemics: Pandemic Risk Management

FEASIBILITY
Source

EXPECTED IMPACT

PANDEM

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x
x

WG1 – Healthcare Facilities
x
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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050
ID

Title

050

Geohazard prevention: Data collection system related to Volcanic disaster risk management
URGENCY

Scope

Description

Geohazard prevention: Data collection system related to Volcanic disaster risk management. Landslides: Standards for landslide susceptibility modelling and zonations. Anti-locking system in case of
seismic event. Databases for 3D terrain.

FEASIBILITY
Source

EXPECTED IMPACT

GEO, MIAVITA, Qsave, Qestionnaire, LAMPRE

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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051
ID

Title

051

Food safety: Guideline for the provision of safe seafood to consumers and reduced human health risks
URGENCY

Scope

Description

Food safety: Guideline for the provision of safe seafood to consumers and reduced human health risks. Protection against bioterrorism in food production

FEASIBILITY
Source

EXPECTED IMPACT

ECSAFESEAFOOD, PLANTFOODSEC

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
x
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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052
ID

Title

052

Electromagnetic intrusion: Requirements for IEMI (Intentional ElectroMagnetic Intrusion) attack prevention and securing CI communication
URGENCY

Scope

Description

Electromagnetic intrusion: Requirements for IEMI (Intentional ElectroMagnetic Intrusion) attack prevention and securing CI communication to be added in ISO/IEC 27002:2013

FEASIBILITY
Source

EXPECTED IMPACT

Structures

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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053
ID

Title

053

Postal services: Communication standards and risk assessment standard for postal services
URGENCY

Scope

Description

Postal services: Communication standards and risk assessment standard for postal services

FEASIBILITY
Source

SAFEPOST

Remark

see 024
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
x
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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054
ID

Title

054

Cyber attacts: New standards for protection of industrial control systems agains cyberattacks
URGENCY

Scope

Description

Cyber attacts: New standards for protection of industrial control systems agains cyberattacks

FEASIBILITY
Source

EXPECTED IMPACT

SCISSOR

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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055
ID

Title

055

Health services: Decision support tool for improving preparedness and response of health services
URGENCY

Scope

Description

Health services: Decision support tool for improving preparedness and response of health services including common vocabulary and definitions

FEASIBILITY
Source

EXPECTED IMPACT

PULSE

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
x
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x
x
x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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056
ID

Title

056

Interoperability of radio systems
URGENCY

Scope

Description

Standards for interoperability of radio systems (TETRA + TETRAPOL)

FEASIBILITY
Source

EXPECTED IMPACT

ISITEP

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
x
CEN/TC 391 - Societal and Citizen Security

x

x
Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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057
ID

Title

057

Transport: Best practices for improving communication with passengers in transport sector
URGENCY

Scope

Description

Transport: Best practices for improving communication with passengers in transport sector; cultural risk assessment methodology

FEASIBILITY
Source

EXPECTED IMPACT

IMPaCT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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058
ID

Title

058

Demining: Methodology for demining activities
URGENCY

Scope

Description

Demining: Methodology for demining activities

FEASIBILITY
Source

EXPECTED IMPACT

D-BOX

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

x

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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059
ID

Title

059

Systems for Identification Management, Authentification using biometrics
URGENCY

Scope

Description

Identification and authentification: Systems for Identification Management, Authentification using biometrics. Secured identity management to fight against identity theft.

FEASIBILITY
Source

ARIES

Remark

not relevant for disaster resilience
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

EXPECTED IMPACT

Relevant Technical Standardisation Committee

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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060
ID

Title

060

Automated Border Control: ABC gates, Process and Equipment
URGENCY

Scope

Description

Border control: The interface of the Boarder Control System for boarder guards to make their work easier.
Automated Border Control: ABC gates, Process and Equipment

FEASIBILITY
Source

BODEGA, Workshop

Remark

not relevant for disaster resilience
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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061
ID

Title

061

Protection requirements and recommendations for GSM-R for IEMI
URGENCY

Scope

Description

Protection requirements and recommendations for GSM-R for IEMI

FEASIBILITY
Source

EXPECTED IMPACT

SECRET

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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062
ID

Title

062

Ultrasound communication
URGENCY

Scope

Description

Ultrasound communication: Communication with crowds via ultrasound

FEASIBILITY
Source

EXPECTED IMPACT

Zoovel-UC

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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063
ID

Title

063

Specifications for search and rescue equipment
URGENCY

Scope

Description

Equipment: (unmanned) search and rescue equipment. Common equipment specifications. Smart equipment like smoke detectors, smart watches and car drive colision detection are new technolgies
that need to be standarized. These devices, indeed, provide high-value data for crisis management. Minimum standards Equipment for in-hospital and out-of-hospital emergency services

FEASIBILITY

EXPECTED IMPACT

Source
Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
x
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
x
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
x
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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064
ID

Title

064

Common and standardised template for casualties’ registration

Scope

This standard defines a common and standardised template for casualties’ registration.

Description

Registration tool: causualties, refugees. Automatic registration of location, availability, status and type of emergency response units

URGENCY

FEASIBILITY
Source

EXPECTED IMPACT

Workshop

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
x
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x

page 98

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION

065
ID

Title

065

Next Generation 112
URGENCY

Scope

Description

Next Generation 112 (NG112) implementation

FEASIBILITY

EXPECTED IMPACT

Source
Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

x
x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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066
ID

Title

066

Terminology and taxonomy
URGENCY

Scope

Description

Terminology and taxonomy: Crisis Management terminology, including terms and definitions for all disaster management phases, and between professional and civilian (organisation). Including definition
of resilience (see H2020 projects!), CBRNE terminology and symbology (Glossary produced in CEN/TC 391/WG 2) , Critical Infrastructure etc. Develop a common language for warning (alert and
notification): alert libraries (going beyond ISO/DIS 22324 on colour coded alert, and ISO/DIS 22322 on public warning systems)

FEASIBILITY

EXPECTED IMPACT

Source
Remark

see also 009
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
x
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
x
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

x

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

URGENCY
EXPECTED IMPACT
FEASIBILITY
empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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067
ID

Title

067

Risk Management Cycle; Debriefing processes after operations, also to optimise lessons learned

Scope

This standard defines documentation, simulation, analysis, decision, action and control phases of Risk Management (With special respect to Control / Feedback / Accountability issues)

Description

Lessons learned: Standard reporting system for a lessons learning tool (Training tool), how to process lessons learned, incl. uptake from future organisations, how to conduct lessons learned (data
collection/evaluation/implementation of lessons learned), debriefing processes after operations, also to optimize lessons learned. Direct and indirect costs evaluation.

Source

Workshop, CODATA-Germany, Sci-tech

Remark

Cross-organizational long-term and holistic documentation of risk management needs to be available to all actors involved and is essential for joint improvement of efforts as well as in corresponding
research and educational follow-ups

URGENCY

FEASIBILITY

Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

x

x

WG1 – Healthcare Facilities
WG2 – CBRNE
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

3,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
x
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction x
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068
ID

Title

068

Guidance for vehicle screening at secure locations

Scope

This standard specifies the consideration to be given by the end users (security managers) in the screening of vehicles entering a secure location ( e.g. protected by a perimeter fence)
- Vehicles entering nuclear sites; entering government buildings, stadium, special event etc

Description

a. This standard specifies the consideration to be given by the end users (security managers) in the screening of vehicles entering a secure location ( e.g. protected by a perimeter fence)
b. Vehicles entering nuclear sites; entering government buildings, stadium, special event etc

Source

Workshop

Remark

Progress on this proposal has been halted by the lack of subject-matter experts prepared to spend time on producing the draft guidance, and on negotiating the agreed CWA.

FEASIBILITY

Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

URGENCY

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

EXPECTED IMPACT

Relevant Technical Standardisation Committee

x

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
x
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
x
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

x

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

5,0
2,6

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
x
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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Assessment
Title of the proposed standard:
Identification number:

Guidance for vehicle screening at secure locations
068

Proposed standardisation activity and its perspectives
Organisation or project consortium
Proposing organisations or
projects:

Scope of the standard:

Type of standard:

Stakeholder category

Workshop
JRC (ERNCIP Project)
DG HOME B4
-

Hybrid
Hybrid
Policy makers
-

This standard specifies the consideration to be given by the end users (security managers) in the screening of
vehicles entering a secure location ( e.g. protected by a perimeter fence)

Feasibility, Impact, Urgency

Workshop Agreement

5

Overall impact:

Feasibility:

Very high (ASAP)

4
Impact (1-5)

Urgency (when needed?):

Moderate

3

1; 2,55; 5
2

Very low
1

Legend (scores presented in the rectangle)
1st Feasibility: 1=Very low; 2=Low; 3=Medium; 4=High; 5=Very high
2nd Impact: 1=None; 2=Limited; 3=Moderate; 4=Considerable; 5=Great
3rd Urgency: 1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

0

0

1

2
3
Feasibility (1-5)

4

Impact
End-users
Improvement of DR and CM capabilities (functions/tasks):
Improvement of the safety of society:

Great
Considerable

Improvement of responder safety:

None

Cost savings for end-user organisations:

None

Industry & Research
Increase of business opportunities:

Moderate

Improvement of business quality management:

Limited

Innovation progress:

Limited

Improvement of business functions:

Limited

Feasibility
Foundation:

Not at all

Development perspectives:

Not at all

Implementation and follow-up perspectives:

Not at all

Anticipated drawbacks and constraints:

Not at all

Potential ethical, social and/or legal effects of the proposed standard:

Moderate

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Other issues
Benefit of the standard to types of incident:
Specifically for the following incidents:

Relevant trends
Trends in society, in incidents, and/or in disaster
resilience and crisis management that are typically
anticipated by the standard:
Technical and non-technical trends of interest for
industry and research that potentially are addressed by
the standard:

Intentional incidents / Attacks
Bomb attack
CBRN attack
-

Increasing number of physical attacks;

Please, describe if this is the case how does the standard address the trend(s)

ResiStand Assessment Framework
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069
ID

Title

069

Socio-technical gap between research and real operational environment

Scope

URGENCY
Description

Closing the socio-technical gap between research and real operational environment

Source

Workshop

FEASIBILITY

EXPECTED IMPACT

Remark
Disaster Management Phases and Related Tasks

Operational
Mitigation
Supporting
Operational
Preparedness
Supporting

Operational

Response

Supporting

Operational
Recovery
Supporting

Risk assessment
Exposure reduction
Trend analysis
Monitoring and review
Capacity development
Monitoring / Detection
Personell Management
Asset Management
(international) Cooperation
Warning/Crisis communication
Disaster causes elimination
Rescue operations
Security/Law enforcement
Evacuation and Shelter
Emergency Health Care
Disaster area clearance
Basic needs Supply/Restoration
Command, Control and Coordination
Situation assessment
Information management
Monitoring/Data collection
Operations support
Logistics
Humanitarian impact recovery
Environmental impact recovery
Economic impact recovery
Re-establishment of infrastructure
Establishment of recovery organisation structure
Determiniation and implementation of recovery programme

Relevant Technical Standardisation Committee

x
x
x

WG1 – Healthcare Facilities
WG2 – CBRNE
x
WG3 – Crisis management/civil protection
x
CEN/TC 164 - Water Supply
WG15 – Security of drinking water supply
CEN/TC 439 - Private security services
WG1 – Critical Infrastructure Protection (CIP)
CEN/TC 162 - Protective clothing including hand and arm protection and lifejackets WG3 – Protective clothing against chemicals, infective agents and radioactive contamination
ETSI
WG 1 – Terminology
WG 2 – Continuity and organizational resilience
WG 3 – Emergency management
x
ISO/TC 292 - Security and resilience
WG 4 – Authenticity, integrity and trust for products and documents
WG 5 – Community resilience
WG 6 – Protective security
ISO/TC 224 - Service activities relating to drinking water supply systems and
WG 7 – Crisis management of water utilities
wastewater systems – Quality criteria of the service and performance indicators
WG 11 – Storm water management
WG 2 – Core risk management standards
WG 3 – Disruption related risk
ISO/TC 262 - Risk management
WG 4 – Supply chain risk
WG 5 – Management of Legal Risk
ISO/IEC JTC 1 - Information technology
SC 27 – IT Security techniques
ITU-T FG-DR&NRR
Focus Group on Disaster Relief Systems, Network Resilience and Recovery
CEN/TC 391 - Societal and Citizen Security

Preferred leading type of stakeholder

First responders
Governmental Organisation
NGO
Industry/SME
Consultancy
Research Organisation

UNISDR Criteria (2009)
ResiStand Assessment (RAF 2.0)

Reduction in loss of life, injury, disease and improvement of physical/social/mental well-being:
Reduction in damage to property, destruction of assets:
Reduction in loss of services:
Reduced social, economic disruption:
Reduced environmental degradation:

x
x
x
x
x

URGENCY
EXPECTED IMPACT
FEASIBILITY

4,0

empty=No assessment based on collected data;1=Very limited;2=Limited;3=Moderate;4=High;5=Very high
SENDAI Framework Priorities

Understanding disaster risk
x
Strengthening disaster risk governance to manage disaster risk
Investing in disaster risk reduction for resilience
Enhancing disaster preparedness for effective response, and to «Build Back Better» in recovery, rehabilitation and reconstruction
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Annex 2

ResiStand Assessment Framework 2.0

In ResiStand deliverable D1.3 Assessment framework for standardisation activities (chapter 5) the
background and the principles of the Excel-tool RAF have been described. It concerns the first version of the
RAF (RAF 1.0) that has been used and tested in the course of 2017 by the consortium members and by
external stakeholders at various ResiStand occasions; e.g., during workshops in Brussels (September) and in
Dublin (November), and in a survey amongst ResiStand’s SAG members (June). Based on feed-back and
experiences from using the RAF, updated releases have been developed in an iterative way, which by the end
of 2017 resulted in the improved version RAF 2.0. This annex only describes the updated worksheets. For the
background of the RAF and its principles one is referred to deliverable D1.3.

A.2.1

RAF 2.0 - Structure

Figure 8 shows the overall structure of version 2.0 of the RAF. The RAF Excel-tool consists of six worksheets
or tabs: five input sheets and one output sheet. The user is supposed to fill in as much information on the
proposed standard as is available to him/her in the five input sheets: Intake, Impact – End-users, Impact –
Industry & Research, Ethical-Societal-Legal issues, and Feasibility. Based on the user input, the RAF
automatically fills the output sheet: Assessment. In this annex the various sheets are described.

Intake
Impact -

End-users

Impact -

Industry&Research

Ethical-SocietalLegal issues

Feasibility
URGENCY

IMPACT

FEASIBILITY

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

Assessment
Figure 8: RAF 2.0 structure
The user can fill in as much information on the proposed standard as is available to him/her in the five input
sheets. However, it is not necessary to answer all questions. In fact, the user can decide to fill in the RAF in
three stages. In stage 1 he fills in the Intake-tab. This provides, among other things, insight into the urgency
aspect of having the proposed standard available, and some first textual information on the potential impact
for various stakeholder categories. In the next stage (stage 2) he fills in the Impact-tabs (Practitioners,
Industry & Research), which at the end provides more detailed insight into the impact aspect of having the
standard established. In the final stage (stage 3) he can answer questions on relevant ethical, societal and
legal issues in the concerned worksheet, and fills in the Feasibility-tab which will lead to the assessment of
the feasibility of successfully developing and implementing the proposed standard.
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A.2.2

Intake

The intake concerns an overall description of the proposed standard and the involved stakeholders, its
urgency, a first indication of its potential impact (benefits) as well as some development issues. On top of this
tab two questions are asked to identify the standard. It concerns:
•
•

Title or short name that characterises the standard
Identification code

Proposed standardisation activity

The first section requests information that characterises the initiators and the scope of the proposed
standard. Questions concern the:
•
•
•
•
•

Names of the proposing organisations and/or consortia, including the stakeholder category they
belong to; options are: End-users, Industry, Research, Policy makers, Citizens, and Hybrid
Type of standard; options are: Standard, Technical Specification, Technical Report, and Workshop
Agreement
Description of the scope of the standard, including an optional description of examples to explicate
the standard in more detail
Compliance with European, national and/or regional legislation; two yes/no-questions, including the
request for an explanation in case of a conflict
Target groups for applying the standard; eight yes/no-questions

Potential impact and urgency

This section asks to describe the potential benefits for the various stakeholder categories, if any. In addition,
a question is asked about the urgency of the standard (“When is it needed for implementation?”), including
an explanation; ‘urgency’ options are:
o
o
o
o
o

Very limited (not within 3 years)
Limited (within 3 years)
Moderate (within 2 years)
High (within 1 year)
Very high (as soon as possible)

Development

The third section concerns the following questions related to development:

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

•
•
•

Types of stakeholders that should be involved in the development process
Preferred leading type of stakeholder
Description of barriers and constraints that are foreseen when developing and/or implementing the
standard; in deliverable D1.3 the following examples of drivers and constraints are mentioned:
End-users in the disaster resilience domain tend to have a lack of awareness and interest in
standardisation activities; they might consider the costs to develop and to implement new
standards as too high. Also might the opinion of end-users on standardisation be biased by
their government because of national interests such as loss of autonomy (independency)
and support (protection) of national industries.
On the supply side (industry) it might concern threats and disadvantages such as high
Investment costs related to perform standardisation activities, loss of unique knowledge
(monopoly), the fact that the quality of the results of the standardisation process is not
guaranteed, and that standardisation might open the door to certification, which is not
always an incentive because it might result in additional un-wanted regulations.

Other information
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This final section can be used to provide additional relevant information.
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Intake
Title of the proposed standard:
Identification number:

Shortname that characterises the standard
Topic - 001

Proposed standardisation activity
Proposing organisations or projects
(at least 1 and up to 5):

Type of standard:

Organisation or project consortium
National police of …
DIN
TNO
H2020 ResiStand
-

Stakeholder category
End-users
Industry
Research
Hybrid
-

Workshop Agreement

Scope of the standard:

This standard defines …

Example or illustration 1:

This European Standard describes good practice principles of drinking water supply management in the event
of a crisis, including preparatory and follow-up measures.

Example or illustration 2:

ISO 22301:2012 specifies requirements to plan, establish, implement, operate, monitor, review, maintain and
continually improve a documented management system to protect against, reduce the likelihood of

Compliance with legislation

Compliant (Y/N)?

with European legislation:
with national and regional legislation:
Target groups for applying the standard

If no, please, specify the conflict

Unknown

If no, please, specify the conflict

Target group (Y/N)?

First Responders:
Governmental organisations:
NGOs:
Industry/SMEs:
Consultancy organisations:
Research institutes:
Standardisation bodies:
Others:

Explanation

Yes

Yes
No
Unknown
Yes
No
Yes
Yes
No

Free space for additional comments
First Responders from …

Geowise
TNO, FhG, VTT
DIN, NEN, SFS
If yes, please, specify

Potential impact and urgency
Benefits for stakeholder categories

Description of who will benefit and in what way

End-users:

…

Industry:

…

Research:

…

Policy makers:

…

Citizens:

…

Urgency of the standard:
(when is it needed for implementation?)

Moderate (< 2 yrs)

Explain why

Development
Required stakeholders

Required (Y/N)?

First Responders:
Governmental organisations:
NGOs:
Industry/SMEs:
Consultancy organisations:
Research institutes:
Others:

Yes
No
Unknown
Yes
No
Yes
No

Industry/SME
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Preferred leading type of stakeholder:
Expected barriers and constraints:

Free space to explain why their participation in the development is required
…

If yes, please, specify
Explain why

…

Other information
Additional remarks:

…

ResiStand Assessment Framework 2.0

Figure 9: RAF 2.0 – Intake tab
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A.2.3

Impact – End-users

This tab concerns the mapping of potential benefits for end-users or practitioners such as improved disaster
resilience and crisis management capabilities, reduction in losses of life, properties, improved responder
safety, and cost savings for end-user organisations.
On top of this tab the user can indicate for which types of incidents and trends the proposed standard is of
interest. He can do so by:
•
•

ResiStand-D5.3_Roadmap_v14_cl_20171222.docx

•

Selecting the category of relevant incidents; options are: Incidents in general, Natural incidents,
Technological incidents, Natural and Technological incidents, and Intentional incidents/ Attacks
6
If applicable, selecting types of incidents that are of specific interest for the standard (options are
based on ResiStand deliverable D1.1 – ResiStand Conceptual Framework)
Describing trends that are of importance to end-users and that are addressed by the proposed
standard; this concerns subjects such as:
Increasing vulnerability of society
For example
§ Aging of the population
§ Increasing urbanisation, especially in coastal areas and along main rivers
§ Increasing international mobility (due to globalisation)
§ Hyper connectivity, including the link between the ‘real world’ and the ‘virtual
world’
Changes in crises, disasters and their impact
For example
§ Increasing number of natural disasters due to climate change (forest fires,
extreme rainfall, etc.)
§ Increasing number of physical attacks
§ Increasing number of cyber incidents/attacks
§ Increase of cascading effects due to interdependencies (of e.g. critical
infrastructures)
Developments in disaster resilience and crisis management
For example
§ Increasing involvement of society (building on societal potential is required
because the size of public services is decreasing)
§ Towards Network-Enabled Capabilities of emergency services and crisis partners
(requiring information sharing/network governance)
§ Increasing need for analysis tools (big data)
§ Increasing importance of social media (for purposes to communicate with citizens,
and also to meet the society’s needs for transparency)

The remainder of this tab consists of four sections each dealing with one theme of interest. Every section
contains a checklist of topics of which the user is asked to indicate to which extent they will be improved
once the proposed standard has been established. Options are: None, Limited, Moderate, Considerable, and
Great. In addition he can explain each answer.

6

Options in alphabetical order are: Accident on water, Air crash, Animal stampede, Asteroids, Bomb attack,
CBRN attack, Chemical spill, Coastal flood, Collapse of infrastructure, Cyber-attack, Cybercrime, Drinking
water failure, Drought, Earthquake, Energy failure, Epidemics/Pandemics, Explosion, Extreme cold, Extreme
heat, Fire (in build environment), Flash flood, Gas leak, Insect infestation, Landslide, Mass movement,
Meteoroids/Comets, Nuclear accident, Rail accident, River flood, Road accident, Storm, Telecom/ICT failure,
Tornado, Volcanic eruption, and Wildfire
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For each of the four sections the overall score is the maximum value of the provided answers (this because it
is not necessary or required that all aspects will improve by the proposed standard). The overall impact score
on the top-right of this tab is determined by taking the average value of the four section scores.
Improvement of disaster resilience and crisis management capabilities (functions/tasks)

To express the expected impact of the proposed standard on improvement of disaster resilience and crisis
7
management capabilities the user can select up to five capabilities of importance to this standard from :
•
•
•

•

Risk assessment, and Protection/Prevention (Mitigation phase)
Contingency planning, Collaboration planning, Education & Training, Asset management,
Detection/Surveillance, and Risk communication (Preparedness phase)
Alerting (including 112), Crisis communication, Source fighting, Rescue operations, Law
enforcement, Evacuation & Shelter, Medical treatment, Clear incident area, Basic needs supply, C4I,
Situation Assessment, Collect incident data, Social media mining, Volunteer management, and
Logistics (Response phase)
Humanitarian recovery, Environment recovery, Economic recovery, and Re-establish infrastructure
(Recovery phase)

Consequently, he should indicate for each of the selected capabilities to which extent he expects that the
performance will be improved. Optionally, he can provide an explanation in the text box next to his answer.
If there are more than five capabilities of interest, the user can add information in the text box at the bottom
of this section.
Improvement of the safety of society

To determine the potential improvement on disaster resilience and crisis management of the impact criteria
8
from UNISDR are used . It concerns expectations with respect to:
•
•
•
•
•

Reduction in loss of life, injury, disease and/or improvement of physical, social, mental well-being
Reduction in damage to property and/or destruction of assets
Reduction in loss of services
Reduced social, economic disruption
Reduced environmental degradation

Improvement of responder safety

This section deals with health and safety aspects of (first) responders. Questions on improvement concern
improvements with respect to their:
•
•

Physical condition (e.g. protection, safe way of operating)
Mental condition (e.g. prepared, confident, less workload)
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Cost savings for end-user organisations

Like other organisations, practitioners also aim for efficiency, which, due to savings, might indirectly
9
contribute to the additional improvement of disaster resilience and crisis management. To this end,
information can be provided by the user on expected cost savings by the standard with respect to:
•
•
•

Personnel costs (employment, recruitment)
Technology (equipment, tools, ICT)
Other assets (real estate, financial organisation)

7

Source: ResiStand deliverable D1.1 – ResiStand Conceptual Framework
“UNISDR Terminology on Disaster Risk Reduction”; United Nations; 2009
9
E.g., issues like economies of scale and improved transparency in supplier relationships and contracting
8
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•

Procurement (procurement, economies of scale)

page 111

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION

Impact - End-users
Potential impact of the proposed standard

Score:

Moderate

Applicability to incidents and trends
Benefit of the standard to types of incident
Incident category/categories:

Technological incidents

Specificly the following type(s) of incident (select up to 3):

Explosion

…

Rail accident
Relevant trends
Trends in society, in incidents, and/or in disaster
resilience and crisis management that are typically
anticipated by the standard:

Please, describe if this is the case how does the standard address the trend(s)

Improvement of DR and CM capabilities (functions/tasks)
Disaster resilience and crisis mgt.
capabilities that will benefit
(select at least 1 and up to 5):

Capability

Performance
improvement

Risk assessment

Moderate

…

Detection/Surveillance

Limited

…

-

-

…

-

-

…

-

-

…

Score:

Moderate

Score:

Considerable

Score:

Limited

Score:

None

Explanation

Additional remarks

Improvement of the safety of society
Impact improvement, expressed according to
five UNISDR criteria (2009)

Improvements to a
reduced impact

Reduction in loss of life, injury, disease and improvement of
physical/social/mental well-being:
Reduction in damage to property, destruction of assets:

Explanation

Considerable

…

Moderate

…

Reduction in loss of services:

Limited

…

Reduced social, economic disruption:

Limited

…

-

…

Reduced environmental degradation:

Improvement of responder safety
Benefits for responders's safety and security conditions

Condition
improvement

Explanation

Physical condition (e.g. protection, safe way of operating):

-

…

Mental condition (e.g. prepared, confident, less workload):

Limited

…

Cost savings for end-user organisations
Potential
savings

Personnel costs

Explanation

Employment costs:

-

…

Recruitment costs:

-

…

Costs of equipment and/or tools:

-

…

Costs of ICT:

-

…

Costs/revenues of internal financial organisation:

-

…

Costs of real estate:

-

…

Procument costs:

-

…

Economies of scale:

-

…

Technology
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Other assets

Procurement

Other information
Additional remarks:

…

ResiStand Assessment Framework 2.0

Figure 10:

RAF 2.0 – Impact – End-users tab
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A.2.4

Impact – Industry & Research

This tab concerns the mapping of potential benefits for industry, including SMEs, and research organisations
such as increased business opportunities, improved business quality management, innovation progress, and
improved business functions.
On top of this tab the user can indicate for which trends the proposed standard is of interest. He can do so by
describing technical and non-technical trends that are of importance to industry and research organisations
and that are addressed by the proposed standard; this concerns subjects such as Sensing technology,
Command, Control and Communication technology, Surveillance technology (including the use of unmanned
vehicles), Protection of the public in general, Simulation technology, Physical protection of objects and
10
subjects, and Crisis logistics .
The remainder of this tab consists of four sections each dealing with one theme of interest. Every section
contains a checklist of topics of which the user is asked to indicate to which extent they will be improved
once the proposed standard has been established. Options are: None, Limited, Moderate, Considerable, and
11
Great. It should be noted that most topics are adopted from ISO methodology 2.0 (see also deliverable
D1.3, paragraph 5.1). In addition the user can explain each of his answers. Furthermore, he is enabled to
provide additional information at the bottom of each section.
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Figure 11:

ISO methodology 2.0 at a glance

For each of the four sections the overall score is the maximum value of the provided answers (this because it
is not necessary or required that all aspects will improve by the proposed standard). The overall impact score
on the top-right of this tab is determined by taking the average value of the four section scores.

10
11

The classification of technologies originates from the ResiStand Handbook (deliverable D1.1, chapter 4).
“Economic benefits of standards, ISO methodology 2.0” (2013)
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Increase of business opportunities

Topics:
•
•
•
•
•

Increasing sales on existing market (increased market share)
Access to new markets (e.g. geographical or sectoral, dual use or a new product)
New partnerships (between companies, public-private, etc.)
Improved profit margin (e.g. economies of scale)
Cost reduction (as a result of cheaper procurement, production and sales)

Improvement of business quality management

Topics:
•
•

Customer satisfaction, image, and/or reputation
Consistent quality

Innovation progress

Topics:
•
•
•

New identified market needs
Knowledge development and transfer
Applies scientific knowledge to practice

Improvement of business functions

Topics:
•
•
•
•
•
•
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•
•
•

Inbound logistics (receiving and storing incoming goods or material for use)
Production / Operations (processing, quality assurance, health, safety and environment)
Outbound logistics (storing, transporting, and distributing goods to customers)
Marketing and Sales (e.g. market analysis, marketing, contracting, sales)
Service (customer care and technical support)
Management & Administration (general management, finance, control, legal, facility management,
IT, HR)
Engineering / Construction (efficient engineering, design, construction)
Research & Development (efficient R&D, knowledge management, research, product development)
Procurement
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Impact - Industry & Research
Potential impact of the proposed standard

Score:

Limited

Applicability to trends
Relevant trends
Technical and non-technical trends of interest for
industry and research that potentially are addressed by
the standard:

Please, describe if this is the case how does the standard address the trend(s)

Increase of business opportunities
Potential
increase
Increasing sales on existing market:
(increased mark et share)
Access to new markets:
(e.g. geographical or sectoral, dual use, new product)
New partnerships:
(between companies, public-private, etc.)
Improved profit margin:
(e.g. economies of scale)
Cost reduction:
(as a result of cheaper procurement, production and sales)

Score:

Limited

Score:

Limited

Score:

None

Score:

Limited

Explanation

Limited

…

Limited

…

-

…

-

…

-

…

Additional remarks

Improvement of business quality management
Potential
improvement
Customer satisfaction/image/reputation:
Consistent quality:

Explanation

-

…

Limited

…

Additional remarks

Innovation progress
Potential
progress

Explanation

New identified market needs:

-

…

Knowledge development and transfer:

-

…

Applies scientific knowledge to practice:

-

…

Additional remarks

Improvement of business functions
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Performance
improvement
-

Inbound logistics:
(receiving and storing incoming goods or material for use)
Production / Operations:
(processing, quality assurance, health, safety and environment)
Outbound logistics:
(storing, transporting, and distributing goods to customers)
Marketing and Sales:
(e.g. mark et analysis, mark eting, contracting, sales)
Service:
(customer care and technical support)
Management & Administration:
(general mgt., finance, control, legal, facility mgt., IT, HR)
Engineering / Construction:
(efficient engineering, design, construction)
Research & Development:
Limited
(efficient R&D, k nowledge mgt., research, product development)
Procurement:
(procurement activities, screening and selection of suppliers, negotiating and contracting)
Additional remarks:

Explanation
…
…
…
…
…
…
…
…
…

…

Other information
Additional remarks:

…

ResiStand Assessment Framework 2.0

Figure 12:

RAF 2.0 – Impact – Industry & Research tab
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A.2.5

Ethical-Societal-Legal issues

The RAF questions on ethical, societal, and legal issues are designed to help standardisation working groups
consider how communities and citizens will be affected by the standard. The aim is to ensure that the
standard that is developed is of benefit to society and does no harm. The questions in this tab do not assess
if the standard is ‘ethical’ or not, or if the decisions are ‘right’ or ‘wrong’. They are about finding the best
answers for both disaster risk management practice, community betterment, and societal resilience as a
whole.
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Below is guidance to support the user in completing the Ethical-Societal-Legal issues tab. The idea is that one
should consider all issues. However, for each standard, different issues will have greater relevance. Questions
are included within each section as examples for some of the ways in which these issues could be reflected
upon in the development of the standard or assessed as the standard takes shape. The overall score on
considering potential ethical, societal and legal effects, on top of this tab, is the average value of all answers.
a)

Dignity
Respect for citizens should be maintained and they should be able to live free of physical and
mental abuse and exploitation.
Human and/or community dignity
It is important that the standard will not diminish respect, fairness, and notions of selfworth among practitioners or citizens being served. Any standard should be able to be
applied in ways that respect different community values.
For example:
§ Did the process of developing the standard manage fairly how various
communities of citizens and practitioners define risk?
§ Would a standard around pandemics improve procedures to look after the dying
in a way that dignifies different cultural rites?
§ Would a standard around CBRN decontamination result in situations of indignity
for people of particular religions?
Awareness among practitioners of fairness practices in risk management
The standard should ideally build a stronger understanding among practitioners of how to
make their actions increasingly fair to increasingly diverse societies. This means that all
citizens will share the benefits and challenges associated with the standard.
For example:
§ Does the standard provide tools for practitioners to support the critical thinking
necessary to build awareness of how their implementation of the standard affects
others?
§ Can the implementation of a standard skew benefits towards one community over
another?
§ Would a standard related to crisis communication ensure two-way
communication (via, for example, social media) is being not only listened to but
that there is capacity to address concerns if a listening channel is produced?

b)

Avoidance of Harm
No harm should come to citizens as a result of the standard
The public’s perception of the issues addressed by the standard have been considered
To have the standard best serve the public and help build trust in disaster services, there
should be consideration of how the standard will be received and understood by the
public.
For example:
§ Will the standard enable first responders to carry out more reliable, safe and
successful missions because of increased understanding of the local public of the
issues addressed?
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§ Did the standard take into account public understanding of the issue or could
there be a miscommunication of the standards role/effects that leads to harm?
(e.g. would a new standard flood wall height mean homeowners nearby might
stop storing sandbags because they think the wall will take care of them?)
c)

Non-Discrimination
Citizens should not face discrimination for any reason, including (but not limited to) their age, sex,
race, national origin, physical or mental disability, medical condition, pregnancy, marital status, or
sexual orientation
Encouraging inclusion and avoiding exclusion of any groups
The standard should be representative, unbiased, and non-discriminatory
For example:
§ Could a standard for risk assessment procedures unintentionally result in racial or
community profiling?
§ Does the standard for improved detection methods provide assessment tools to
ensure its application is not biased towards a race?
§ Does a standard relating to information exchange encourage collection from
sources representative of the communities being served?
Easy accessibility to all relevant stakeholders to necessary training to develop or implement
the standard
Any standard should ensure that a specific level of expertise (e.g. technological knowledge
or physical capability) is not required in order to develop or implement the standard,
automatically excluding/discriminating against those without.
For example:
§ Are accreditation standards accessible and manageable by all relevant
stakeholders.
§ Do they put undue costs or require resources beyond the means of some of the
stakeholders?

d)

Privacy
There are different types of privacy that can be considered (e.g., privacy of the person, privacy of
communication, privacy of data and image, privacy of thoughts and feelings). Which meaning is
addressed needs to be clear. Privacy also has legal components, taking into account regulations like
the EU General Data Protection Regulation.
Addressing privacy of the parties affected by the standard
Privacy considerations can be addressed in the research needed to develop the standard or
in the implementation and impact of the standard. Considering privacy issues is particularly
relevant in the development of technological standards, surveillance standards, or data
sharing standards (e.g., on drones, body scanners, unmanned aircraft systems) where
privacy can be infringed.
For example:
§ Will the standard take appropriate data management practices that address the
GDPR and privacy needs of the data subjects?
§ If the standard includes authentication done via biometrics, does the standard
provide detailed advice on what kinds or privacy issues might arise and thus needs
to be addressed in the implementation of the standard?

e)

Duty to provide care
The development of a standard should not impact negatively on the ability to provide all individuals
with security, physical safety, access to food and clean water, hygiene, temporary housing, clothing,
and, if necessary, emergency medical and psychological care in the event of a disaster.
Increasing ability to communicate risks/harms to those with the power to address them
Standards focusing on communication and sharing of information during a disaster may
increase the ability to provide care during a disaster. Additionally, standards focusing on
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utility networks or psycho-social support may also increase the ability to provide care.
For example:
§ Will the standard around sheltering support the housing, food, and pastoral care
needs of all diverse victims of a given disaster?
§ Does a standard around shelter resilience provide tools to support practitioners in
assessing whether all communities have equal sheltering provisions?
§ Did the development of standards for psycho-social procedures for victim support
consider how the standard might be applied in a diversity of communities (e.g.
religion, ethnic, economic, rural, urban)?
f)

Accountability
Maintaining openness and transparency in decision-making, operational activities, and data
processing. Any user of the standard should be able to access records of the decision-making and
research that supported its development and implementation. This is a major step is demonstrating
social responsibility as well as organisational credibility with the public.
Supporting progress overall in society with a vision towards future generations
Any standard should have a positive impact on sustainable development and meet the
needs of today without affecting the ability of future generations to meet their needs.
For example:
§ Does the standard help organisations and agencies understand their social
responsibility and integrate the responsibility to do so throughout their
organisation?
§ Is this understanding of responsibility communicated internally and to the public?
§ Does the standard encourage progress reviews in order to improve performance
and evaluate voluntary initiatives?
Conducting ethical, privacy, and data protection impact assessments
It is possible to help mitigate negative effects AND find potential beneficial opportunities
with impact assessments that reflexively consider how the standard can be put into
practice building on stakeholder experience.
For example:
§ Has a standard around surveillance conducted the GDPR required Privacy Impact
Assessment?
§ For a standard around data protection, is it possible for a data subject to obtain
documentation about how their data was processed?
Plans and/or policies for reporting and managing the possibility of misuse, malfunction, or
unintended consequences – are there mechanisms in place for mitigating risk and the
unintended consequences of the research and the implementation of the standard?
For example:
§ Does the standard provide tools for demonstrating compliance?
§ Do after action reporting standards encourage this?
Clear and verifiable, and publicly accessible statements about the measures taken to
mitigate risk during the development of the standard – do measures exist to support
accountability?
For example:
§ If you are using biometrics, is it well documented and publicly retrievable how the
biometrics are being processed (stored, analysed, categorised, etc)?

g)

Autonomy
Individuals should have the freedom and right to make their own informed decisions and choices
without being coerced.
Supports a person’s or institution’s ability to make informed decisions
All actors engaging with a standard should have the ability to determine an action
themselves. In other words, any standard should not impose one’s will upon another in a
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h)

way that takes away their rights.
For example:
§ Does a standard around interoperability creep or force one groups operating
procedures or risks assessment criteria onto another?
§ Does the standard necessitate that a local practice is replaced by an external
expert system?
§ Does moving what used to be done by experts into ‘the hands’ of algorithms
affect the experts’ autonomy?
Enables a practitioner’s or agency’s freedom of movement, association, or behaviour
All actors applying a standard can engage with the organisations they believe are necessary
to do their job without fear of ramifications or other concerns for their safety or rights.
For example:
§ Does a standard infringe upon a practitioner’s or community member’s ability to
speak up or make their own decisions?
§ Does a standard intended to support resilience consider how local communities or
agencies want to have a say in their ‘new normal’?

Solidarity
Solidarity is concerned with ‘being in it together’, working together and not only taking
responsibility for yourself, but for others as well.
Respect of human rights and civil liberties of individuals and groups
Any standard should not be able to be interpreted in ways that impede/infringe upon
individual freedoms
For example:
§ Do standards for border interfaces consider the rights and freedoms of workers
and citizens on each side of the line?
Support work towards equal opportunity for all citizens in daily life
Standards for disaster risk management should increase social justice, equality, and benefit
sharing, even if that is not the primary goal.
For example:
§ Does the standard consider how data is usable for the range of stakeholders and
their technological resources?
§ Does the standard for policy approaches to coastal resilience consider how
increased support for the coast might decrease support for other places?
§ Do standards for vulnerability analysis provide tools for practitioners to address
the range of assets considered critical to community resilience in different
locations?
Promote well-being of individuals or groups
This should include health, cultural heritage, safety, security, clean environment, solidarity.
For example:
§ How does the standard take into account the well-being of different groups when
modelling and managing cascading events?
Increase trust between different practitioners, and between practitioners and the public
The standard should foster solidarity at a range of scales.
For example:
§ Does the standard make it more possible to share lessons learned without fear of
repercussion?
§ Do terminologies and vocabularies used in or created by the standard reflect the
stakeholders who will be using the standard?
§ Does the standard encourage the necessary considerations to make sure no
groups are excluded?
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Ethical, Societal and Legal issues
Consideration of potential effects of the proposed standard

Score: Considerably

Theme (a-h)
Measure of
consideration
a) Dignity
Human and/or community dignity

Limited

…

Completely

…

b) Avoidance of harm
The public's perception of the issues addressed by the
standard

Completely

…

c) Non-discrimination
Encouraging inclusion and avoiding exclusion of any
groups

Completely

…

Completely

…

Completely

…

e) Duty to provide care
Increasing ability to communicate risks/harms to those
with the power to address them

Unknown

…

f) Accountability
Supporting progress overall in society with a vision
towards future generations

Unknown

…

Conducting ethical, privacy, and data protection impact
assessments

Unknown

…

Plans and/or policies for reporting and managing the
possibility of mis-use, malfunction, or unintended
consequences

Unknown

…

Clear and verifiable, and publically accessible
statements about the measures taken to mitigate risk
during the development of the standard

Unknown

…

Unknown

…

Limited

…

Unknown

…

Supporting work towards equal opportunity for all citizens
in daily life

Unknown

…

Promoting well-being of individuals or groups

Unknown

…

Increasing trust between different practitioners, and
between practioners and the public

Unknown

…

Awareness among practitioners of fairness practice in
risk management

Easy accessibility for all relevant stakeholders to
necessary training to develop or implement the standard
d) Privacy
Addressing privacy of the parties affected by the standard

g) Autonomy
Supporting a person’s or institution’s ability to make
informed decisions
Enabling a practioner’s or agency’s freedom of
movement, association, or behaviour
h) Solidarity
Respect of human rights and civil liberties of individuals
and groups
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Explication of the potential effects

Other information
Additional remarks:

…

ResiStand Assessment Framework 2.0

Figure 13:

RAF 2.0 – Ethical-Societal-Legal issues tab
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A.2.6

Feasibility

The feasibility of a successful development and implementation of the standard depends on several
determining factors. These concern the following themes: the foundation or start-up conditions, the
development and the implementation perspectives and the way in which potential drawbacks and
constraints are tackled. This tab consists of four sections each dealing with one of these themes. Every
section contains a checklist of topics. The user can indicate to which extent the requested topic is the case.
Apart from ‘Unknown’ the options are: Not at all, Insufficient, Moderate, Sufficient, and Amply sufficient; the
last question also has the option ‘Not necessary’ (three topics also have the option ‘Not necessary’). In
addition the user can provide an explication of his/her answers.
For each of the four sections the overall score is the minimum value of the provided answers. So, the score is
determined by the weakest link in that section (‘each item should properly be fulfilled’). The overall feasibility
score on the top-right of this tab is determined by taking the average value of the four section scores.
Foundation
The aim and the scope of the proposed standard should be clear to all involved stakeholders. There should
be consensus by both practitioners and industry/research on what should be achieved. In addition, essential
support is required. To determine the foundation, the following checklist is used:

•
•
•
•
•
•

Expected support by standardisation member bodies
Clear scope of the standard among all stakeholders
Consensus among stakeholders what should be achieved
Responding to clearly expressed need in disaster resilience
Awareness among all stakeholders about benefits
Governmental / Top level commitment

Development perspectives
Based on recommendations from current experiences, for being successful in developing standards it is
important to meet a number of conditions (see also deliverable D1.3). To investigate to which extent these
have been met, the following checklist is used:

•
•
•
•
•
•
•

Foreseen duration in line with the type of standard
Clear work plan and time-frame for the content-related development of the standard
Available funding for development of the standard
Availability of a critical mass of experts within the development team
Properly balanced development team
Background support by relevant practitioners
Background support by relevant industry and research organisations
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Implementation / follow-up perspectives
The uptake perspectives, once the standard has been developed, should be as clear as possible (see also
deliverable D1.3). The following checklist is used:

•
•
•
•

Available or reserved funding for implementation
Promotion arrangements to support implementation
Measures taken to prevent high costs to adapt the proposed standard
Ethical, legal and social aspects covered

Drawbacks and constraints
In the Intake tab the user can provide information on barriers and constraints. In this section of the
Feasibility tab the user should indicate to which extent these drawbacks have been addressed. It considers
two topics related to the end-users (demand side) and the industry/research (supply side):
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•
•

Issues that might discourage practitioners to apply this standard have been addressed
Drawbacks and constraints of industry and research have been addressed
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Feasibility
Expected feasibility
Foundation
Extent to which
this is the case
Uncertain

…

Clear scope of the standard among all stakeholders:

Moderate

…

Consensus among stakeholders what should be achieved:

Insufficient

…

Amply sufficient

…

Moderate

…

Not necessary

…

Awareness among all stakeholders about benefits:

Governmental / Top level commitment:

Development perspectives
Extent to which
this is the case
Moderate

…

Clear work plan and time-frame for the content-related
development of the standard:

Insufficient

…

Available funding for development of the standard:

Moderate

…

Availability of a critical mass of experts within the
development team:

Sufficient

…

Amply sufficient

…

Background support by relevant practitioners:

Moderate

…

Background support by relevant industry and research org.:

Sufficient

…

Implementation / follow-up perspectives
Extent to which
this is the case
Sufficient

…

Promotion arrangements to support implementation:

Sufficient

…

Amply sufficient

…

Ethical, legal and social aspects covered:
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Extent to which
this is the case

Drawbacks and constraints of industry and research have
been addressed:

Explication

Sufficient

…

Not necessary

…

Other information
Additional remarks:

…

ResiStand Assessment Framework 2.0

Figure 14:

Insufficient

Score:

Sufficient

Score:

Sufficient

Sufficient

Drawbacks and constraints

Issues that might discourage practitioners to apply this
standard have been addressed:

Score:

Explication

Available or reserved funding for implementation:

Measures taken to prevent high costs to adapt the proposed
standard:

Insufficient

Explication

Foreseen duration in line with the type of standard:

Properly balanced development team:

Medium

Score:
Explication

Expected support by standardisation member bodies:

Responding to clearly expressed need in disaster resilience:

Score:

RAF 2.0 – Feasibility tab
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A.2.7

Assessment

This (output) tab provides an overall summary of the proposed standard based on input that has been
provided by the user in the other (input) tabs.
The upper half of the Assessment tab presents:
•

•
•

•
•

Title and identification number of the proposed standard, as well as information about the
proposing (types of) organisations, the scope and the type of standard; this information is found in
the Intake tab
Urgency score, which is also based on input from the intake
Overall impact score that is determined by taking the average of the impact scores for the end-users
and the impact for industry and research (these scores can be found on the top-right of the Impact
– End-User and the Impact – Industry & Research tabs)
Feasibility score for a successful development and implementation of the proposed standard
Picture showing the feasibility, impact and urgency scores

The lower half of the Assessment tab consists of the following three sections with some additional
background information:
•
•
•

Impact section showing the main results from the Impact – End-User and the Impact – Industry &
Research tabs on the potential impact of the proposed standard
Feasibility section showing the main results from the Feasibility tab
Other issues section with information on
o Ethical, social and/or legal effects of the standard that is found in the Ethical-Societal-Legal
issues tab
o Types of disasters for which the standard is of interest (from the Impact – End-User tab)
o All kinds of trends for which the standard is of interest (from the Impact – End-User and
the Impact – Industry & Research tab)
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When printed the Assessment tab fits on one A3 page (orientation: portrait).
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Assessment
Title of the proposed standard:
Identification number:

Shortname that characterises the standard
Topic - 001

Proposed standardisation activity and its perspectives
Organisation or project consortium
Proposing organisations or
projects:

Stakeholder category

National police of …
DIN
TNO
H2020 ResiStand
-

End-users
Industry
Research
Hybrid
-

Scope of the standard:

This standard defines …

Type of standard:

Workshop Agreement

Feasibility, Impact, Urgency
5

Overall impact:

Feasibility:

Moderate (< 2 yrs)

4

Impact (1-5)

Urgency (when needed?):

Moderate

3
3; 2,15; 3

2

Medium
1

Legend (scores presented in the rectangle)
1st Feasibility: 1=Very low; 2=Low; 3=Medium; 4=High; 5=Very high
2nd Impact: 1=None; 2=Limited; 3=Moderate; 4=Considerable; 5=Great
3rd Urgency: 1=Very limited;2=Limited;3=Moderate;4=High;5=Very high

0
0

1

2
3
Feasibility (1-5)

4

Impact
End-users
Improvement of DR and CM capabilities (functions/tasks):
Improvement of the safety of society:
Improvement of responder safety:
Cost savings for end-user organisations:

Moderate
Considerable
Limited
None

Industry & Research
Increase of business opportunities:

Limited

Improvement of business quality management:

Limited

Innovation progress:
Improvement of business functions:

None
Limited

Feasibility
Foundation:
Development perspectives:
Implementation and follow-up perspectives:
Anticipated drawbacks and constraints:

Insufficient
Amply sufficient
Moderate
Insufficient

Other issues
Potential ethical, social and/or legal effects of the proposed standard:
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Benefit of the standard to types of incident:
Specifically for the following incidents:

Relevant trends
Trends in society, in incidents, and/or in disaster
resilience and crisis management that are typically
anticipated by the standard:
Technical and non-technical trends of interest for
industry and research that potentially are addressed by
the standard:

Considerably
Technological incidents
Explosion
Rail accident
-

Please, describe if this is the case how does the standard address the trend(s)

Please, describe if this is the case how does the standard address the trend(s)

ResiStand Assessment Framework 2.0

Figure 15:

RAF 2.0 – Assessment tab
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Annex 3

RAF lite

1.

ID Number

2.

Who is proposing this standard
(organisation; project;
stakeholder category)?

3.

What is the title of the proposed
standard?

4.

How would you describe the
This standard defines …
scope of this proposed standard?

(Example1
This European Standard describes
good practice principles of drinking
water supply management in the
event of a crisis, including
preparatory and follow-up measures.
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Example2
ISO 22301:2012 specifies
requirements to plan, establish,
implement, operate, monitor, review,
maintain and continually improve a
documented management system to
protect against, reduce the likelihood
of occurrence, prepare for, respond
to, and recover from disruptive
incidents when they arise.)
5.

Who is going to use the
standard?

6.

What is the expected benefit of
the standard and to which
stakeholder categories?
a. Industry
b. Research
c. End-users
d. Policy makers
e. Citizens

7.

What are the expected barriers
and constraints for the
development of the standard?

8.

Which stakeholders should be
involved in the development
process of the standard?

First responders
Governmental organisations

page 126

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION

NGOs
Industry/SMEs
Consultancy
Research
Standardisation bodies
Others
9.

Who should be leading the
development of this proposed
standard?

10. When do you need to have the
proposed standard ready to use?
Explain why.

ASAP
Within 1 year
Within 2 years
Within 3 years
After more than three years
Explanation:

11. Does the standardisation
initiative comply with certain
policies? If so, please, explain
which and how.
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12. Is there any other relevant
information you want to
provide?
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