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ResiStand	Project	

Standardisation	is	a	powerful	tool	to	achieve	better	interoperability.	However,	it	needs	to	overcome	a	lack	of	

interest	and	modest	participation	from	stakeholders.	Also,	promising	research	results	are	not	always	used	as	

the	basis	for	new	standards.	

The	overall	goal	of	ResiStand	is	to	find	new	ways	to	improve	the	crisis	management	and	disaster	resilience	

capabilities	of	the	European	Union	and	individual	Member	States	through	standardisation.	

ResiStand	contributes	to	an	improved	disaster	resilience	by	identifying	and	analysing	the	drivers,	constraints	

and	expectations	of	three	main	stakeholder	communities:	Standardisation	Organisations,	End-Users	and	

Suppliers,	consisting	of	researchers,	industry	and	SMEs.	

Based	on	this	information,	gaps	in	standardisation	are	identified	and	a	prioritised	roadmap	for	new	initiatives	

will	be	created.	The	roadmap	will	be	complemented	by	a	critical	evaluation	of	standards	as	a	tool	to	improve	

disaster	resilience.	

ResiStand	aims	at	implementing	a	pre-standardisation	process	that	supports	the	development	of	standards.	

The	feasibility	of	the	process	will	be	tested	by	developing	a	new	work	item.	The	aim	is	that	stakeholders	will	

continuously	utilize	this	“ResiStand	Process”	in	the	future,	and	that	the	project	delivers	a	better	

understanding	of	the	potential	of	standards	for	contributing	to	an	improved	disaster	resilience.	

ResiStand	will	support	the	management	of	increasing	threats	to	society	such	as	armed	conflicts,	terrorism,	

pandemics	and	natural	disasters,	which	have	increasingly	cross-border,	even	global	consequences	due	to	the	

on-going	globalisation.	

Protection	of	citizens	through	anticipation,	preparedness,	response	and	adaptation	to	crisis	situations	–	i.e.	

maintaining	disaster	resilience	–	will	be	more	efficient.	Collaboration	between	national,	European	and	

international	stakeholders	will	be	improved	by	unified	processes	and	management	systems	as	well	as	by	

technical,	procedural,	operational	and	semantic	interoperability.	



INCREASING	DISASTER	RESILIENCE	THROUGH	STANDARDISATION		 	
	

page	iii	R
e
si
St
a
n
d
_
D
5
.2
_
v1
8
vp
2
9
0
9
2
0
1
7
.d
o
cx
	

Executive	Summary	

The	aim	of	T5.2	is	actually	to	identify	gaps	in	the	standardisation	funnel	

consisting	of	already	published	standards,	work	items	under	preparation	and	

planned	new	work	items.	Therefore	the	data	collected	by	the	previous	WPs	

from	the	relevant	stakeholders	(SAG,	SUC,	E-UC)	were	evaluated	and	analysed	

according	to	the	standardisation	gaps	(by	comparing	the	standardisation	needs	

with	the	available	and	currently	planned	standardisation	initiatives)	In	total	a	

list	of	99	gaps,	that	are	not	covered	by	any	standard/standardisation	activity	

were	identified	according	to	their	thematic	areas.	It	can	be	highlighted,	that	

most	of	them	belong	to	the	area	of	“Common	procedures”	(42	items)	and	the	

area	of	“Data	sharing”	(15	items).	As	a	second	step	the	SWOT	methodology	

was	applied	to	compare	the	identified	gaps	with	the	available	opportunities	on	

the	market.	A	list	of	21	potential	standardisation	items	were	identified	which	

will	be	further	tested	and	evaluated	in	Task	5.3	of	the	project.	
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 Introduction	and	objectives	

The	 ResiStand	 Project	 aims	 to	 improve	 the	 crisis	 management	 and	 disaster	 resilience	 capabilities	 of	 the	

European	Union	and	 individual	Member	States	 through	standardisation.	 In	 the	crisis	management	context,	

coordination,	cooperation,	logistic,	operational	support	and	many	other	activities	can	benefit	standardisation	

in	 multiple	 ways.	 These	 benefits	 can	 be	 related	 to	 solve	 interoperability	 issues,	 to	 ensure	 the	 adequate	

technical	 level	 of	 equipment,	 to	 allow	 faster	 operations,	 and	 in	 the	 end	 to	 improve	 overall	 technical	 and	

procedural	capabilities	for	each	disaster	resilience	aspect.	

At	 present,	 several	 crisis	 management	 and	 disaster	 resilience	 related	 standards	 exists,	 but	 there	 are	 still	

areas	where	 these	are	 lacking.	 In	order	 to	 identify	 (and	prioritize)	 these	gaps	and	 to	build	 standardisation	

roadmap,	 research	 was	 carried	 out	 on	 End-Users’	 Standardisation	 Needs	 and	 on	 Suppliers'	 (Industry	 and	

Research)	 standardisation	 opportunities.	 These	 opportunities	 are	 potential	 new	 standardisation	 items	 e.g	

technologies	 and	 solutions	 that	 have	 not	 yet	 been	 standardised	 but	 are	 identified	 as	 items	 that	 could	 be	

standardised	in	the	future.	

ResiStand	project’s	Work	Package	5	aims	to	create	a	standardisation	roadmap	for	future	disaster	resilience	

related	 standards.	Analysing	 the	data	 collected	by	 the	previous	WPs	 from	the	 relevant	 stakeholders	 (SAG,	

SUC,	E-UC),	WP5	carries	out	a	critical	evaluation	of	standardisation	as	a	tool	to	 improve	disaster	resilience,	

identifies	 gaps	 in	 the	 standardisation	 funnel	 and	 prioritizes	 them,	 and	 finally	 creates	 a	 standardisation	

roadmap	for	disaster	resilience	related	standards.	This	roadmap	will	benefit	all	three	stakeholder	groups	by	

informing	them	of	the	current	trend	in	standardisation,	provide	 insight	of	which	standards	are	expected	to	

be	developed	and	thus	enable	them	to	make	better	informed	decisions	regarding	their	future	activities,	each	

from	its	own	standpoint.	

Work	Package	5	is	divided	in	three	tasks	that	follow	each	other	in	a	logical	way:	Firstly,	in	Task	5.1,	a	critical	

evaluation	 of	 the	 potential	 of	 standardisation	 as	 a	 significant	 contributor	 to	 improvement	 of	 disaster	

resilience	 is	 conducted.	Secondly,	 in	Task	5.2,	 the	gaps	 in	disaster	 resilience	standardisation	are	 identified,	

and	 finally,	 in	 Task	 5.3,	 the	 proposed	 and	 planned	 new	 standardisation	 work	 items	 are	 assessed	 and	 a	

roadmap	for	future	standardisation	is	created.		

In	particular,	the	objective	of	Task	5.2	is	to	deliver:	

• A	 list	of	 gaps	 in	 standardisation	within	 the	 scope	of	 to	 crisis	management	and	disaster	 resilience.	The	

gaps	 are	 identified	 by	 matching	 the	 data	 received	 from	 WP3	 (Needs	 for	 standardisation)	 with	 WP2	

(available	and	planned	standards).	Furthermore,	the	task	will		

• Identify	 potential	 standardisation	 items	 for	 the	 assessment	 and	 roadmapping	 in	 T5.3.	 The	 potential	

standardisation	items	are	identified	by	matching	the	identified	gaps	from	the	previous	step	with	input	on	

available	solutions	and	standardisation	opportunities	from	WP4.		

Task	5.3	will	apply	the	ResiStand	Assessment	Framework,	which	was	developed	in	Task	1.3	[2],	on	the	list	of	

potential	 standardisation	 items	 and	 assess	 the	 potential	 success	 of	 the	 single	 items	 for	 potential	

standardisation.	

This	 gap	 analysis	 and	 initial	 identification	 of	 standardisation	 items	 is	 an	 essential	 part	 of	 the	 ResiStand	

Process	as	presented	in	the	figure	below.		
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 Input	used	for	the	gap	analysis	

2.1 Available	and	planned	standards	
As	part	of	Work	Package	2	[3],	395	standards	and	guidelines	relevant	to	disaster	resilience	were	identified	on	

international,	European	and	national	level.	A	thorough	methodology	has	been	applied	to	include	as	many	of	

relevant	standards	as	possible.		

The	 gross	 of	 these	 standards	 are	 developed	 at	 the	 international	 level,	 the	 most	 relevant	 standards	 are	

developed	within	the	scope	of	ISO/TC	292	(Societal	Security).	At	European	level,	the	most	relevant	TC	is	on	

Societal	and	Citizen	Security	(CEN/TC	391).	

There	are	less	European	standards	compared	to	international	standards,	however	some	of	the	international	

standards	are	also	adopted	as	European	standards.	This	 is	mostly	the	case	for	CEN/TC	391	on	Societal	and	

Citizen	 Security,	which	has	 adopted	 several	 standards	developed	by	 ISO/TC	292.	On	 the	national	 level,	 no	

standards	in	different	countries	were	found	that	cover	exactly	the	same	topic.	

With	 regards	 to	 the	disaster	management	cycle,	 the	majority	of	 the	 international	and	European	standards	

cover	the	mitigation	and	preparedness	phase,	some	the	response	phase,	and	very	few	the	recovery	phase.	

For	the	national	standards,	most	of	the	phases	are	touched	upon,	however	mostly	in	the	preparedness	phase	

and	 least	 in	 the	 recovery	 phase.	 A	 majority	 of	 the	 national	 standards	 cover	 two	 or	 three	 phases	 in	 the	

disaster	management	cycle.	

The	majority	of	 the	published	CBRN	 related	 standards	are	US	national	 standards,	other	national	 standards	

and	 a	 few	 European	 CEN	 and	 ISO	 standards.	 Most	 IT	 standardisation	 activities	 are	 in	 the	 area	 of	 cyber	

security,	cloud	services	and	business	continuity	processes.	These	standards	mostly	cover	the	mitigation	and	

preparedness	phases	as	they	are	related	to	critical	infrastructure	and	maintenance	[3].		

However,	the	lists	are	not	exhaustive	and	other	standards	and	guidelines	(e.g.	national	standards)	exist	that	

have	not	been	included	as	it	was	necessary	to	set	limits	to	the	extent	of	the	study	and	the	report	(for	details,	

see	[3]).	

As	part	of	Work	package	5,	the	list	of	relevant	standards	was	used	in	the	first	phase	for	the	identification	of	

standardisation	gaps.	In	addition	to	that	the	list	of	available	standards	was	made	accessible	for	the	public	and	

all	stakeholder	groups	dealing/interested	in	the	area	of	standardisation	in	the	area	of	resilience	and	disaster	

management.	The	details	of	the	web-based	catalogues	are	described	in	Chapter	3.	

2.2 Identified	Needs	
Work	Package	3	[4]	of	the	ResiStand	project	was	dealing	with	the	collection	of	Standardisation	Needs	based	

on	desk	research/questionnaire	and	the	results	of	four	workshops	planned	with	the	end-user	community	as	

part	of	the	Work	Package.		

A	 total	 of	 210	 Standardisation	 Needs	 have	 been	 identified.	 In	 addition	 to	 that,	 the	 Needs	were	 classified	

across	 the	 disaster	 management	 phases	 and	 subordinated	 operational	 tasks	 as	 defined	 in	 ResiStand’s	

Conceptual	Framework	(see	D1.1	“ResiStand	Handbook”	 [1]).	The	various	phases	were	well	represented	by	

the	Needs,	with	the	response	phase	gathering	the	majority	with	47%,	 followed	by	the	preparedness	phase	

(34%),	with	recovery	being	the	phase	with	the	lowest	number	of	Standardisation	Needs.		

In	addition,	Needs	were	clustered	in	various	thematic	areas,	varying	from	common	terminology	to	common	

procedures,	from	data	sharing	to	training	&	education,	etc.	Among	them	the	area	“Common	procedures”	got	

the	majority	of	Needs	(41%)	followed	by	the	area	“Data	sharing”	(15%)	and	“Common	terminology	(10%).	

The	list	of	Needs	was	also	included	in	the	ResiStand	web-based	catalogues	(described	in	Chapter	3).	
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2.3 Identified	Opportunities		
The	third	 input	used	for	this	Task,	Work	Package	4	[8],	was	dealing	with	the	 identification	of	opportunities	

coming	from	research	and	industry	by	using	three	main	sources	of	information	/	inputs:	

• Answers	 given	 to	 the	 web-questionnaire	 submitted	 to	 the	 members	 of	 the	 ResiStand	 Supplier	

Community	contact	list;	

• Results	of	the	two	SUC	workshops,	where	also	data	on	drivers	and	restraints	were	collected;	

• Results	 of	 the	 desk-research	 activities	 on	 R&D	 projects	 (e.g.	 FP7	 Security	 theme	 projects,	 H2020	

Secure	Societies	theme	projects,	EDA	projects,	etc.	[5]).	

	

A	total	of	314	different	standardisation	opportunities	were	identified,	being	the	53%	(165)	coming	from	desk-

research,	39%	(122)	coming	from	the	workshops	and	9%	(27)	coming	from	the	web-questionnaire.	According	

to	the	data	available,	preparedness	and	response	are	the	disaster	management	phases	that	benefit	most	for	

a	standardisation	process,	followed	by	the	mitigation	phase.	

The	list	of	Standardisation	Opportunities	was	used	for	the	identification	of	potential	standardisation	items	by	

comparing	 the	 analysed	 gaps	 between	 Standardisation	 Needs	 and	 available	 standards	 with	 the	 available	

Opportunities.	

Like	the	lists	of	available	standards	(2.1)	and	the	identified	Needs	(2.2),	the	list	of	opportunities	collected	in	

WP4	was	stored	in	the	ResiStand	web-based	catalogue	(Chapter	33),	to	make	sure	that	the	users	are	given	

the	possibility	to	observe	the	collected	 information	and/or	add	additional	 items.	The	ResiStand	consortium	

uses	the	web	catalogue	to	analyse,	cluster	and	categorize	the	data	for	the	further	identification	of	potential	

standardisation	items.	
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 ResiStand	Web	Catalogue	

The	 list	of	 standards	 (WP2)	 [3],	 the	 list	of	Needs	 (WP3)	 [4]	and	 list	of	opportunities	 (WP4)	 [8]	 identified	 in	

previous	Work	Packages	are	collected	in	three	catalogues.	As	data	driven	web	catalogues,	they	provide	the	

users	with	the	means	to	observe	the	 information	collected	 in	the	project,	add	additional	 items,	and	search	

specific	 information.	 In	addition,	a	 fourth	 catalogue	was	 created	 to	allow	 the	visualisation	of	 the	potential	

standardisation	items	(gaps	identified	after	gap	analysis	and	prioritized	based	on	the	SWOT),	see	Figure	1.	

	

	

Figure	1:	ResiStand	web	catalogues	

The	 catalogue	 is	 hosted	 by	 Microsoft	 SQL	 Server	 2008	 R2,	 developed	 as	 a	 web-based	 application	 and	

integrated	in	the	ResiStand	website	(http://www.resistand.eu).	The	main	functionalities	are	the	following:		

• Data	storage	

• Search	and	flexible	data	sharing	

• Data	protection		

• Member	area	with	different	types	of	user	roles	

• Possibility	for	interoperability	(Export	to	excel)	

• Part	of	the	ResiStand	website	(http://	resistand.eu/)	

3.1 User	Management	
In	order	to	ensure	security	and	control	in	the	management	of	data,	a	member	area	is	developed	(See	Figure	

2)	and	the	following	user	roles	are	established:	

• Observer:	search/view	items/	items/propose	new	item	and	or	revision	of	existing	item	

• IT	/	Content	Administrator:	add/edit/delete	items	
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Figure	2:	Web	catalogue	-	Member	area	

	

3.2 Catalogue	of	standards	
This	catalogue	contains	a	collection	of	existing	standards,	emerging	standards	and	guidelines	from	national	to	

international	level,	that	have	the	potential	to	improve	disaster	resilience.		

The	database	will	display	the	data	through	the	“List	view	option”	(see	Figure	3).	The	main	purpose	of	the	list	

view	 is	 to	 search	 through	 the	 different	 lists	 by	 using	 the	 search	 functionality	 under	 the	 Document	 No.,	

Standard	 Title,	 Abstract/Scope,	 Date,	 Author	 and/or	 Thematic	 Area.	 Once	 the	 user	 clicks	 on	 a	 selected	

standard,	additional	data	 is	displayed	through	the	“Detailed	view	option”.	For	each	standard,	 the	following	

data	fields	are	included	in	the	catalogue:	

1. ID	(numbering	according	to	whether	the	standard	belong	to	General,	IT,	CBRNE,	National,	Informal)		

2. Title	

3. Type	

4. Document	No	(Standard	Number)	

5. International	Correspondence	

6. Abstract/Scope	

7. Date	of	publication	

8. Status	-	1)published,	2)under	development,3	)withdraw	

9. SDO	

10. Author	(WG	No)	

11. Type	of	Standard	
12. ICS	Classification		
13. Origin	Code	(Origin	Country)	
14. Legal	connection	
15. Number	of	Pages	

16. Author	
17. Standard	keywords	
18. AC-Code	
19. Disaster	Management	Phases	and	related	tasks	

20. Thematic	Areas	
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Figure	3:	List	view	for	catalogue	containing	the	list	of	standards	
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3.3 Catalogue	of	Needs	
This	catalogue	contains	a	collection	of	identified	Needs	from	the	End-Users	Community,	based	on	the	lack	of	
standards,	 or	 the	 existence	 of	 competing	 ones	 resulting	 in	 interoperability	 issues.	 These	 Needs	 are	 taken	
from	an	operational	perspective.		

The	database	will	display	the	data	through	the	so	called	“list	view	option”	(see	Figure	4).	The	main	purpose	of	
the	 list	 view	 is	 to	 search	 through	 the	different	 lists	by	using	 the	 search	 functionality	under	 the	Need	 title,	
Need	description,	and/or	thematic	area.	Once	the	user	clicks	on	a	selected	Need,	additional	data	is	displayed	
through	the	detailed	view	option.		

For	each	Need,	the	following	data	fields	are	included	in	the	catalogue::	

1. Need	ID	(relates	to	where	the	need	was	collected,	e.g.	workshop,	survey)	
2. Title	
3. Description	
4. Timeline	
5. Issue	addressed	by	the	standard	
6. Type	of	standard	that	could	solve	the	problem	
7. Thematic	Area	
8. Keywords	
9. Additional	Information	
10. Evaluating	Partner	
11. Disaster	Management	Phases	Relevance	
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Figure	4:	List	view	for	catalogue	containing	the	list	of	Needs	
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3.4 Catalogue	of	opportunities	
The	 list	 of	 opportunities	 was	 derived	 from	 the	 Supplier	 Community	 through	 desk	 research	 (European	
Research	Projects),	surveys	and	workshops	carried	out	during	WP4	[8].		

The	database	will	display	the	data	through	the	List	view	option	(see	Figure	5).	The	main	purpose	of	the	list	
view	 is	 to	 search	 through	 the	 different	 lists	 by	 using	 the	 search	 functionality	 under	 the	 opportunity	 title,	
source,	 and/or	 thematic	 area.	Once	 the	 user	 clicks	 on	 a	 selected	opportunity,	 additional	 data	 is	 displayed	
through	the	so	called	“detailed	view	option”.		

For	each	opportunity,	the	following	data	fields	are	included	in	the	catalogue:	

1. ID	(relates	to	where	the	opportunity	was	collected,	e.g.	workshop,	survey)	
2. Title		
3. Subject	type	
4. Interoperability	Issue		
5. Type	of	Standard	
6. Type	of	Area	
7. Source	
8. Disaster	Management	Phases	
9. Sendai	Priorities	
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Figure	5:	List	view	for	catalogue	containing	the	list	of	opportunities	
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3.5 Catalogue	of	Standardisation	Items	
	

This	catalogue	contains	a	collection	of	identified	potential	standardisation	items.	The	IT	infrastructure	of	the	
catalogue	 is	 ready,	 however	 its	 contents	 will	 be	 updated	 as	 soon	 as	 the	 list	 of	 standardisation	 gaps	 are	
assessed	in	Task	5.3.	

The	search	functionality	can	be	used	as	well	in	this	catalogue	and	the	information	can	be	sorted	out	following	
the	data:	

• Title	of	the	Standardisation	item	
• Description	
• Thematic	Areas	

The	next	activities	of	the	catalogue	will	be	to	list	the	final	list	of	standardisation	items	identified	in	the	project	
and	also,	display	the	clickable	ResiStand	process	at	the	main	page	of	the	catalogues.	This	will	allow	a	better	
understanding	of	the	ResiStand	process	when	using	catalogues.		

For	 the	 future	 it	 is	planned,	 that	 the	web	catalogue	will	 exist	 as	a	 living	document,	which	means	 that	 this	
study	will	not	end	up	as	a	static	list.		
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Figure	6:	Catalogue	of	Standardisation	items	
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 Gap	Analysis	

4.1 Input	Data	and	Consolidation	Process	
As	described	 in	chapter	2,	the	Task	5.2	used	as	 input	the	data	gathered	 in	the	Work	Packages	2-4	[3][4][8]	
regarding	current	availability	of	Crisis	Management	related	standards	and	practices,	current	market	Needs	of	
End	Users	and	the	available	Standardisation	Opportunities	according	to	RTOs	and	industry	(respectively).	

This	 data	was	 then	 consolidated	 into	 tabular	 form,	 following	 similar	 guidelines,	 namely	 the	division	of	 the	
standards	 or	 Needs	 into	 thematic	 areas	 and	 provision	 of	 keywords	 to	 narrow	 the	 standards	 and	 Needs’	
spectrum.	Please	refer	to	each	specific	task	for	the	complete	considerations	of	these	categorizations.	

4.1.1 Thematic	Areas	

In	 the	 course	 of	 the	 gap	 analysis,	 thematic	 areas	 were	 used	 for	 better	 structuring	 the	 Needs	 and	 the	
potential	 gaps.	 In	 addition	 to	 that	 it	 allows	 for	 a	 better	 overview	 about	 the	 urgency	 of	 actions	 in	 the	
standardisation	activities	in	the	different	areas.	

In	 the	 standards	 collection,	 standards’	 thematic	 areas	 were	 presented	 in	 the	 form	 of	 properties	 of	 the	
corresponding	standard.	This	differed	from	the	Standardisation	Needs	collection	task,	where	the	researchers	
defined	an	aggregating	category	that	fit	the	Need,	following	these	definitions:	

• Common	 terminology:	 refers	 to	 those	Needs	asking	 to	 implement	 the	 same	operational	 language	
(both	verbal	and	graphical)	

• Common	procedures:	refers	to	the	Needs	requiring	common	decision	support	tools	and	procedures	
to	respond	coherently	at	European	level	in	case	of	a	crisis	

• Community	 role	 and	 communication:	 refers	 to	 the	 role	 that	 the	 community	 can	 have	 within	 a	
disaster	(active	role	or	only	training	for	first	panic-reduction)	and	to	how	the	critical	situation	should	
be	communicated	to	the	public	

• Best	 Practice	 sharing:	 groups	 all	 the	 requirements	 expressing	 the	 Need	 for	 operational	 ways	 to	
evaluate	the	efficiency	of	disaster	management	process	and	to	share	the	"lesson	learnt"	

• Data	sharing:	relates	to	all	the	difficulties	that	the	E-UC	faces,	due	to	multiple	internal	organisations,	
in	collaborating	when	collecting	and	exchanging	data	and	information	

• Training	and	education:	covers	the	Needs	referring	to	the	training	and	education	of	first	responders	
• Legal	/	Social	issues:	refers	to	socio	and	legal	implications	of	disaster	management	
• Equipment:	 refers	 to	 equipment	 requirements	 /	 specifications	 that	 should	 be	 standardised	

according	to	the	participants’	daily	experience	
• Communication	equipment:	 refers	specifically	 to	disaster	management	communication	equipment	

requirements	 /	 specifications	 that	 should	 be	 standardised	 according	 to	 the	 participants’	 daily	
experience	
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4.1.2 Keywords	

Similar	to	the	thematic	areas,	in	Task	2.2	[3],	the	keywords	belonging	to	the	standards’	were	defined	by	the	
publisher	and/or	the	relevant	database	while	the	keywords	for	the	Standardisation	Needs	were	defined	by	
the	researchers	in	that	particular	task	(see	Task	3.3	report	[4]	for	further	details).		

This	resulted	in	different	types	of	keywords	selected	for	each	task’s	product:	the	keywords	from	the	available	
Standards	 tended	 to	 be	 more	 of	 a	 technical	 elaboration	 on	 the	 standard’s	 description.	 These	 keywords	
covered	more	areas	that	may	have	some	interaction	with	a	certain	topic	even	when	it	did	not	appear	in	the	
standard’s	description.	The	keywords	devised	for	the	Standardisation	Needs	on	the	other	hand	tended	to	be	
more	 like	 catch-all	 phrases	 or	 simplification	 of	 ideas	 that	 may	 have	 been	 brought	 up	 during	 the	 Need’s	
assessment	that	do	not	always	show	in	the	description	either.	

4.1.3 Data	Arrangement	

The	difference	 in	 the	origins	and	application	of	 the	data	 sources	 resulted	 in	a	discrepancy	 in	 the	 type	and	
often	the	richness	of	information	provided	for	the	available	standards	and	for	the	Standardisation	Needs.	In	
addition,	the	format,	in	which	both	products	were	presented,	did	not	correlate	so	they	could	not	be	simply	
compared	 but	 rather	 one	 product	 had	 to	 be	 brought	 into	 the	 other,	while	 refraining	 from	 removing	data	
from	either.	

Therefore,	 in	 order	 to	 simplify	 the	data	 arrangement	 required	 for	 the	 gap	 analysis	 and	 in	order	 to	 secure	
wholeness	of	data,	it	was	decided	to	maintain	the	Standardisation	Needs’	categorization	and	then	elaborate	
on	their	keywords	so	no	data	was	lost	but	rather	added	to	the	analysis.	

4.2 ResiStand	methodology	for	the	identification	of	potential	standardisation	items	
based	on	a	gap	analysis	

The	purpose	of	the	gap	analysis	is	the	identification	of	potential	gaps	in	standardisation	of	disaster	resilience	
capabilities	 management	 by	 comparing	 the	 already	 available	 standards	 and	 guidelines	 with	 the	 collected	
Needs.	The	Needs	not	covered	by	any	standard	was	identified	as	a	gap.	

	

	

A

B
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Revision	of	Phrases		

GAP	Analysis

SWOT	Analysis
Result	Aggregation

Top	20
		

Figure	7:	Overview	of	Task	5.2	procedure	
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The	method	originally	chosen	for	the	gap	analysis	was	keyword	matching	within	thematic	areas.	Each	dataset	
would	be	sorted	according	to	thematic	areas	and	then	keyword	matching	would	be	performed	within	each	
category	 in	order	 to	narrow	 the	 results	 for	 later	 review	by	 the	 researcher	 that	would	assess	 the	extent	of	
coverage	 provided	 by	 each	 Need	 to	 Standard	 match	 (a	 hit).	 More	 such	 “hits”	 would	 arguably	 suggest	 a	
stronger	 connection/coverage	 which	 would	 then	 be	 scored	 to	 augment	 the	 researcher’s	 assessment	 of	
relevance.	This	matching	method	would	be	used	 for	each	of	 the	keywords	provided	 in	 the	Standardisation	
Needs	“passing”	 through	 the	keywords	provided	 in	 the	Existing	Standards’	 list	 (a	pass).	 First	 this	would	be	
done	within	the	corresponding	Thematic	Area	and	in	a	second	phase,	these	passes	would	also	be	done	for	
the	rest	of	the	categories	in	order	to	capture	outliers	and	possible	mismatches	in	the	categories.	

However,	 given	 the	 differences	 of	 how	 thematic	 areas	 and	 keywords	 were	 assigned	 in	 each	 respective	
provided	dataset	(see	4.1.3),	the	initial	passes	provided	very	little	matches	which	were	often	themselves	not	
relevant.	 This	 led	 to	 the	 investigation	of	 the	 sources	of	 the	 keywords	and	 to	 the	 conclusions	presented	 in	
chapter	3.2.3.	To	resolve	this,	the	methodology	was	adjusted,	as	shown	in	Figure	8,	to	include	a	preliminary	
phase	 for	 adding	 keywords	 to	 the	Standardisation	Needs.	 It	 is	now	more	desktop	 research	 centric,	 relying	
havier	on	the	researchers’	assessment	rather	than	statistical	support.	



INCREASING	DISASTER	RESILIENCE	THROUGH	STANDARDISATION		 	
	

page	16	

	Re
siS

ta
nd

_D
5.
2_
v1
8v
p2

90
92

01
7.
do

cx
	

Select	2	keywords

Phrase	too
Specific? Yes

No

A

Op
tio

na
l	S
te
p

Start

Arrange	keyword	pair
into	Phrase	I,	contextually	

related	to	the	topic

Can	be
Generalized? Yes

Identify	core	message	in	
NEED	description,	

summarize	keyword	pair	
into	Phrase	II

Generalize	phrase	/	
keywords	to	capture	
widest	range	within	

concept

Use	thematic	area	where	
relevant

Second	run:	revise	all	
keywords	in	context	of	

each	NEED

No

NEEDS	
Keywords
T	X.X

NEEDS	
Descriptions

T	X.X

Alternative
keyword(s)
possible?

Suggest	additional	
keywords	/	phrases No

Yes

	
Figure	8:	Definition	of	search	phrases	for	Gap	Analysis	

	

Adding	keywords:	

In	an	effort	to	elaborate	on	the	existing	data	while	maintaining	its	current	form,	keywords	have	been	added	
to	 each	 standardisation	 Need	 in	 order	 to	 add	 volume	 and	 additional	 semantic	 information	 to	 both	 the	
matching	and	the	assessment	efforts	by	providing	a	more	substantial	guideline	which	searching	in	the	data	
sets.	

The	 goal	was	 that	 each	 standardisation	Need	would	 have	 a	minimum	 of	 four	 (4)	 keywords	 arranged	 into	
phrases	 each	 consisting	 of	 two	 keywords.	 Each	 such	 phrase	 should	 have	 a	 distinct	 semantic	 meaning	 (a	
statement)	 relevant	 to	 the	 analysed	Need	 and	 naturally,	 each	 of	 the	 keywords	 that	make	 up	 the	 phrases	
must	 also	be	 contextually	 relevant;	 e.g.	 a	Need	 covering	 information	 transfer	between	organizations	 from	
lessons	 learned	 during	 exercises	 would	 eventually	 have	 the	 following	 pairs:	 “information+transfer”	 and	
“lesson+learn”	(and	“organization+exercise”	was	also	added	in	the	research	phase).	Each	phrase	consisted	of	
relevant	keywords	that	assisted	in	generating	matches	and	a	semantic	meaning	that	assisted	the	researchers’	
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assessment.	 The	 latter	 is	 especially	 important	 when	 searching	 for	 matches	 outside	 the	 corresponding	
Thematic	Area	as	several	standards	may	cover	multiple	areas.	

To	generate	the	 first	pair,	 the	main	phrase	was	 identified	 from	the	keywords	already	given	 in	T3.3	 [4],	 the	
second	 pair	 was	 generated	 by	 identifying	 the	 core	 message	 in	 the	 Need’s	 description,	 summarized	 as	 a	
secondary	 phrase	 and	 independent	 from	 the	 provided	 keywords	 (blind	 assessment).	 The	 pairs	 were	 then	
compared	and	when	colluded,	 the	 first	pair	was	 rephrased	 from	a	different	 subset	of	 the	given	keywords,	
when	available.	If	no	other	keywords	were	available,	the	Thematic	Area	itself	was	used	as	a	pair	instead.		

Thus	the	keyword	pairs	always	included	at	least	one	pair	from	the	original	work.	

To	 facilitate	 the	 widest	 range	 of	 styles,	 the	 keywords	 were	 abbreviated	 as	 much	 as	 possible	 in	 order	 to	
capture	as	many	variations	as	possible,	e.g.	Assessment	would	be	shortened	 to	Assess	 in	order	 to	capture	
both	 the	 noun	 and	 the	 variations	 of	 the	 verb	 (assessing,	 assessed,	 etc.)	 or	 lessons	 learned	 would	 be	
abbreviated	to	“lesson”	and	“learn”,	to	capture	the	singular	and	to	cover	“learning”,	respectively.	

In	addition,	the	most	generalized	form	of	a	concept	was	to	be	used,	 i.e.	to	avoid	exclusion	of	certain	niche	
cases	presented	in	the	Needs	because	they	are	less	likely	to	be	covered	in	the	Standards’	description.	This	is	
why	 their	 generalized	 form	 has	 been	 used;	 e.g.	 use	 “Radio”	 instead	 of	 “TETRA”	 or	 search	 for	 “Message	
Structure”	rather	than	a	specific	detail	in	such	a	message.	

	

The	Needs	were	sorted	first	according	to	Thematic	Area	(families)	and	then	filtered	according	to	keyword	
phrases.	The	researcher	evaluated	each	Need	by	reading	it,	using	the	phrases	and	fully	understanding	what	
stands	behind	each	keyword	and	only	then	commenced	in	searching	the	Standards	dataset:	

• As	a	phrase	(both	keywords	appear	in	the	standard	description/keyword	list)	
• Evaluate	the	standard	semantically,	corresponding	to	the	paired	keywords	
• Search	according	to	single	keywords	and	evaluate	results	

	

This	ordinarily	resulted	in	relatively	smaller	groups	of	Needs	that	the	researcher	could	then	focus	on	the	
single	common	phrase	while	searching	for	relevant	Standards	thus	allowing	for	a	more	holistic	view	of	the	
possible	coverage	offered	by	the	available	Standards.	

	

The	researcher	then	assessed	whether	a	standard	within	the	sorted	group	corresponds	to	the	Need	and	
provides	any	kind	of	coverage	of	the	Need:	

• (Y)es:	standards	cover	the	described	Need.	Note	that	this	may	be	accomplished	by	several	standards	
together	and	might	not	necessarily	within	a	single	standard.	

• (P)artially:	standards	cover	some	parts	of	the	Need,	e.g.	the	technical	application	of	it	but	not	the	
extent	(local	vs.	regional)	or	message	format	and	means	to	communicate	but	not	the	content.	

• (N)o:	either	no	standard	covers	the	specific	Need,	the	Need	was	not	elaborated	enough	or	the	main	
keywords	could	not	be	found	in	the	standards’	headlines.	This	does	not	necessarily	mean	it	cannot	
be	found	within	the	standards,	simply	not	as	part	of	this	method.	

	

Figure	9	presents	 the	 final	analysis	of	gaps	based	on	 the	 identified	phases	 (Figure	8)	and	 the	classification	
into	“covered”,	“partially	covered”	and	“not	covered”.	
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Figure	9:	Identification	of	Gaps	

	

	

4.3 Results	of	the	gap	analysis	
Figure	 10	 below	 shows	 the	 result	 of	 the	 standardisation	 gaps	 analysis,	 which	 is	 done	 by	 comparing	 the	
available	standards	with	the	collected	End-user	Needs.	

Most	“not	covered”	and	“partially	covered”	gaps	can	be	thematically	allocated	to	the	“Common	procedures”	
(73	items),	followed	by	the	area	of	“Data	sharing”	(26	items).		

A	total	of	99	standardisation	gaps	not	covered	by	any	available	standard	or	current/planned	standardisation	
initiative	were	identified).	The	“partially	covered	gaps”	include	the	Standardisation	Needs	that	are	e.g.	only	
covered	by	national	standards	or	that	are	only	covered	to	a	limited	extent	by	some	standards.	
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Figure	10:	Overview	of	Gap	Analysis	results	

	

In	 the	course	of	analyzing	and	 identifying	the	standardisation	gaps,	 it	was	noticed	that	single	 items	cannot	
always	be	seen	as	individual,	stand-alone	items,	but	instead	have	several	links	between	them.	For	example,	
the	gap	ID	RSP-95	“Requirement	for	informing	the	public	(through	social	media)”	and	gap	ID	PR-61	“Use	of	
social	media	in	emergency	situations”	overlap	to	a	great	extent,	although	they	were	classified	under	different	
Thematic	Areas	(Common	Procedures	and	Communication,	respectively).	In	order	to	highlight	the	network	of	
semantics	between	the	different	gaps,	a	visualization	based	on	on	semantic	clustering	was	performed	using	
the	S-RDI	tool	developed	by	EU-VRi.		

As	 a	 result,	 a	 graphic	 representation	 was	 created	 based	 on	 similarity	 scores	 calculated	 by	 overlaps	 of	
properties	 and	 semantic	 similarities	 of	 the	 items’	 descriptions.	 With	 this	 method,	 words,	 phrases	 and	
sentences	 are	 grouped	 into	 clusters	 based	 on	meanings	 -	 the	 higher	 the	 number	 of	words	with	 a	 similar	
meaning,	the	greater	the	cluster.	Web	semantics	analysis	can	usually	be	applied	to	projects,	tools,	methods	
and	standards,	as	in	the	case	of	the	ResiStand	gap	analysis.	The	conceptual	map	allows	us	to	visualise	a	gap	
analysis	needed	to	discover	where	more	information	is	needed.		

Nine	 clusters	were	 chosen	 regarding	 the	Thematic	 areas	Common	procedures,	Data	 sharing,	Best	practice	
sharing,	 Legal-social	 issues,	 Equipment,	 Training	 and	 education	 and	 Common	 terminology	 (Figure	 10).	
Interpreting	 semantic	 clustering	 effects	 requires	 making	 assumptions	 about	 which	 words	 participants	
consider	to	be	similar	in	meaning	and	we	decided	to	rely	on	standardized	semantic	similarity	metrics.		
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procedures
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While	 node	 color	 defines	 every	 cluster,	 node	 size	 denote	 how	 often	 a	 node	 appears	 on	 shortest	 paths	
between	nodes	 in	 the	network.	 Paths	between	nodes	 represent	 identified	 links	 in	 a	 completely	 automatic	
procedure,	(see	Figure	11).		

	

	
Figure	11:	Gap	analysis	results	network	
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 Identification	of	potential	standardisation	Items	

Building	on	the	results	of	the	gap	analysis	between	Needs	and	Available	Standards	and	the	Standardisation	
Opportunities	identified	in	Task	4,	it	was	now	possible	to	analyse	and	assess	the	potential	opportunities	that	
are	present	in	the	market.	This	was	done	in	three	distinct	stages:	

1. Matching	 Standardisation	 Opportunities	 to	 identified	 gaps	 (as	 performed	 for	 the	 matching	 of	
standards	and	Needs,	see	Figure	9)	

2. Opportunity	assessment,	utilizing	SWOT	methodology	
3. Item	review	and	value	assessment	

	

Using	this	method,	it	was	possible	to	focus	on	the	most	desirable	and	feasible	potential	items	and	effectively	
narrow	down	the	gaps’	list	for	further	assessment	in	the	following	task.	
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Figure	12:	Identification	of	Opportunities	matches	

5.1 SWOT	Analysis		
In	order	 to	evaluate	 the	market	 value	of	 a	potential	 Standardisation	Opportunity,	 the	 SWOT	methodology	
was	used	to	complement	the	information	identified	for	each	standardisation	gap.	This	was	used	to	facilitate	
the	 screening	process	needed	 for	 the	prioritization	and	 then	 selection	of	 the	most	desirable	possible	new	
standardisation	items	(the	most	impactful	standardisation	gaps	with	the	best	fulfilment	potential).	

In	order	to	do	that,	each	gap	and	the	matching	opportunity	were	analysed	in	turn	(Opportunity)	to	assess	the	
potential	of	the	standardisation	in	supporting	a	Need	for	the	End	Users	This	was	then	further	elaborated	by	
including	 the	 possible	 inherent	 weaknesses	 of	 implementing	 the	 identified	 Standardisation	 Opportunities	
from	 the	 End	 Users’	 point	 of	 view	 and	 assessing	 what	 kind	 of	 gaps	 are	 expected	 to	 remain	 over	 from	
implementing	the	Opportunity	“as	is”	(Weakness).		

Finally	an	assessment	was	made	for	the	potential	drawbacks	experienced	by	the	End	Users	arising	from	the	
standardisation	process	such	as	possible	technical	or	legal	constraints	imposed	on	the	End	Users,	added	costs	
to	processes	and	procedures,	etc.	(Threat).	
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Strength:	Potential	to	support	the	
Need	

Weakness:	Available	opportunity	
missing	

Opportunity:	available	“solutions”	
out	of		the	list	of	
Opportunities	

Threat:	Constraints,	added	costs	or	
limitations	

	

This	information	was	aggregated	into	the	gap	analysis’	results	and	then	submitted	to	the	external	review	of	
the	project	consortium,	which	was	tasked	to	assess	the	validity	of	the	SWOT	parameters	on	the	one	hand,	
and	to	assess	the	importance	of	each	gap	on	the	other.	Following	the	workshop,	which	included	preliminary	
assessment	of	the	gaps,	this	guideline	was	established:	

• Usefulness	and	interest	from	end-user	point	of	view	
• Potential	to	overcome	end-user	requirements/problems		
• Available	information	regarding	the	gap,	opportunity	and	in	respect	of	the	SWOT	parameters	
• Conformity	of	information	related	to	the	item	(e.g.	with	thematic	area)	
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Figure	13:	Summarization	of	SWOT	analysis	procedure	

	

Each	gap	and	accompanying	SWOT	assessment	was	reviewed	by	the	partners.	Here,	first	the	usefulness	and	
interest	 (from	 end-users’	 perspective)	was	 checked	 and	whether	 enough	 information	was	 present	 for	 the	
standardisation	process.	Each	gap	was	given	a	vote	(“Yes”	or	“No”)	and	the	total	votes	for	the	entire	set	were	
then	 tallied	 to	 indicate	 the	 most	 voted	 for	 gaps.	 A	 selection	 of	 the	 21	 most	 voted	 for	 potential	
standardisation	items,	tallying	9	or	10	votes	was	made	to	represent	the	most	desirable	and	feasible	items	to	
be	then	forwarded	to	the	next	Task	5.3.		

	

5.2 Main	results	of	the	analysis	
Using	 the	 SWOT	 information,	 the	 Consortium’s	 review	 resulted	 in	 22	 most	 desirable	 potential	 new	
standardisation	items.		

The	 further	 analysis	 of	 those	 items	 revealed,	 that	 two	 items	were	 covering	 the	 same	Need,	 but	were	 just	
described	slightly	different.	This	is	why	it	was	decided	to	merge	these	two	items	to	avoid	overlapping.	
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The	final	21	potential	new	standardisation	items	were	then	further	analysed	by	using	the	S-RDI	tool	provided	
by	EU-VRi	 to	show	the	 links	between	the	gaps	to	verify	whether	the	gaps	are	 linked	to	each	other	 (e.g.	by	
thematic	areas	or	 the	description	of	 the	Need	 itself).	The	network	represents	 this	analysis	visually	 through	
the	distance	between	the	items.	

	

	
Figure	14:	SWOT	analysis	results	network	

	

The	 Thematic	 Area	 with	 the	 highest	 potential	 to	 produce	 new	 standardisation	 items	 is	 “Common	
Procedures”	(with	6	selected	gaps),	followed	by	“Data	Sharing”	(5	selected	gaps),	together	totalling	for	half	of	
the	 list.	 This	 may	 be	 of	 interest	 by	 itself	 considering	 that	 Data	 sharing	 may	 be	 covered	 by	 common	
procedures	 on	 a	 local	 level.	 This	 implies	 that	 the	 most	 commonly	 expressed	 Need,	 which	 could	 also	 be	
feasibly	 solved	 is	 by	 far	 the	 standardisation	 of	 the	 procedures	 across	 borders.	 See	 Figure	 14	 for	 the	
distribution	of	the	selected	gaps	across	Thematic	Areas.	
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Figure	15:	Selected	gaps	analysis	results	

	

In	addition,	the	list	is	presented	in	tiers	corresponding	to	the	aggregate	of	the	assessed	strength,	opportunity	
and	 desirability,	 where	 tier	 one	 (1)	 gaps	 are	 both	 the	 most	 desirable	 (according	 to	 external	 review)	 and	
feasible	(according	to	SWOT	parameters)	to	become	new	standardisation	items.	Tier	two	(2)	gaps	represent	
the	rest	of	the	selection.	

	

5.2.1 Tier	one	identified	Standardisation	Opportunities	

	

ID Title Gap Description Thematic 
Areas 

Opportunities 

MT	-
02	

Socio-technical	
gap		

Socio-technical	gap	
between	research	and	
real	operational	
environment	

A	standard	is	needed	to	solve	Socio-
technical	issues	to	implement	R&D	
projects	(ie.	FRONTEX)	Border	control	in	
migration	crisis.	Applicability	and	
feasibility	of	the	proposed	solution	(as	
result	of	R&D	project)	in	real-world	
scenarios	is	low.	There	is	a	gap	between	
research	and	real	operational	
environment.	

	

Legal	/	
Social	
issues	

development	of	a	
framework	to	develop	
and	enhance	
interoperability	and	
cooperation	EU-wide	
improved	response	
times	and	efficiency	in	
case	of	emergency	
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ID Title Gap Description Thematic 
Areas 

Opportunities 

PR	-	
63	

First	
responders	

a)	certification	systems	
for	training	in	crisis	
management	
(generally)	and	
protection	against	CBRN	
(specifically)	
b)	Categorization/levels	
of	preparedness	

There	is	an	absence	of	common	
certification	systems	for	training	in	crisis	
management	(generally)	and	protection	
against	CBRN	(specifically).	Beside	this,	
there	is	no	mechanism	of	mutual	
recognition	of	certificates	across	the	EU	
countries.	As	a	first	step,	to	overcome	
this	gap,	Standards	for	different	level	of	
preparedness	should	be	developed.	

Training	
and	
education	

methods	and	
technologies	for		
improved	preparedness	
and	
capability	to	handle	
CBRN	incidents	
(e.g.	improved	
detection	methods,	
analysis	tools,	
decontamination	
equipment	and	medical	
procedures)	

MT	-
15	

Cross-border	
infrastructure	

a)	a	standard	EU	
procedure	for	engaging	
with	member	states	
about	cross-border	CI,	
as	well	as		
	b)	a	process	for	
managing	these	
identified	CI	

At	present,	Critical	National	
Infrastructure	(CNI)	protection	varies	
significantly	across	CNI	sectors	as	well	as	
across	EU	nations.	While	there	are	
already	some	EU	directives	in	place	
which	ensure	standardization	across	
some	CNI	(though	often	more	in	the	
safety	than	security	space,	e.g.	The	
Seveso	Directive),	more	could	be	done	to	
understand,	share	or	even	standardize	
the	way	in	which	EU	nations	manage	CNI	
security,	particularly	in	relation	to	those	
sectors	where	the	loss	of	an	asset	will	
have	an	impact	across	national	
boundaries.	Equally,	there	will	be	some	
assets	in	some	EU	states	which	are	relied	
upon	by	other	states	for	day	to	day	
critical	activity.	It	may	therefore	be	
helpful	to	have	a	standard	EU	procedure	
for	engaging	with	member	states	about	
cross-border	CNI,	as	well	as	a	process	for	
managing	these	assets	once	they	have	
been	identified.	I	know	there	is	also	
already	a	process	in	place	to	protect	EU	
CNI,	such	as	the	Galileo	programme,	so	it	
may	be	helpful	to	share	the	standards	
relating	to	this	more	widely,	though	I	
think	a	number	of	member	states	have	
stronger	controls	in	place	for	some	of	
their	key	assets.	

Common	
procedur
es	

Different	de-facto	
standard	from	
proprietary	and	open-
source	solution	exists	
for	models	and	
simulations	
Open	distributed	pan-
European	Platform	for	
serious	gaming	(DR157)	

PR	-	
01	

Casualties	
registration	

Common	and	
standardized	template	
for	casualties’	
registration	

A	standard	methodology	to	register	
casualties	during	mass	casualty	incidents	
is	needed.	Currently,	each	country	and	
each	organization	has	its	own	procedure	
to	register	casualties	(collected	data,	
data	format,	type	of	database	-
paper/computer-	etc.).	Such	approach	
complicates	cooperation	and	makes	it	
less	effective.	

Data	
sharing	

Guidelines	and	tools	for	
emergency	health	
services	in	major	
incidents.	(DR56)	
Cross-border	
interoperability	and	a	
common	information	
space	(DR100)	

MT	-
10	

Debriefing	
processes	

debriefing	processes	
after	operations,	also	to	
optimize	lessons	
learned	

Debrief	
	Plan	debrief	procedures	beforehand	
	One	should	have	a	standardized	debrief	
plan	before	the	event	occurs.	Several	
experts	noted	that	debriefs	after	an	
operation	is	often	lacking.	This	must	be	
conducted	more	systematically	in	order	
to	improve	the	implementation	of	
lessons	learned.	After	a	crisis	one	should	
revise	the	risk	analysis.	

	

	

	

	

	

Best	
Practice	
sharing	

development	of	a	
framework	allowing	to	
improve	resilience	and	
preparedness	in	case	of	
crisis	
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ID Title Gap Description Thematic 
Areas 

Opportunities 

MT	-
21	

Cyberattack	
vulnerability	
metrics	

Cyberattack	
vulnerability	metrics	

Cyberattack	vulnerability	metrics	are	not	
defined	as	standard	

Common	
procedur
es	

Existing	national	
standard	
methodology	for	the	
development	of	the	
European	Resilience	
Management	Guidelines	
in	Urban	Transport	
sector	(DR86)	
resilience	of	built	
infrastructure	against	a	
terrorist	threat	(DR152)	

PR	-	
03	

Standard	
exercises	
evaluation	

Standard	exercises	
evaluation	

Currently,	trainings	are	regularly	
executed	by	first	responders	but	there’s	
a	relevant	lack	of	evaluation	methods	
that	clearly	state	the	success	and	failure	
rates	of	their	exercises.	

Training	
and	
education	

development	of	a	
framework	allowing	an	
improvement	of	
interoperability	among	
countries/organization	
development	of	a	
framework	to	allow	
faster	response	to	crisis	
and	improve	their	
management	

PR	-	
10	

Definitions	for		
disaster	
management		

Common	terminology	
including	terms	and	
definitions	for	all	
disaster	management	
phases	

These	terms	should	be	discussed	and	an	
agreement	should	be	found	(e.g.,	what	is	
resilience,	on	different	services).	There's	
the	real	need	to	make	sure	to	avoid	
misunderstanding	and	have	a	common	
meaning.	The	focus	might	be	on	
different	groups	(e.g.,	stakeholders).	The	
issues	is	that	the	same	topic	could	be	
addressed	differently	in	different	
countries.	De	facto	standards	could	be	
also	used.	The	current	situation	would	
optimize	in	terms	of	losing	less	time	and	
less	victims.	CBRNE	standardization	
project	on	CBRNE	terminology	constitute	
examples.	The	result	of	this	process	
would	be	that	every	incident	
commander	would	speak	the	same	
language	

Common	
terminolo
gy	

n/a	-	no	opportunities	
have	been	identified	

PR	-	
24	

Standardized	
data	and	
information	
sharing	

Standardized	data	and	
information	sharing	

During	a	crisis	data	come	from	different	
types	of	media	(radio	data,	meteo	data,	
satellite	data,	etc.).	Need	to	receive	data	
in	a	standardized	way	(standard	
protocol)	to	enable	to	use	them	in	
decision	support	systems	

Data	
sharing	

development	of	a	
framework	to	improve	
emergency	
management	
capabilities	and	
emergency	response	

RCV	
-	06	

Disaster	
management	
evaluation	
methodology	

Disaster	management	
evaluation	methodology	

Standardized	crisis	management	
evaluation	methodology	is	needed	in	
order	to	support	the	lesson	sharing,	to	
evaluate	the	good	and	bad	practices	and	
to	learn	from	experience	

Best	
Practice	
sharing	

development	of	a	
framework	to	develop	
and	enhance	
interoperability	and	
cooperation	EU-wide	
improved	response	
times	and	efficiency	in	
case	of	emergency	

RSP	
-	02	

Dependencies	
assessment	
supporting	tool	

Dependencies	
assessment	supporting	
tool	

A	standardized	dependencies	
assessment	supporting	tool	is	needed	in	
order	to	have	a	common	and	shared	
methodology	to	evaluate	
natural/technological/intentional	
disasters	consequences	thus	facilitating	
communication	and	cooperation	among	
disaster	management	actors.	It	could	be	
proposed	as	an	open	platform	dedicated	
to	CI	Operators,	Civil	Protection	and	
Emergency	agencies.	

	

	

Common	
procedur
es	

Military	standards	exist,	
covering	specific	objects	
and	concepts,	that	
could	be	used	as	
starting	point	on	
graphical	representation	
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ID Title Gap Description Thematic 
Areas 

Opportunities 

RSP	
-	07	

Common	
equipment	
specifications	

Common	equipment	
specifications	

Establishing	at	European	level	the	
characteristics	of	different	equipment	
for	a	specific	crisis	means	having	the	
same	standard	specification	for	the	same	
equipment	and	that	the	specification	of	
the	equipment	is	recorded	in	the	same	
way.	This	will	improve	significantly	the	
international	interoperability.	

Equipmen
t	

development	of	a	
framework	allowing	
interoperability	among	
systems	and	across	
countries	
development	of	a	
framework	allowing	a	
better	crisis	
management/event	
response	

Table	1:	Overview	Tier	one	identified	items	

5.2.2 Tier	two	identified	Standardization	Opportunities	

ID Title GAP Description Thematic 
Areas 

Opportunities 

MT	-
08	

Best	practice	
sharing	to	
optimize	
lessons	learned	

how	to	process	lessons	
learned,	incl.	uptake	
from	further	
organizations	

In	the	context	of	fire	related	emergency,	a	
stakeholder	says	"A	lesson	learned	becomes	
so	after	that	a	relevant	number	of	people	
certified	the	importance	of	the	arguments.	I	
think	that	after	this	step	it	is	necessary	to	
standardize	the	lessons	learned	so	that	a	
large	numbers	of	organizations	can	use	it,	
and	secondly	it	is	necessary	to	inform	all	
the	stakeholders	involved	in	the	same	
process”	

Best	
Practice	
sharing	

development	of	a	
framework	allowing	to	
improve	resilience	and	
preparedness	in	case	
of	crisis	

MT	-
14	

Risk	assessment	
approach	for	CI	

risk	assessment	
approach	for	CI	

Standard	risk	assessment	approach	for	
cross-border	strategic	infrastructures.	In	
the	"resilience	context",	acc.	To	the	results	
of	the	newest	research	in	the	DRS	project	
this	world	correspond	to	the	phase	1	of	the	
resilience	cycle	("understand	risks"	-	see	
e.g.	http://www.smartresilience.eu-
vri.eu/sites/default/files/publications/Smart
ResD1.2.pdf)	and	would	primarily	concern	
the	poorly	known	or	even	unknown	threats	
("emerging	risk")	exposing	the	CI	to	the	new	
type	of	risks	-	for	which	the	CI	can,	in	the	
worst	case,	be	poorly	prepared	or	even	
unprepared.	The	process	of	acquiring	and	
evaluation	of	data,	as	well	as	the	process	of	
risk	"maturation",		should	be	standardized	
respecting	the	boundary	condition	resulting	
from	approaches	in	ISO	standards	such	
31000,31010,	etc...	

Common	
procedures	

The	cost	model	could	
be	defined	as	part	of	
the	risk	assessment	
methodology	in	ISO	
standards.	
Similar	to	the	
approach	followed	for	
the	controls	in	ISO27k,	
cost	factors	could	be	
detailed	in	an	
appendix.		

PR	-	
49	

Next	
Generation	112	
(NG112)	
implementation	

Next	Generation	112	
(NG112)	
implementation	

"The	EC	should,	at	earliest	opportunity,	
mandate	the	Standardization	Development	
Organizations	to	provide	an	approved	
standard	for	NG112	implementation."	

Common	
procedures	

Definition	of	a	
common	
telecommunication	
infrastructure	to	be	
used	for	emergency	
services	and	first	
responders	with	the	
aim	to	improve	
interoperability	and	
efficiency	EU-Wide.	
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ID Title GAP Description Thematic 
Areas 

Opportunities 

PR	-	
50	

CBRN	
symbology	

CBRN	symbology	 Common	CBRN	symbology	standard	
needed.	PRACTICE	points	on	the	
iconography	and	the	possibility	to	establish	
a	common	approach	in	designing	codes	and	
symbols	easy	to	understand	by	both	
security	specialists	and	by	the	public.	
Despite	the	challenges	to	carry	out	such	
exercise,	more	needs	to	be	done	to	easily	
communicate	during	crisis.	Several	research	
initiatives	are	taking	place	to	harmonize	the	
symbols:	INDIGO-	FP	7	research	project	D-
BOX	and	IFREACT.	Apart	from	those,	NATO,	
UN	agencies	developed	some	guidance	
documents	on	this	topic.	Standardization	
might	be	the	platform	for	coordination	
among	these	initiatives,	towards	
	the	development	and	adoption	of	common	
symbols	adapted	to	different	categories	of	
public	and	to	security	specialists.	(Source:	
PRACTICE	D9-9)	

Common	
terminolog
y	

Many	different	
taxonomies	and	
standards	could	be	
linked	together	in	a	
common	wide	
adoptable	standard	
taxonomy	

RSP	
-	30	

Standardized	
situation	report	

Standardized	situation	
report	

The	organisations	have	different	ways	to	
report	critical	situations.	It's	a	matter	of	
data	collection	and	loss	of	time	in	the	data	
homogenization	process:	both	goals	
(improved	reporting	and	optimized	data	
collection),	as	well	as	further	possibilities	to	
compare	reports	(benchmarking,	also	
internationally),		can	be	achieved	better	if	
common	resilience	indicators,	possibly	
agreed	on	a	longer,	international	scale	are	
achieved	and	included	into	the	"situation	
reporting".	Apart	from	the	standardization	
of	indicators	included	in	the	reports	(cf.	the	
international	GRI	system	-	Global	Reporting	
Index,	www.globalreporting.org)	also	the	
methodology	for	their	definition	and	
reporting	should	be	standardized.	

Data	
sharing	

development	of	a	
framework	to	improve	
the	interoperability	of	
organization	across	
countries	and	to	
improve	data	sharing	

RSP	
-	47	

Equipment	
hospital	
emergency	

Equipment	for	in-
hospital	and	out-of-
hospital	emergency	
services	

Minimum	standards	Equipment	for	in-
hospital	and	out-of-hospital	emergency	
services	
	From	WHO	(Regional	office	in	Europe):	
inadequacies	at	Emergency	Medical	
Services	in	Europe	due	to	a	lack	of	
standardization;	minimal	standards	are	
required.	

Equipment	 n/a	-	standards	
concerning	codecs	and	
transform	for	video	
streaming	already	
exists	(e.g.	H26x)	

RSP	
-	53	

Organisation	
shelter	supplies	

deepening	the	issues	
of		
	a)	organization	of	
shelter	supplies	
	b)	development	of	a	
safe	return	plan		
	in	ISO	22315	

The	organization	of	shelter	supplies	as	well	
as	the	development	of	a	safe	return	plan	
has	been	described	in	ISO	22315	"Societal	
security	—	Mass	evacuation	—	Guidelines	
for	planning"	briefly.	A	following	Standard	
deepening	these	issues	could	be	helpful.	

Common	
procedures	

this	could	be	included	
in	a	wider	standard	
encompassing	the	
communication	
strategy	in	case	of	
emergency	and/or	as	
part	of	the	training	to	
citizens/organizations	
open	source	ontology	
could	be	enriched	to	
take	into	account	
these	changes	
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ID Title GAP Description Thematic 
Areas 

Opportunities 

RSP	
-	64	

User	interfaces	 Definition	of	user	
interfaces	(e.g.	
graphical	functions,	
icons,	colours	etc.)	

"The	European	Commission	should	launch	
Research	and	Development	projects	aimed	
at	defining	user	interfaces	(e.g.	graphical	
functions,	icons,	colours	etc.)	standardized	
across	member	states	and	regions,	thus	
improving	the	understanding	of	the	
emergency	situations.	The	example	of	the	
current	geographic	information	system	
used	by	border	control	(EUROSUR)	and	its	
evaluation	could	lead	to	the	next	steps.	This	
must	be	accompanied	with	the	definition	of	
common	cartographic	projections,	
descriptive	tags	and	icons,	labelling,	others.	
Moreover,	since	many	different	proprietary	
systems	exist,	the	sharing	of	information	
requires	the	definition	of	data	models."	

Data	
sharing	

Existing	technical	
standards	are	a	
starting	point	
Guidelines	for	
effective	
communication	
before,	during	and	
after	crisis.	(DR12)	
procedures	for	citizens	
how	to	manage	in	
emergencies.	(DR80)	
Taxonomy	related	to	
emergencies	and	
public	warnings	(WQ7)	

RSP	
-	74	

GIS	standards	 (GIS)	standards	for	use	
in	buildings	and	
underground	systems	

Geo-localization	(GIS)	standards	for	use	in	
buildings	and	underground	systems	to	
facilitate	First	Responders	intervention.	It	
concerns	two	standards	(how	to	implement	
technology,	such	as	the	use	of	radio	
wireless	communication	protocols,	and	how	
to	acquire	the	geo-localization	information).	

Data	
sharing	

existing	standards	and	
guidelines	as	base	in	
supporting	a	standard	
template	and/or	
protocol	

RSP	
-	82	

Digital	
information	

acquiring	digital	
information	from	
victims/public	and	
sending	it	to	the	whole	
command	&	control	
system	

Standardize	the	way	of	acquiring	digital	
information	from	victims/public	and	
sending	it	to	the	whole	command	&	control	
system	(it	may	include	developing	a	
common	‘victim	ticket’,	to	be	filled	in	by	
victims	using	smart	phone	emergency	
applications).	

Common	
procedures	

Common	standards	
for	tools	of	different	
kinds	of	risk	and	
hazard	management.	
(DR27)	
Best	practices	to	
scenario	design,	
cascading	effects	and	
risk	analysis(DR47)	
Mapping	and	geo-
information	products	
ready	for	deployment	
in	the	prevention	and	
preparedness	phases	
(DR59)	
Concepts,	
terminologies	and	risk	
inventory	
procedure.(DR101)	

Table	2:	Overview	Tier	two	identified	items	
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 Validation	of	the	results	with	stakeholders	

As	part	of	Task	5.1	and	Task	5.2	a	workshop	(see	0)	was	organized	to	validate	and	further	discuss	the	Tasks	
outcome.	

The	workshop	was	organized	on	September	11,	2017	in	the	CEN/CENELEC	meeting	centre	in	Brussels.	In	
total,	23	participants	from	the	three	stakeholder	communities	participated	in	the	event.	

The	morning	session	was	dedicated	to	further	discuss	and	elaborate	on	the	findings	given	by	Task	5.1	
("Critical	evaluation	of	the	potential	of	standards	for	significant	contribution	to	improving	disaster	
resilience”).	The	purpose	of	the	Task	was	to	provide	a	better	understanding	and	recommendations	regarding	
the	relationship	between	standardisation	and	disaster	resilience	and	assess	the	efficiency	of	standardisation	
as	a	tool	to	improve	crisis	management	and	disaster	resilience.	

In	the	course	of	the	morning	session	the	recommendations	were	discussed	in	groups	to	identify	ways	and	
means	to	realize	these	recommendations	-	what	should	be	done,	how,	and	by	whom.	The	results	of	the	
discussions	will	be	taken	into	account	for	the	development	of	the	ResiStand	Process	(Work	Package	6).	

The	afternoon	session	was	dealing	with	the	possible	new	standardisation	items	identified	in	Task	5.2.	For	that	
reason,	twelve	of	the	Tier	one		(see	5.2.1)	potential	standardisation	items	were	presented	to	the	workshop	
participants.	The	participants	were	then	divided	in	five	groups,	each	group	focusing	on	one	item	chosen	by	
the	group.	The	following	items	were	chosen	by	the	groups:		

- PR-01	–	Casualties	registration	
- PR-63	–	First	responders	
- MT-02	–	Socio-technical	gap	
- MT-10	–	Best	practice	sharing	for	lessons	learned	
- MT-15	–	Cross-border	infrastructure	

The	group	session	was	organized	as	a	“World	Café”	with	5	tables,	each	table	focusing	on	a	specific	set	of	
questions.	The	aim	was	to	

1. Discuss	the	importance	of	the	particular	chosen	item	
2. Collect	and	extract	additional	information	regarding	the	item	
3. Prepare	the	ground	for	the	item	to	be	evaluated	in	Task	5.3	(Evaluation	of	the	potential	

standardisation	items	by	applying	the	ResiStand	Assessment	Framework)	

The	additional	information	collected	during	the	workshop	will	be	used	as	input	data	when	applying	the	
ResiStand	assessment	framework	in	Task	5.3.	

A	few	issues	can	be	presented	as	a	conclusion	and	outcome	of	the	afternoon	session	of	the	workshop:	

- The	workshop	participants	agreed	and	again	highlighted	the	importance	of	the	identified	
standardisation	items	

- Nevertheless,	some	of	the	identified	potential	standardisation	items	were	said	to	be	too	generic	and	
in	need	of	further	specification	in	order	to	meet	requirements	of	the	end-users.	They	moreover	
found	that	certain	items	were	addressing	similar	issues,	why	it	could	be	considered	to	merge	them	

- Some	questions	used	for	the	World-Café	table	discussions	that	were	extracted	from	the	ResiStand	
Assessment	Framework	will	be	further	revised	and	adjusted	as	part	of	Task	5.3	(based	on	the	
feedback	received	from	the	participants).	

In	conclusion,	the	workshop	provided	valuable	and	important	additional	input	for	the	further	steps	in	the	
project.	The	workshop	was	organized	not	only	by	the	Task	5.1	and	5.2	partners	but	also	in	conjunction	with	
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the	Task	5.3	partners	to	ensure,	that	the	feedback	regarding	the	ResiStand	Assessment	Framework	can	be	
directly	implemented	in	the	following	Task.	
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 Conclusions	

The	 aim	 of	 Task	 5.2	 was	 to	 provide	 the	 identification,	 analysis	 and	 understanding	 of	 the	 potential	 new	
standardisation	items	in	order	to	improve	standardisation	in	disaster	resilience.	Therefore	the	data	collected	
by	the	previous	WPs	from	the	relevant	stakeholders	(SAG,	SUC,	E-UC)	were	evaluated	and	analysed	and	the	
gaps	 identified.	As	a	second	step	the	SWOT	methodology	was	applied	to	compare	the	 identified	gaps	with	
the	available	opportunities	on	the	market.		

The	main	results	of	Task	5.2	can	be	summarized	as	follows:	

- The	gap	analysis	resulted	in	a	list	of	99	standardisation	gaps,	of	which	most	belong	to	the	thematic	area	
of	“Common	procedures”	

- As	part	of	 the	SWOT	analysis	21	prioritised	potential	new	standardisation	 items	were	 identified,	again	
having	 most	 items	 in	 the	 area	 of	 “Common	 procedures”	 (with	 focus	 on	 shared	 language,	 symbols,	
templates	in	different	areas)	

- This	 can	 be	 explained	 by	 the	 trend	 of	more	 and	more	 interconnected	 societies	 -	 the	 need	 of	 shared	
procedures	 is	 increasing	and	will	 further	 increase.	Especially	 in	Europe	 it	will	be	essential	 to	overcome	
the	differences	between	the	single	nationalities	 in	 language,	national	available	standards	and	focus	on	
shared	procedures	

- The	 fact,	 that	 about	 50%	 of	 the	 collected	 Needs	 are	 already	 covered	 or	 partially	 covered	 by	 the	
standards	 and	 guidelines	 available	 indicates	 a	 lack	 of	 information	 on	 end-user	 side.	 This	 might	 not	
indicate	a	lack	of	interest	on	end-user	side	but	might	highlight	the	fact,	that	they	don’t	know	where	to	
find	 the	 relevant	 information.	 The	 aim	 of	 the	 ResiStand	 project	 will	 be	 to	 improve	 the	 links	 and	
involvement	in	the	stakeholder	communities	by	creating	the	ResiStand	Process	and	the	standardisation	
roadmap.	 In	 addition	 to	 that,	 the	 ResiStand	 consortium	 is	 planning	 to	 keep	 the	 web-catalogues	
(including	 the	 catalogue	on	 standards)	 as	 a	 living	document	 also	 after	 the	 closure	of	 the	project.	 This	
platform	might	 surely	 help	 interested	 stakeholders	 to	 have	 a	 first	 search	 of	 what	 is	 available	 on	 the	
market.		

- As	part	of	this	Task,	 is	was	possible	to	 identify	the	opportunities	that	would	be	able	to	close	the	gaps,	
which	 means	 that	 some	 solutions	 are	 already	 being	 created/currently	 created.	 Again,	 the	
interconnection	between	the	three	stakeholder	communities	is	essential	to	be	able	to	work	closer	with	
each	other,	react	faster	to	new	and/or	changing	requirements	and	to	include	new	development	as	early	
as	possible.	

	

In	 the	course	of	 the	analysing	the	potential	 standardisation	 items	the	Task	5.2	partners	were	also	critically	
evaluating	and	questioning	the	initially	planned	process	of	gap	identification.	The	findings	are	that	

- An	extensive	number	of	availabilities	was	not	matched	with	any	Needs	and	further	considerations	will	be	
undertaken	as	Part	of	Work	Package	6	how	these	should	be	covered.	A	general	consideration,	which	will	
be	 further	 explored	 is,	 that	 the	 catalogue	 of	 opportunities	 could	 be	 seen	 and	 treated	 as	 potential	
Standardisation	 Needs,	 too.	 An	 opportunity	 that	 is	 not	 answered	 by	 any	 standard	 could	 be	 a	
Standardisation	Need,	which	was	not	 listed	 from	the	end-user	side	at	 that	stage	but	was	 identified	by	
research	and	industry	as	an	item	to	work	on	to	cover	a	potential	Need	in	that	particular	area.	The	critical	
evaluation	 (e.g.	based	on	 the	RAF)	of	 that	potential	 Standardisation	Need	 (which	would	again	 cover	a	
specific	gap)	would	result	in	a	clear	picture,	in	how	far	this	item	will	help	to	improve	the	current	situation	
in	standardisation.		

- In	 the	 ResiStand	 pres-standardisation	 process	 that	 will	 be	 developed	 in	 Work	 Package	 6,	 the	 SWOT	
methodology	 for	assessing	 the	gaps	should	be	replaced	by	directly	applying	 the	ResiStand	Assessment	
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Framework	 (RAF),	 as	 both	methodologies	 are	 basically	 doing	 the	 same:	 evaluating	 the	 potential	 item	
according	to	its	possible	success	of	becoming	a	new	work	item.	Contrary	to	the	SWOT,	the	RAF	is	taking	
into	 account	more	 details	 and	 important	 additional	 information.	 By	 replacing	 the	 SWOT	 and	 directly	
applying	the	ResiStand	Assessment	Framework	it	can	be	avoided	to	redo	the	same	evaluation.	

The	actual	potential	and	the	detailed	evaluation	of	the	identified	potential	new	standardisation	items	(with	
highest	potential	to	lead	to	new	standardisation	is	tested	in	Task	5.3	by	applying	the	ResiStand	Assessment	
Framework.	The	result	of	this	will	lead	to	the	creation	of	a	standardisation	roadmap.	This	will	be	of	use	for	all	
three	 stakeholder	 groups,	 as	 the	 roadmap	 will	 inform	 them	 about	 the	 current	 trends	 in	 standardisation,	
provide	 an	 insights	 in	 the	 expected	 standards	 to	 be	 developed	 and	 thus	 enable	 them	 to	 make	 better	
informed	decisions	regarding	their	future	activities,	each	from	its	own	standpoint.	

In	addition	to	that,	the	Task	5.2	procedure	for	the	identification	of	potential	standardisation	items	will	also	be	
used	as	input	for	Work	Package	6,	the	development	of	the	ResiStand	process.	The	aim	of	that	process	is	to	
define	 the	 ideal	 steps	 to	be	 taken	 for	 future	pre-standardisation	activities,	 in	order	 to	overcome	gaps	and	
lack	of	involvement	of	standardisation	stakeholders,	end-users,	industry	and	research.	
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Annex	1		 Workshop	Document	

ResiStand	Workshop	
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Project	Contact	

	

									GEOWISE	Oy,	Mr.	Pertti	Woitsch,	Rälssitie	7	A,	01510	Vantaa,	Finland	

ResiStand	Project	
Standardisation	is	a	powerful	tool	to	achieve	better	interoperability.	However,	it	needs	to	overcome	a	lack	of	
interest	and	modest	participation	from	stakeholders.	Also,	promising	research	results	are	not	always	used	as	
the	basis	for	new	standards.	

The	overall	goal	of	ResiStand	is	to	find	new	ways	to	improve	the	crisis	management	and	disaster	resilience	
capabilities	of	the	European	Union	and	individual	Member	States	through	standardisation.	

ResiStand	contributes	to	improved	disaster	resilience	by	identifying	and	analysing	the	drivers,	constraints	and	
expectations	of	three	main	stakeholder	communities:	Standardisation	Organisations,	End-Users	and	
Suppliers,	consisting	of	researchers,	industry	and	SMEs.	

Based	on	this	information,	gaps	in	standardisation	are	identified	and	a	prioritised	roadmap	for	new	initiatives	
will	be	created.	The	roadmap	will	be	complemented	by	a	critical	evaluation	of	standards	as	a	tool	to	improve	
disaster	resilience.	

ResiStand	aims	at	implementing	a	pre-standardisation	process	that	supports	the	development	of	standards.	
The	feasibility	of	the	process	will	be	tested	by	developing	a	new	work	item.	The	aim	is	that	stakeholders	will	
continuously	utilize	this	“ResiStand	Process”	in	the	future,	and	that	the	project	delivers	a	better	
understanding	of	the	potential	of	standards	for	contributing	to	an	improved	disaster	resilience.	

ResiStand	will	support	the	management	of	increasing	threats	to	society	such	as	armed	conflicts,	terrorism,	
pandemics	and	natural	disasters,	which	have	increasingly	cross-border,	even	global	consequences	due	to	the	
on-going	globalisation.	

Protection	of	citizens	through	anticipation,	preparedness,	response	and	adaptation	to	crisis	situations	–	i.e.	
maintaining	disaster	resilience	–	will	be	more	efficient.	Collaboration	between	national,	European	and	
international	stakeholders	will	be	improved	by	unified	processes	and	management	systems	as	well	as	by	
technical,	procedural,	operational	and	semantic	interoperability.	 	
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Workshop	Agenda	

ResiStand	Workshop	on	Standardisation	Potential	
September	11,	2017	

CEN-CENELEC	Management	Centre	
4th	floor:	CEN-CENELEC	Meeting	Centre	

Avenue	Marnix	17	
B	-	1000	Brussels	

Meeting	room:	NEWTON	A	

	

10:00	-	10:30	–	workshop	registration,	welcome	coffee	

	

Session	1:	Critical	evaluation	of	the	potential	of	standards	for	significant	contribution	to	improving	
disaster	resilience		

10:30	-	10:45	–	Welcome	(P.	Woitsch)	

10:45	-	11:15	–	Presentation	of	results	and	findings	of	D5.1	(P.	Woitsch)	

11:15	-	11:45	–	Discussions	in	groups	regarding	the	recommendation	and	policies	defined	in	D5.1	

11:45	-	12:15	–	Presentation	of	outcomes	of	group	discussions		

12:15	-	13:00	–	Lunch	

	

Session	2:	Collection	of	information	for	new	potential	standardisation	items	by	applying	the	Risk	
Assessment	Framework	(RAF)	

13:00	-	13:25	–	Presentation	of	WP	5.2	Web-catalogues	and	presentation	of	Top	11	standardisation	
items	(F.A.	Quintero,	V.	Pfau)	

13:25	-	13:50	–	Presentation	of	the	RAF	and	how	to	use	it	and	Introduction	of	Key	Questions	for	the	
World	Café	Sessions	(M.	Van	der	Lee,	M.	Haverhals)	

14:00	–	15:00	–	World	Café	Session	1:	Interactive	group	working	session	(5	groups;	every	group	
consists	of	at	least	1	member	of	the	following	stakeholders’	communities:	SAG,	E-
UC,	and	SUC)	

15:00	-	15:15	–	coffee	break	

15:15	-	16:30	–	World	Café	Session	2	

16:30	-	16:40	–	break	

16:40	-	17:00	–	Feedback	and	discussion	on	the	World	Café	Sessions	and	the	RAF	(M.	Van	der	Lee,	
L.	Poussa,	I.	Linde-Frech,	C.	Liedtke,	P.	Woitsch)	

	

17:00	-	17:30	–	summary	of	the	workshop	(P.	Woitsch)	 	
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Workshop	Part	1	–	Morning	Session	
	

What	is	it	about?	

The	first	part	of	the	workshop	deals	with	the	findings	of	ResiStand	Task	5.1	("Critical	evaluation	of	the	
potential	of	standards	for	significant	contribution	to	improving	disaster	resilience”).	The	purpose	of	the	Task	
was	to	provide	a	better	understanding	of	the	relationship	between	standardisation	and	disaster	resilience	
and	assess	the	efficiency	of	standardisation	as	a	tool	to	improve	crisis	management	and	disaster	resilience.	
As	a	result	of	the	Task,	a	deliverable	(D5.1)	was	published.	It	contains	also	a	set	of	recommendations	which,	
in	our	opinion,	could	improve	disaster	management.	

In	the	workshop,	we	shall	discuss	these	recommendations	in	groups	of	6	to	7	person	each.	To	have	efficient	
discussions,	we	suggest	that	you	will	read	the	deliverable	in	advance.	It	can	be	downloaded	as	a	PDF	file	from	
the	ResiStand	website	(http://www.resistand.eu/sites/default/files/resistand/public	/content-
files/deliverables/ResiStand_D5.1_Potential-of-Standards_v15pw27072017_FINAL.pdf).	

	

Goal:	

The	goal	of	the	discussion	is	to	try	to	identify	ways	and	means	to	realize	these	recommendations	-	what	
should	be	done,	how,	and	by	whom.	Although	the	time	for	the	discussion	is	not	too	long,	we	believe	that	
each	group	will	come	up	with	a	coarse	roadmap	showing	the	steps	needed	to	make	the	recommendation	
true.	

	

References:	

The	following	topics	will	be	discussed	in	the	groups:	

Global	disaster	management	policies	-	Section	2.3.4,	pages	14-15	

Standardisation	and	the	European	Union	-	Section	3.3.3,	pages	21-22	

Standards	and	research	projects	-	Sections	5.2.2/5.2.3,	pages	31-32	

Coordination	of	standardisation	-	Sections	5.3.2/5.3.3,	pages	32-33		

Participation	of	end	users	in	standardisation	-	Sections	6.2.2/	6.2.3,	pages	35-36	

Participation	of	SMEs	in	standardisation	-	Section	6.3.2/6.3.3,	pages	38-39	

	

To	better	understand	the	reasoning	behind	the	recommendations,	we	suggest	that	you	read	carefully	also	
the	sections	preceding	them.	 	
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Workshop	Part	2	–	Afternoon	Session	
	

What	is	it	about?	

In	this	session/chapter	the	Top	11	Items	for	Standardisation	identified	in	WP	5.2	of	the	ResiStand	project	are	
presented.	The	aim	of	WP5.2	was,	as	a	first	step,	to	identify	gaps	in	the	standardisation	funnel	consisting	of	
already	published	standards,	work	items	under	preparation	and	planned	new	work	items.	The	gaps	are	
identified	by	matching	the	data	received	from	WP3	(needs	for	standardisation)	with	WP2	(available	and	
planned	standards).		

The	second	step	of	5.2	was	to	identify	potential	standardisation	items.	The	potential	standardisation	items	
are	identified	by	matching	the	identified	gaps	from	the	previous	step	with	input	on	available	solutions	and	
standardisation	opportunities	from	WP4.	This	gap	analysis	and	initial	identification	of	standardisation	items	is	
an	essential	part	of	the	ResiStand	Process	as	presented	in	the	figure	below.	The	red	circle	captures	the	first	
on	the	gap	analysis,	the	yellow	circle	captures	the	second	described	step	on	the	identification	of	potential	
standardisation	items.		

	

	

Goal:	

The	afternoon	session	of	the	workshop	is	dedicated	to	the	Top	11	potential	standardisation	items	that	were	
identified	in	WP	5.2.	In	order	to	validate	them	and	to	use	them	for	the	ResiStand	Assessment	Framework,	
additional	information	and	expert	opinions	need	to	be	collected.	

For	that	reason,	the	objective	of	the	afternoon	session	will	be	to	collect	data	in	order	to	apply	the	RAF	(Task	
5.3),	prioritize	the	potential	standardisation	items	and	on	that	basis,	develop	the	ResiStand	roadmap.	In	
order	to	achieve	the	best	results,	group	sessions	will	be	held	to	discuss	about	several	prepared	sets	of	
questions	(0)	for	the	single	potential	standardisation	items	which	will	help	to	collect	additional	information.	

	

References:	

For	those	that	are	interested	in	additional	upfront	information,	we	can	recommended	to	take	a	look	at	the	
chapters	4.3	and	4.4	of	the	Deliverable	1.1	(the	ResiStand	Conceptual	Framework	including	the	Disaster	
Management	Phases),	as	well	as	the	Deliverable	1.3,	which	presents	the	ResiStand	Assessment	Framework	
(RAF)	for	standardisation:	http://resistand.eu/deliverables		
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Thematic	Areas	for	Group	discussion	during	the	afternoon	session	

	

Given	a	certain	standardisation	idea/proposal,	the	following	key	questions	will	allow	the	ResiStand	team	to	
collect	initial	information	to	fill	in	the	RAF	at	a	later	stage.	All	questions	are	inspired	by	the	RAF.		

	

Table	1:	General	questions	

How	urgent	is	it	to	develop	the	proposed	standard?	Explain	why.	

Does	the	standardisation	initiative	comply	with	certain	(European	or	national)	policy	requests	for	standards?	
If	so,	please,	explain	which	requests.	

What	kind	of	socio-economic	relationships	and	local	capacities	need	to	be	analysed	to	implement	the	
standards?	

What	kind	of	care	is	to	be	provided/secured?	What	risks	are	there	to	that	care?	

	

Table	2:	Impact-Practitioners	

What	potential	effects	do	you	expect	once	the	proposed	standard	will	have	been	established?	Think	e.g.	of	
reductions	in	loss	of	life,	damage	to	properties,	loss	of	critical	services,	social	and/or	economic	disruption,	
and/or	environmental	degradation.	
Indicate	whether	these	effects	will	be:	very	low,	low,	zero/limited,	high	or	very	high	(select).	

Which	functions/processes	of	practitioners’	organisations	will	benefit	most	from	this	standard?	How?	E.g.	
communication,	cooperation	cross	services,	cross	border,	risk	management,	etc.	

What	potential	benefits	do	you	expect	with	respect	to	the	first	responders’	physical	or	mental	condition?	E.g.	
better	protection	against	hazards,	less	workload.	Please,	explicate	your	answer.	

Do	you	think	that	there	will	be	substantial	cost	savings	for	the	end-users’/practitioners’	organisation(s)	by	
having	this	standard?	Please,	explain	your	answer.	

	

Table	3:	Impact	Industry	&	Research	Organisations	

How	do	you	expect	industry	and/or	SMEs	to	see	increased	benefits	by	having	established	this	standard?	
Please,	explain	your	answer.	

Which	process(es)	at	the	industry	and/or	research	institutes	will	benefit	most	from	the	standard?	Think	of	
sales,	production,	research,	procurement	and	relations	with	other	sub-suppliers.		Please,	explain	your	
answer.	

How	do	you	foresee	innovation	affected/influenced	from	having	established	this	standard?	Please,	explain	
your	answer.	

To	which	extent	will	the	standard	improve	the	relation	between	suppliers	(industry,	SMEs	and	research	
organisations)	and	their	clients	(i.e.	practitioners/first	response	organisations)?	How	so?	

	

Table	4:	Development	

In	your	opinion,	which	organisations/institutions	and/or	particular	countries	should	be	involved	in	developing	
this	standard?	Why?	

Are	you	or	someone	from	your	organisation	willing	to	assist	in	developing	the	standard?	What	kind	of	
assistance	could	you	provide?	Why	would	you/your	organisation	benefit	from	doing	so?	

What	do	you	think	that	the	required	lead-time	will	be	to	develop	the	standard?	What	steps	would	be	
involved?	

How	much	effort	would	you	or	your	organisation	like	to	spend	on	assisting	in	the	development	(e.g.	1	day	per	
month),	and	during	which	period	(e.g.	0.5,	1,	2	or	3	years)?	Why?	

	

Table	5:	Implementation	
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Once	the	standard	has	been	finished,	would	you	like	to	support	the	implementation	of	the	standard	in	your	
organisation	and/or	country?	Why	yes	or	no?	

Do	you	foresee	any	serious	barriers	or	constraints	to	implement	this	standard	in	your	organisation	and/or	
country?	

For	each	barrier	and/constraint,	please,	how	do	you	think	these	could	be	overcome?	
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Annex	2	 List	of	Gaps	

ID	 Gap	 Description	 Thematic	Areas	 Additional	Information	

MT	-
02	

Socio-technical	gap	
between	research	and	real	
operational	environment	

A	standard	is	needed	to	solve	Socio-technical	issues	to	implement	
R&D	projects	(ie.	FRONTEX)	Border	control	in	migration	crisis.	
Applicability	and	feasibility	of	the	proposed	solution	(as	result	of	
R&D	project)	in	real-world	scenarios	is	low.	There	is	a	gap	between	
research	and	real	operational	environment.	

Legal	/	Social	issues	 		

MT	-
06	

Standardised	risk	
assessment	 Standardised	way	to	evaluate	risks	in	infrastructures	is	needed	 Common	procedures	 		

MT	-
08	

how	to	process	lessons	
learned,	incl.	uptake	from	
further	organisations	

In	the	context	of	fire	related	emergency,	a	stakeholder	says	"A	
lesson	learned	becomes	so	after	that	a	relevant	number	of	people	
certified	the	importance	of	the	arguments.	I	think	that	after	this	
step	it	is	necessary	to	standardize	the	lessons	learned	so	that	a	
large	numbers	of	organizations	can	use	it,	and	secondly	it	is	
necessary	to	inform	all	the	stakeholders	involved	in	the	same	
process”	

Best	Practice	sharing	

FhG-INT:	not	all	CM	solutions	are	
technical,	thus	issue	addressed	also	
covers	e.g.	organisational	aspects	wrt	
procedures,	trainings,	services	etc.	

MT	-
10	

debriefing	processes	after	
operations,	also	to	optimize	
lessons	learned	

Debrief	
	Plan	debrief	procedures	beforehand	
	One	should	have	a	standardized	debrief	plan	before	the	event	
occurs.	Several	experts	noted	that	debriefs	after	an	operation	is	
often	lacking.	This	must	be	conducted	more	systematically	in	order	
to	improve	the	implementation	of	lessons	learned.	After	a	crisis	
one	should	revise	the	risk	analysis.	

Best	Practice	sharing	

From	the	project:	
	Without	a	coherent	regulation,	IoT	
networks	become	even	more	
complex	than	what	they	already	are.	
Thus,	each	network	requires	an	
individual	and	unique	security	
investment/assessment	

MT	-
11	

methodologies	for	
quantification	of	resilience	

Standardized	methodologies	for	quantification	of	resilience	
measures	in	the	context	of	CIP	 Common	procedures	 		
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ID	 Gap	 Description	 Thematic	Areas	 Additional	Information	
measures	in	the	context	of	
CIP	

MT	-
12	

how	critical	infrastructures	
manage	risks	wrt	extreme	
weather	events	

Understanding	the	link	between	Climate	Change	(through	changing	
Extreme	Weather	Events)	and	subsequent	Risk	towards	Critical	
Infrastructures.	
	Each	CI	owners/operators	and	CI	policy	makers	have	their	own	Risk	
Management	approach,	which	may	or	may	not	take	Extreme	
Weather	Indicators	(EWIs)	into	account.	This	process	of	Risk	
Management	in	itself	could	be	standardized.	
		
	In	case	the	process	of	Risk	Management	in	itself	cannot	be	
standardized:	let	each	CI	owner/operator/policy	maker	make	use	of	
their	own	Risk	Management	Process,	and	support	them	using	a	
generic	Risk	Management	Process.	

Common	procedures	 		

MT	-
14	

risk	assessment	approach	
for	CI	

Standard	risk	assessment	approach	for	cross-border	strategic	
infrastructures.	In	the	"resilience	context",	acc.	To	the	results	of	the	
newest	research	in	the	DRS	project	this	world	correspond	to	the	
phase	1	of	the	resilience	cycle	("understand	risks"	-	see	e.g.	
http://www.smartresilience.eu-
vri.eu/sites/default/files/publications/SmartResD1.2.pdf)	and	would	
primarily	concern	the	poorly	known	or	even	unknown	threats	
("emerging	risk")	exposing	the	CI	to	the	new	type	of	risks	-	for	
which	the	CI	can,	in	the	worst	case,	be	poorly	prepared	or	even	
unprepared.	The	process	of	acquiring	and	evaluation	of	data,	as	
well	as	the	process	of	risk	"maturation",		should	be	standardized	
respecting	the	boundary	condition	resulting	from	approaches	in	ISO	
standards	such	31000,31010,	etc...	

Common	procedures	

Evaluation	of	the	direct	and	the	
indirect	loses	from	disaster.	People	
duplicate	the	values	of	the	damages	
on	their	private	properties	to	receive	
enough	money	because	the	
government	cuts	the	costs	because	
they	have	different	ways	to	evaluate	
the	costs	themselves.	It's	easy	with	
chattels	but	how	do	you	manage	the	
infrastructure	and	furthermore	the	
critical	ones?	we	need	a	standard	to	
evaluate	the	costs	to	properly	
manage	the	funds	

MT	-
15	

a)	a	standard	EU	procedure	
for	engaging	with	member	
states	about	cross-border	
CI,	as	well	as		
	b)	a	process	for	managing	
these	identified	CI	

At	present,	Critical	National	Infrastructure	(CNI)	protection	varies	
significantly	across	CNI	sectors	as	well	as	across	EU	nations.	While	
there	are	already	some	EU	directives	in	place	which	ensure	
standardisation	across	some	CNI	(though	often	more	in	the	safety	
than	security	space,	e.g.	The	Seveso	Directive),	more	could	be	done	
to	understand,	share	or	even	standardise	the	way	in	which	EU	
nations	manage	CNI	security,	particularly	in	relation	to	those	

Common	procedures	

from	the	project:	Each	CI	
owners/operators	and	CI	policy	
makers	have	their	own	Risk	
Management	approach,	which	may	
or	may	not	take	Extreme	Weather	
Indicators	(EWIs)	into	account.	This	
process	of	Risk	Management	in	itself	
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ID	 Gap	 Description	 Thematic	Areas	 Additional	Information	
sectors	where	the	loss	of	an	asset	will	have	an	impact	across	
national	boundaries.	Equally,	there	will	be	some	assets	in	some	EU	
states	which	are	relied	upon	by	other	states	for	day	to	day	critical	
activity.	It	may	therefore	be	helpful	to	have	a	standard	EU	
procedure	for	engaging	with	member	states	about	cross-border	
CNI,	as	well	as	a	process	for	managing	these	assets	once	they	have	
been	identified.	I	know	there	is	also	already	a	process	in	place	to	
protect	EU	CNI,	such	as	the	Galileo	programme,	so	it	may	be	helpful	
to	share	the	standards	relating	to	this	more	widely,	though	I	think	a	
number	of	member	states	have	stronger	controls	in	place	for	some	
of	their	key	assets.	

could	be	standardized.	
		
	In	case	the	process	of	Risk	
Management	in	itself	cannot	be	
standardized:	let	each	CI	
owner/operator/policy	maker	make	
use	of	their	own	Risk	Management	
Process,	and	support	them	using	a	
generic	Risk	Management	Process.	

MT	-
18	

Instructions	on	public	
behaviour	during	an	
emergency	

Instructions	on	public	behaviour	during	an	emergency	(especially	
an	Earthquake)	are	not	standardised	

Community	role	and	
communication	

from	the	project:	Some	EMS	in	
Europe	started	developing	a	
‘disaster’	medicine	approach,	
inspired	by	military	doctrine	and	war	
experience-terminology	(such	as	
MASH,	CASEVAC,	STP,	FRSS)	

MT	-
19	

Public	education	on	
mitigation	and	
preparedness	procedures	

Mitigation	and	preparedness	procedures	 Community	role	and	
communication	

From	the	project:	From	Jan-Paul	
Leuteritz,	consortium	member	of	
SAVE	ME,	remark:	
	"Generally,	what	is	an	issue	is	the	
degrees	of	freedom	available	in	
providing	self-rescue	advice	(such	as	
exit-signs,	illuminated	trails,	…)	in	
traffic	infrastructure.	Some	aspects	
require	standardization	–	in	other	
contexts,	standardization	hinders	the	
application	of	good	solutions	(we	
learned	about	such	a	conflict	at	the	
Gotthard	Road	Tunnel,	where	they	
wanted	to	add	some	lines	on	the	
road	to	remind	people	of	keeping	the	
necessary	distance	to	the	vehicle	in	
front	–	nevertheless,	these	lines	were	
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foreseen	in	Swiss	traffic	law	and	not	
allowed	to	be	added)."	

MT	-
21	

Cyberattack	vulnerability	
metrics	 Cyberattack	vulnerability	metrics	are	not	defined	as	standard	 Common	procedures	

From	participant	of	the	qu.:	Having	a	
standard	way	of	building	in	the	"build	
back	better"	principle	into	rebuild	
specifications	has	the	potential	of	
addressing	this	issue.	

MT	-
22	

sets	of	meta-data	for	risk	
descriptions	including	co-
ordinates,	probability,	
severity,	nature	of	the	risk	
and	possible	triggers	

To	define	standardised	sets	of	meta-data	for	risk	descriptions	
including	co-ordinates,	probability,	severity,	nature	of	the	risk	and	
possible	triggers.	

Common	procedures	 From	the	project:	from	ESENET	final	
report	

MT	-
24	

methods	for	characterizing	
and	testing	particles	and	
manufactured	components	
on	the	nanoscale	

The	existence	of	various	(different,	non-standardized)	methods	for	
characterizing	and	testing	particles	and	manufactured	components	
on	the	nanoscale.	
	Both	Terminology	and	Testing	(or	Methods	of	Measuring	in	this	
case)	are	seen	as	most	relevant.	

Common	procedures	 		

MT	-
25	 national	risk	assessment	 Standardisation	might	make	benchmarking	the	National	Risk	

Assessment	easier.	 Common	procedures	
from	participant	of	the	qu.:	The	
technical	specifications	for	recycled	
construction	materials	

MT	-
29	

definition	of	
CI/resilience/risk/extreme	
weather	etc.	

Common	understanding/definition	of	(what	is)	Critical	
Infrastructure,	(what	is)	Resilience,	(what	is)	Risk,	and	(what	is)	
Extreme	Weather;	

Common	terminology	

From	the	project:	it	is	unknown	
whether	time-temperature-curves	
for	fires	in	buildings	initiated	by	an	
impact	of	a	plane,	a	truck	or	a	car	are	
covered	in	the	current	standards.	
(source:	ELASSTIC	D	4.6)	

PR	-	
01	

Common	and	standardised	
template	for	casualties’	
registration	

A	standard	methodology	to	register	casualties	during	mass	casualty	
incidents	is	needed.	Currently,	each	country	and	each	organisation	
has	its	own	procedure	to	register	casualties	(collected	data,	data	
format,	type	of	database	-paper/computer-	etc.).	Such	approach	
complicates	cooperation	and	makes	it	less	effective.	

Data	sharing	

From	the	project:	Improve	ISO/IEC	
31010:2009,	Risk	management	–	Risk	
assessment	techniques	focuses	on	
risk	assessment.	
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ID	 Gap	 Description	 Thematic	Areas	 Additional	Information	
PR	-	
02	

Standard	disaster	
management	equipment	

Standardisation	of	the	components	of	disaster	preparedness	means	
is	needed	in	case	of	natural	and	technological	disasters	 Equipment	 		

PR	-	
03	

Standard	exercises	
evaluation	

Currently,	trainings	are	regularly	executed	by	first	responders	but	
there’s	a	relevant	lack	of	evaluation	methods	that	clearly	state	the	
success	and	failure	rates	of	their	exercises.	

Training	and	education	 		

PR	-	
04	

Standard	definition	of	crisis	
management	team	
composition	

A	standard	defining	a	proper	crisis	management	team	composition,	
already	in	preparedness	phase,	is	needed.	Terminology,	including	
the	titles	of	main	authorities	and	organizations	dealing	with	CM	and	
DR	has	to	be	addressed	

Common	terminology	 		

PR	-	
05	

Standardised	risk	
assessment	supporting	tool	

A	standardised	risk	assessment	supporting	tool	is	needed	in	order	
to	have	a	common	and	shared	methodology	to	evaluate	
natural/technological/intentional	disasters	risk	thus	facilitating	
communication	and	cooperation	

Common	procedures	 		

PR	-	
08	

Standard	preparedness	
plans	

A	standard	is	needed	defining	the	steps	of	preparedness	that	a	
region/community	has	to	implement	with	the	oversight	of	a	specific	
body	

Common	procedures	 		

PR	-	
10	

Common	terminology	
including	terms	and	
definitions	for	all	disaster	
management	phases	

These	terms	should	be	discussed	and	an	agreement	should	be	
found	(e.g.,	what	is	resilience,	on	different	services).	There's	the	
real	need	to	make	sure	to	avoid	misunderstanding	and	have	a	
common	meaning.	The	focus	might	be	on	different	groups	(e.g.,	
stakeholders).	The	issues	is	that	the	same	topic	could	be	addressed	
differently	in	different	countries.	De	facto	standards	could	be	also	
used.	The	current	situation	would	optimise	in	terms	of	losing	less	
time	and	less	victims.	CBRNE	standardisation	project	on	CBRNE	
terminology	constitute	examples.	The	result	of	this	process	would	
be	that	every	incident	commander	would	speak	the	same	language	

Common	terminology	 		

PR	-	
12	 The	role	of	community	

Societal	organisations	CSOs	(e.g.,	faith	groups)	can	play	a	role.	This	
means	that	responding	organisations	will	have	less	to	do	in	
response	when	a	community	plays	a	role	in	the	response.	CSOs	
should	be	involved	in	training	and	become	subject	matter	experts.	

Community	role	and	
communication	 		

PR	-	
17	

Training	for	first	responders	
and	citizen	

Content	and	format	of	training	for	first	responders	and	citizen	
should	be	standardised.	This	standardisation	is	related	to	civil	
protection	agencies.	There	are	multiple	layers	about	civil	protection	
like	community,	regional,	national…	Organizations	with	large	

Training	and	education	

From	participant	of	the	q.:	For	
competency	of	trainees	but	it	
requires	development	all	the	other	
standards.	
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expertise	(event	a	long	history)	have	strict	rules	to	harmonize	how	
to	do	the	work	

PR	-	
19	 Sharing	of	capabilities	 Insight	into	capabilities	of	partners	(other	services,	crisis	partners)is	

needed	in	order	to	have	a	clear	overview	of	what	can	they	do	 Best	Practice	sharing	 Information	provided	by	DARIUS'	
Coordinator	

PR	-	
21	

Development	and	
maintenance	of	DM	plans	

Municipalities	(IT)	have	DM-plans	but	don't	maintain	these	(current	
plans	are	outdated,	of	no	use).	There	is	a	need	of	a	kind	of	standard	
(simple)	model	to	support	development	and	maintenance	of	DM-
plans.	

Common	procedures	 		

PR	-	
22	

International	CBRNE	risk	
management	

Test	standards	with	regards	to	CBRNE	risk	management;	e.g.	to	test	
decontamination	and	protection	equipment.	 Common	procedures	 		

PR	-	
24	

Standardised	data	and	
information	sharing	

During	a	crisis	data	come	from	different	types	of	media	(radio	data,	
meteo	data,	satellite	data,	…).	Need	to	receive	data	in	a	
standardised	way	(standard	protocol)	to	enable	to	use	them	in	
decision	support	systems	

Data	sharing	 		

PR	-	
28	

Disaster	waste	
management	

A	standardisation	gap	exist	to	manage	a	huge	quantity	of	mixed	
waste	coming	from	a	disaster.	 Common	procedures	 		

PR	-	
29	 Disaster	manager	

We	need	a	standard	to	come	out	with	the	profile	(competences,	
abilities	and	knowledge)	of	a	DISASTER	MANAGER	at	local	and	
national	level.	To	coordinate	the	situation	during	critical	events.	
Also	to	coordinate	multinational	events.	

Training	and	education	 		

PR	-	
31	 Crisis	management	teams	

Standard	definition	of	the	profiles	involved	in	disaster	
management:	abilities,	capabilities	and	roles.	A	standard	is	needed	
also	to	coordinate	the	intervention	of	multiple	teams	from	different	
countries	in	crisis	area	

Common	terminology	 		

PR	-	
34	

standard	protocol	or	
template	to	assist	
emergency	services	in	e.g.	
cross-border	activation	of	
the	Civil	Protection	
Mechanism	

Attempting	to	develop	a	working	inter-agency	protocol	for	
emergency	services	to	work	together	on	a	cross	border	basis	
between	neighboring	international	jurisdictions	to	deal	with	a	
major	emergency	incident	that	would	require	the	initiation	of	the	
Civil	Protection	Mechanism	

Common	procedures	

from	the	project:	There	is	a	need	for	
standardized	operators	processes,	in	
order	to	deal	with	the	right	
technologies	for	the	right	tasks,	but	a	
product	standard	could	potentially	
also	provide	opportunities	on	an	EU	
level	

PR	-	
35	

experimental	setup	to	
practice	CM	and	to	test	

Lack	of	standards	on	experimental	setup	(includes	scenario	design,	
data	analysis	and	assessment,	logistical	experiment	design	 Common	procedures	 From	the	project:	Service	standard	of	

excellent	level	is	required.	Provided	



INCREASING	DISASTER	RESILIENCE	THROUGH	STANDARDISATION		 	
	

page	50	

	

ID	 Gap	 Description	 Thematic	Areas	 Additional	Information	
new	CM	solutions	 procedures,	data	collection,	societal	and	ethical	aspects)	to	practice	

CM	and	to	test	new	CM	solutions	
anywhere,	anytime.	Acquiring	
standards	in	terminology	(e.g.	fact	
sheets	incorporated,	library),	
processes	(e.g.	communication	
protocols),	and	interfacing	crucial.	

PR	-	
37	

Harmonisation	in	capacity	
building	and	mapping	(e.g.	
by	standardising	OCHA	(UN	
Office	for	Humanitarian	
Affairs)	approach)	

Harmonisation	in	capacity	building	and	mapping:	A	standard	way	of	
assessing	capacity	is	essential	in	order	to	build	trust	and	
understanding	among	organisations,	which	is	the	first	step	towards	
cooperation,	sharing	resources	and	jointly	plan	capacity.	

Common	procedures	

Both	testing	and	terminology	
standard	are	seen	as	most	relevant!	
	from	the	project:	
	It	is	a	dreadful	process	to	finalize	a	
new	NEN	norm:	
	*	it	takes	many	efforts	
	*	you	have	to	sign	up	at	NEN	
	*	it	costs	you	money	

PR	-	
39	

sampling	kits,	accompanied	
by	set	guidelines	(CBRNE	
detection/sampling)	

Air,	water	and	ground	sampling	kits,	accompanied	by	set	guidelines	
and	EU-standards	for	content,	application	and	approaches	for	use.	-	
Strategies	for	safe	and	efficient	sampling	while	keeping	an	
adequate	“chain	of	custody”	

Equipment	 		

PR	-	
40	

approach	to	analyse	(fast)	
the	situation	wrt	incident	
response	in	each	CBRN	field	
respectively	

Need	for	a	standardised	approach	to	perform	a	fast	analysis	at	
incident	response.	 Common	procedures	 		

PR	-	
41	

self-rescue	advice	(such	as	
exit-signs,	illuminated	trails,	
…)	in	traffic	infrastructure	

self-rescue	advice	(such	as	exit-signs,	illuminated	trails,	…)	in	traffic	
infrastructure	 Common	terminology	 		

PR	-	
45	

geospatial	basic	
information	system	
(including	for	underground	
facilities	and	buildings)	

Establish	a	common	geospatial	basic	information	system	(including	
for	underground	facilities	and	buildings),	based	on	Geographic	
Information	Systems	(GIS)	standards,	to	be	used	by	organizations	
before	and	during	crisis	situations	

Data	sharing	 		

PR	-	
49	

Next	Generation	112	
(NG112)	implementation	

"The	EC	should,	at	earliest	opportunity,	mandate	the	
Standardisation	Development	Organisations	to	provide	an	
approved	standard	for	NG112	implementation."	

Common	procedures	 from	the	project:	from	ESENET	final	
report	

PR	-	
50	 CBRN	symbology	

Common	CBRN	symbology	standard	needed.	PRACTICE	points	on	
the	iconography	and	the	possibility	to	establish	a	common	
approach	in	designing	codes	and	symbols	easy	to	understand	by	

Common	terminology	 		
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both	security	specialists	and	by	the	public.	Despite	the	challenges	
to	carry	out	such	exercise,	more	needs	to	be	done	to	easily	
communicate	during	crisis.	Several	research	initiatives	are	taking	
place	to	harmonize	the	symbols:	INDIGO-	FP	7	research	project	D-
BOX	and	IFREACT.	Apart	from	those,	NATO,	UN	agencies	developed	
some	guidance	documents	on	this	topic.	Standardization	might	be	
the	platform	for	coordination	among	these	initiatives,	towards	
	the	development	and	adoption	of	common	symbols	adapted	to	
different	categories	of	public	and	to	security	specialists.	(Source:	
PRACTICE	D9-9)	

PR	-	
57	

electronic	triage	system	
(process	of	determining	the	
priority	of	patients'	
treatments	based	on	the	
severity	of	their	condition)	

Develop	a	standardized	electronic	triage	system	to	improve	the	
logistics	and	the	situation	awareness.	 Common	procedures	 		

PR	-	
60	 training	for	first	responders	

Standard	training	for	first	responders	would	ensure	right	response	
and	would	enable	and	ease	coordination	between	different	
responders,	even	in	case	more	than	1	country	is	involved	

Training	and	education	 		

PR	-	
61	

use	of	social	media	in	
emergency	situations	

Need	for	standardisation	to	train	the	use	of	social	media	in	
emergency	situations	(p.136)	 Common	procedures	 		

PR	-	
62	

object	modulation	(digital	
re-usable	assets)	for	
simulations	

Standardization	of	objects	models	(digital	re-usable	assets)	for	
modelling	and	simulation	
	environment	(application	for	cross-boundary	training).	

Common	procedures	 		

PR	-	
63	

a)	certification	systems	for	
training	in	crisis	
management	(generally)	
and	protection	against	
CBRN	(specifically)	
	b)	categorisation/levels	of	
preparedness	

There	is	an	absence	of	common	certification	systems	for	training	in	
crisis	management	(generally)	and	protection	against	CBRN	
(specifically).	Beside	this,	there	is	no	mechanism	of	mutual	
recognition	of	certificates	across	the	EU	countries.	As	a	first	step,	to	
overcome	this	gap,	Standards	for	different	level	of	preparedness	
should	be	developed.	

Training	and	education	 		

PR	-	
65	

training	for	first	
responders/	CM	operations	

In	my	personal	perception,	there	is	a	strong	need	to	standardise	a	
truly	European	approach	in	field	of	training	for	crisis	management	
operations.	Namely	for	such	activities	as	Virtual/	Table-Top-Exercise	
or	with	small	field	component.	Is	should	include	issues	like	using	

Training	and	education	 		
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modern	ICT	for	early	warning	and	data	assessment	for	contingency	
planning.	

PR	-	
66	

training	for	first	
responders/	to	overcome	
heterogeneous	levels	of	
skills	

issue:	heterogeneous	levels	of	education,	training	and	skills	
evaluation	at	the	European	level	 Training	and	education	

From	the	project:		
	to	use	standards	for	risk	analysis	
tools	oriented	to	use	cases.	
Terminology	of	categories	for	cost	is	
also	needed	(information	comes	
from	end-user,	Local	Police	body)	

PR	-	
67	

European	exercises	(incl.	
elements	and	requirements	
and	the	procedures	how	to	
plan,	implement	and	
evaluate	them)	

Cross-border	exercises	have	a	long	history	and	a	common	
understanding	has	been	developed	how	international	exercises	
shall	be	carried	out.	There	are	several	guiding	documents	and	
manuals	for	exercises	and	a	large	volume	of	lessons	learned	
documents	has	been	produced.	ISO	has	published	a	standard	for	
exercises	and	testing.	Nevertheless	there	is	no	common	European	
standard	for	European	exercises	like	those	exercises	which	are	
carried	out	under	the	EU	civil	protection	mechanism.	A	European	
exercise	standard	which	describes	the	elements	and	requirements	
of	large	scale	cross-border	exercises	and	the	procedures	how	to	
plan,	implement	and	evaluate	them	could	facilitate	the	tendering	of	
exercises	as	well	as	exercises	planning,	implementation	and	
evaluation.	

Training	and	education	

In	Austria	it	is	possible	to	have	a	
private	insurance	but	if	something	
happens	those	that	have	insurance	
get	less	from	the	national	
government.	In	Austria	there	is	no	
real	need	for	insurance.	

PR	-	
70	

Communication	with	the	
public	

Standard	messages	for	communication	in	crisis	situation	are	
needed	Psychological	support	is	required;	no	standard	exist,	
especially	for	little	or	medium	crisis	

Community	role	and	
communication	 		

RCV	-	
01	

Standardised	recovery	
actions	

Standardised	recovery	actions	should	be	defined	within	
preparedness	phase	in	order	to	allow	an	“easy”	recovery	 Common	procedures	 		

RCV	-	
02	 Insurance	regulations	

Insurance	regulations	(insurance	standards)	are	needed	to	optimise	
the	public	funding	in	case	of	a	disaster.	If	private	insurances	are	
used	then	the	state	doesn't	have	to	store	money	and	don't	have	to	
reserve	money.	Public	budget	will	be	used	more	effectively	

Legal	/	Social	issues	

e.g.	5lt	of	water	is	ok	in	Asia	but	not	
in	The	Netherlands	for	example.	You	
cannot	use	minimum	standards	
everywhere	

RCV	-	
03	

Interconnection	of	critical	
infrastructure	

In	particular	interoperability	among	different	critical	domain	like	
energy,	transport,	etc.	Should	be	guaranteed	 Common	procedures	 		

RCV	-	
05	

Direct	and	indirect	costs	
evaluation	tool	

A	standard	for	the	evaluation	of	the	direct	and	the	indirect	loses	
from	disaster	is	needed	 Common	procedures	 		
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RCV	-	
06	

Disaster	management	
evaluation	methodology	

Standardised	crisis	management	evaluation	methodology	is	needed	
in	order	to	support	the	lesson	sharing,	to	evaluate	the	good	and	
bad	practices	and	to	learn	from	experience	

Best	Practice	sharing	
from	the	project:	From	Jan-Paul	
Leuteritz,	consortium	member	of	
SAVE	ME	on	data	collection	

RCV	-	
10	

technical	specifications	for	
recycled	construction	
materials	and	there	use	to	
rebuilt	infrastructure	

The	use	of	recycled	debris	in	the	reconstruction	and	rehabilitation	
of	infrastructure	 Common	procedures	 		

RSP	-	
01	 Needs	assessment	process	

A	standard	is	needed	to	support	first	responders	in	univocally	and	
quickly	defining	the	needs	(in	terms	of	population/structural/	first	
needs	and	timelines)	related	to	a	disaster	event	

Common	procedures	 		

RSP	-	
02	

Dependencies	assessment	
supporting	tool	

A	standardised	dependencies	assessment	supporting	tool	is	needed	
in	order	to	have	a	common	and	shared	methodology	to	evaluate	
natural/technological/intentional	disasters	consequences	thus	
facilitating	communication	and	cooperation	among	disaster	
management	actors.	It	could	be	proposed	as	an	open	platform	
dedicated	to	CI	Operators,	Civil	Protection	and	Emergency	
agencies.	

Common	procedures	 From	the	project:	from	ESENET	final	
report	

RSP	-	
07	

Common	equipment	
specifications	

Establishing	at	European	level	the	characteristics	of	different	
equipment	for	a	specific	crisis	means	having	the	same	standard	
specification	for	the	same	equipment	and	that	the	specification	of	
the	equipment	is	recorded	in	the	same	way.	This	will	improve	
significantly	the	international	interoperability.	

Equipment	 		

RSP	-	
12	

Interoperability	across	
languages	

Objectives	difficulties	in	coordinating	people	from	different	
countries	are	due	to	language	exist.	A	technology	that	
automatically	does	the	translation	meaning	that	google	translate	
won't	be	needed	would	mean	that	language	differences	won't	
matter.	This	technology	will	increase	optimisation	and	operational	
planning	

Communication	
equipment	

From	the	project:	
	The	objectives	of	risk	analyses	are	to	
describe	and	to	calculate	risks.	For	
building	structures	the	Eurocode	EN	
1991-1-7	[1]	is	the	only	international	
document	which	deals	with	the	topic	
risk	analyses.	In	the	appendix	B,	
which	is	not	prescriptive,	the	reader	
can	find	general	information	about	
risk	analyses.	But	the	information	is	
not	detailed	enough	to	enable	the	
reader	to	execute	comparable	risk	
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analyses.	In	this	context	comparable	
means	that	the	result	of	a	risk	
analysis	is	independent	of	the	person	
who	executes	it.	This	will	not	be	the	
case	by	applying	EN	1991-1-7	[1].	
This	document	contents	a	quite	
vague	and	general	description	of	risk	
analyses.	Therefore,	the	result	will	
strongly	depend	on	the	knowledge	
and	the	data	base	the	person	who	
executes	the	risk	analysis	has.	
	The	research	team	recommends	to	
the	EU	to	initiate	a	regulatory	
process	regarding	risk	analyses.	This	
guideline	should	start	with	
definitions	of	the	important	terms	
and	should	focus	on	the	description	
of	an	efficient	manner	to	perform	a	
comparable	risk	analysis.	This	risk	
analysis	should	be	prescriptive	for	
certain	buildings,	e.g.	critical	
infrastructures,	and	will	therefore	
improve	the	safety	and	security	of	
your	built	environment.	(source:	
ELASSTIC	D	4.6)	

RSP	-	
13	

IBM	2.0:	Integrated	border	
management	

Integrated	border	management	(IBM	2.0)	and	coordination	of	
different	organisations:	Currently	the	border	management	process	
is	not	working	properly.	Integrated	border	management	fell	apart.	
It	Would	reduce	illegal	migration.	A	standard	should	be	set	up	to	
propose	something	tangible,	balanced	and	well	found	

Common	procedures	 		

RSP	-	
15	

Standardisation	of	
interfaces	

There	is	a	problem	with	communication	aspects	among	First	
responders.	There'	s	the	need	to	promote	data	interoperability	to	
get	the	same	picture	of	the	disaster	(a	common	language)	

Data	sharing	 		

RSP	-	 Volunteers	regulation	 Management	of	volunteers	(coordination,	responsibilities,	 Common	procedures	 All	standards	are	about	optimisation	
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16	 communications,	and	administrative	issues)	from	different	

countries	to	act	rapidly	is	quite	complicated.	There	is	not	a	
standardised	procedure.	

RSP	-	
21	 International	collaboration	

In	order	to	achieve	high	level	international	collaboration,	it	is	
necessary	to	have	the	same	norms	(like	e.g.	INSARAG).	This	norm	
enables	to	work	together	across	countries,	but	also	across	types	of	
services.	

Common	procedures	
From	the	project:	It	is	referred	to	as	
"requirements	standardisation".	
From	ESENET	final	report.	

RSP	-	
23	

Command	and	control	level	
management	

Standards	to	support	the	achievement	of	the	right	level	of	
command	and	control	in	a	certain	crisis	situation	(local,	regional,	
national,)	are	needed.	Also	the	connection	of	political	and	
operational	levels	should	be	eased	(now	it's	too	difficult	e.g.	in	Italy)	

Common	procedures	

The	standardisation	could	support	
the	data	sharing	process	after	a	
catastrophic	event.	Additional	cost	at	
first	but	then	economic	benefits	in	
the	future.	

RSP	-	
25	

Resource	management	
across	organisations	

A	standard	should	be	developed	in	order	to	support	the	resource	
management	across	organisations	 Common	procedures	 		

RSP	-	
28	 Optimised	communication	

Lack	of	communication	in	fragmented	organisation	that	manage	
critical	events.	A	standard	is	needed	to	support	the	communication	
between	different	organisations	responding	to	a	critical	event.	Not	
simple	communication	may	create	bottlenecks	which	may	
dramatically	affect	the	emergency	response	

Data	sharing	 We	need	such	a	model	not	only	in	IT	
but	in	EU	to	improve	collaboration	

RSP	-	
30	

Standardised	situation	
report	

The	organisations	have	different	ways	to	report	critical	situations.	
It's	a	matter	of	data	collection	and	loss	of	time	in	the	data	
homogenization	process:	both	goals	(improved	reporting	and	
optimized	data	collection),	as	well	as	further	possibilities	to	
compare	reports	(benchmarking,	also	internationally),		can	be	
achieved	better	if	common	resilience	indicators,	possibly	agreed	on	
a	longer,	international	scale	are	achieved	and	included	into	the	
"situation	reporting".	Apart	from	the	standardization	of	indicators	
included	in	the	reports	(cf.	the	international	GRI	system	-	Global	
Reporting	Index,	www.globalreporting.org)	also	the	methodology	
for	their	definition	and	reporting	should	be	standardized.	

Data	sharing	

from	the	project:	Requirements	are	
identified	in	an	end-user	workshop	
(led	by	THW;	in	Berlin,	2014):	
RECONASS	deliverable	D1.2	

RSP	-	
31	 Humanitarian	assistance	

Standards	for	humanitarian	assistance	for	accommodations	in	
shelters	are	missing.	Standards	to	evaluate	the	real	needs	from	the	
people	

Legal	/	Social	issues	 		

RSP	-	 Data	and	information	 Standards	to	communicate	during	the	crisis	and	after	the	crisis	are	 Data	sharing	 E.g.,	when	you	have	to	evacuate	
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32	 exchange	 urgently	needed.	Standard	templates	to	gather	information	and	to	

share	the	information	(radio	frequencies,	standard	channels	of	
communication).	Standards	KPI	are	needed	also	to	communicate	
the	seriousness	of	the	crisis.	Short	message	understandable	from	
every	one	(both	citizens	and	end-users)	

people	…	where	to	go,	where	will	
they	go,	which	(voluntary	
organisations	help	in	this).	

RSP	-	
33	

communication	
interoperability	between	
command	and	control	
(C&C)	systems/	terminology	

Reinforce	communication	interoperability	between	command	and	
control	(C&C)	systems.	Communication	interoperability	could	be	
improved	by	a	better	definition	of	needs	and	the	use	of	minimum	
common	terms/formats,	information	objects	and	minimum	set	of	
requirements.	

Communication	
equipment	 		

RSP	-	
35	

technologies	used	for	
Public	Protection	and	
Disaster	Relief	(PPDR)	
communications	

The	European	Council	has	been	stressing	the	need	for	
interoperability	among	technologies	used	for	Public	Protection	and	
Disaster	Relief	(PPDR)	communications	across	Europe	for	a	long	
time.	Nevertheless,	while	the	introduction	of	TETRA	and	TETRAPOL	
technologies	in	the	last	two	decades	has	increased	the	possibility	to	
talk	cross	agency	internally	in	a	country,	cross	border	
communication	for	the	public	safety	forces	is	not	well	solved	as	of	
today.	

Communication	
equipment	 		

RSP	-	
38	

(cross-border)	
communication	systems	-	
to	support	the	shift	from	
Public	Switched	Telephone	
Network	(PSTN)	to	next	
generation	All-IP	networks	
+	extension	to	other	
communication	standards	

The	PEACE	project	will	investigate	the	provisioning	of	day-to-day	
emergency	communication	in	next	generation	All-IP	networks.	Due	
to	the	different	structure	of	IP	and	PSTN	networks	it	is	not	possible	
to	simply	reuse	current	standards	and	solutions	for	realizing	such	
communication	in	IP	networks.	This	involves	location	management	
and	identification	solutions	as	well	as	providing	reliable	VoIP	service	
infrastructure.	To	be	able	to	support	emergency	services	over	an	
all-IP	infrastructure	further	work	is	required	in	the	area	of	highly	
reliable	IP.	

Communication	
equipment	 		

RSP	-	
41	

semantic	interpretation	of	
the	exchanged	data	 semantic	interpretation	of	the	exchanged	data	 Common	terminology	 		

RSP	-	
42	 command	practices	

EU	PC	Mechanism	aims	to	organize	a	coordination	based	on	a	
modular	approach	of	emergency	response	in	the	Union.	
		
	Nowadays,	a	real	Incident	command	system,	operable	at	top	level	
(interagency	and	for	cross	border	incidents),	could	give	an	

Common	procedures	 		
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harmonization	of	command	practices,	in	order	to	have	a	better	
interoperability	in	case	of	major	incidents;	and	on	another	hand	
being	fully	connectable	to	others	command	systems	in	the	word,	e.	
g.	US	IC	system	and	UN	practices	(closed	to	previous	one).	
		
	I	have	some	works	on	this	topic.	

RSP	-	
47	

Equipment	for	in-hospital	
and	out-of-hospital	
emergency	services	

Minimum	standards	Equipment	for	in-hospital	and	out-of-hospital	
emergency	services	
	From	WHO	(Regional	office	in	Europe):	inadequacies	at	Emergency	
Medical	Services	in	Europe	due	to	a	lack	of	standardisation;	
minimal	standards	are	required.	

Equipment	
From	the	project:	Implementation	of	
common	standards	is	required.	From	
ESENET	final	report.	

RSP	-	
48	

inter-connectivity	between	
dispatch	centers	

Minimum	standards	for	inter-connectivity	between	dispatch	
centers	across	borders	
	From	WHO	(Regional	office	in	Europe):	inadequacies	at	Emergency	
Medical	Services	in	Europe	due	to	a	lack	of	standardisation;	
minimal	standards	are	required.	

Data	sharing	 		

RSP	-	
50	

patient-management	in	
mass	casualty	incidents	

Standards	on	patient-management	in	mass	casualty	incidents	(e.g.	
minimal	data-set	for	patient-management	in	mass	casualty	
incidents,	management	of	data	of	affected	persons	in	mass	
casualties,	which	shall	duly	take	into	account	privacy	issues	and	
personal	data	equipment)	to	close	the	gap	in	international	pre-
hospital	patient-management	with	differing	national	standards.	

Common	procedures	 		

RSP	-	
53	

deepening	the	issues	of		
	a)	organization	of	shelter	
supplies	
	b)	development	of	a	safe	
return	plan		
	in	ISO	22315	

The	organization	of	shelter	supplies	as	well	as	the	development	of	a	
safe	return	plan	has	been	described	in	ISO	22315	"Societal	security	
—	Mass	evacuation	—	Guidelines	for	planning"	briefly.	A	following	
Standard	deepening	these	issues	could	be	helpful.	

Common	procedures	 		

RSP	-	
56	

information	that	is	needed	
regarding	the	geo-location	
of	an	individual,	a	post,	or	a	
tweet	

Development	of	standards	on	information	needed	regarding	the	
geo-location	of	an	individual,	a	post,	or	a	tweet	(e.g.,	how	the	
location	is	represented,	location	of	topic	versus	location	of	
individual,	how	to	manage	retweets)	(p.236)	

Data	sharing	 		

RSP	-	
57	

interfaces	for	
communication	and	data	

Standardized	interfaces	for	communication	and	data	exchange	with	
actual	common	data	exchange	platforms	such	as	GDACS	and	

Data	sharing	 		
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exchange	with	actual	
common	data	exchange	
platforms	

VirtualOSOCC	

RSP	-	
59	

TETRA-	and	TETRAPOL-
terminals	(hand-held	and	
mobile)	

"TETRA-	and	TETRAPOL-terminals	(hand-held	and	mobile)	are	not	
interoperable	(cross-border).	An	Inter	System	Interface	(ISI)	is	still	
missing	even	when	the	same	technology	solution	is	used	in	
neighbour	countries.	There	are	some	projects	dealing	with	the	
interoperability	of	TETRA	and	TETRAPOL	trying	to	solve	these	
issues.	It	is	discussed	whether	Gateways	or	Inter	System	Interfaces	
(ISI)	will	be	the	most	cost-effective	solution.	Standardisation	on	EC	
level	is	required	to	define	various	interoperable	levels	of	talk-
groups	based	on	the	results	of	ongoing	projects,	e.g.	the	
Norwegian-Swedish	ISI	project"	

Communication	
equipment	

from	the	project:	from	ESENET	final	
report	

RSP	-	
61	

definition	and	
implementation	of	video	
streams	

"Technology-wise,	video	streams	require	the	definition	and	
implementation	of	common	standards	in	all	Member	States,	
because	the	service	should	be	carrier	and	device-independent."	

Data	sharing	
from	the	project:	Information	
provided	by	Royal	Military	Academy	
of	Belgium	

RSP	-	
64	

Definition	of	user	interfaces	
(e.g.	graphical	functions,	
icons,	colours	etc.)	

"The	European	Commission	should	launch	Research	and	
Development	projects	aimed	at	defining	user	interfaces	(e.g.	
graphical	functions,	icons,	colours	etc.)	standardised	across	
member	states	and	regions,	thus	improving	the	understanding	of	
the	emergency	situations.	The	example	of	the	current	geographic	
information	system	used	by	border	control	(EUROSUR)	and	its	
evaluation	could	lead	to	the	next	steps.	This	must	be	accompanied	
with	the	definition	of	common	cartographic	projections,	descriptive	
tags	and	icons,	labelling,	others.	Moreover,	since	many	different	
proprietary	systems	exist,	the	sharing	of	information	requires	the	
definition	of	data	models."	

Data	sharing	 		

RSP	-	
65	

(Ontology	acquisition	for)	
Social	media	information	

Improve	standardisation	in	Ontology	acquisition	for	Social	media	
information	 Data	sharing	 There's	a	bottleneck	here	

RSP	-	
68	

Emergency	call	line	
responses	

Emergency	call	line	standards/guidelines	which	tell	staff	how	to	
react	when	several/more	people	call	in	with	the	same	symptoms	 Common	procedures	 also	Basic	standard	

RSP	-	
69	

approaches	to	measure	
residual	risks	of	secondary	
exposure	

Lack	of	general	knowledge	regarding	available	methodology	and	
lack	of	standardised	approaches	to	measure	residual	risks	of	
secondary	exposure	and	to	set	allowable	levels	of	contamination...	

Common	procedures	 		
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“Best	practice”	should	be	set	as	benchmark	for	assessment	for	
secondary	exposure	and	allowable	contamination	levels	

RSP	-	
74	

(GIS)	standards	for	use	in	
buildings	and	underground	
systems	

Geo-localization	(GIS)	standards	for	use	in	buildings	and	
underground	systems	to	facilitate	First	Responders	intervention.	It	
concerns	two	standards	(how	to	implement	technology,	such	as	the	
use	of	radio	wireless	communication	protocols,	and	how	to	acquire	
the	geo-localization	information).	

Data	sharing	

from	participant	of	the	qu.:	While	all	
countries	have	their	own	internal	
working	arrangements	or	procedures	
when	a	major	incident	occurs	totally	
within	their	own	jurisdiction,	a	
standard	protocol	or	template	should	
be	developed	and	implemented	to	
assist	emergency	services	to	
collaborate	and	cooperate	together	
across	international	boundaries	
when	a	request	for	assistance	is	
activated	through	the	Civil	Protection	
Mechanism	

RSP	-	
75	

big	data	and	geo	data	(used	
in	cc)	

How	can	we	support	the	incident	command	through	"big	data"	and	
geo	data?	 Data	sharing	 		

RSP	-	
78	

a)	CBRN-E	training	for	law	
enforcement	first	
responders	
	b)	CBRN-E	related	
terminology	

In	my	opinion	CBRN-E	training	for	law	enforcement	first	responders	
should	be	harmonized	on	EU	level.	LEA's	of	the	member	states	have	
different	levels	of	training	and	the	response	procedures	are	not	
consistent	either.	That	makes	cross-border	cooperation	on	CBRN-E	
challenging.	A	lexicon	on	CBRN-E	related	definitions	would	also	be	
required	to	facilitate	communication	between	law	enforcement,	
scientific	support	and	legislative	authorities.	

Training	and	education	 		

RSP	-	
80	

Methodology	for	sourcing	
information	(social	media,	
tweets,	crowd	source	
information)	

Methodology	for	sourcing	information	(social	media,	tweets,	crowd	
source	information)	to	assess	impact	of	wide	scale	disaster	and	
identify	public	needs.	

Common	procedures	 		

RSP	-	
82	

acquiring	digital	
information	from	
victims/public	and	sending	
it	to	the	whole	command	&	
control	system	

Standardize	the	way	of	acquiring	digital	information	from	
victims/public	and	sending	it	to	the	whole	command	&	control	
system	(it	may	include	developing	a	common	‘victim	ticket’,	to	be	
filled	in	by	victims	using	smart	phone	emergency	applications).	

Common	procedures	 		

RSP	-	 information	filtering	&	 Improve	decision	support	system	and	situation	awareness	by	 Common	procedures	 		
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83	 delivery	for	top	level	

organizations	
information	filtering	&	delivery	for	top	level	organizations	

RSP	-	
84	

Use	of	unmanned	aerial	
systems	and	their	data	
collection	

Use	of	unmanned	aerial	systems	for	supporting	situational	
awareness	operations.	Standardised	data	collection	from	these	new	
tools	would	enable	sharing	of	the	collected	data	across	crisis	
managers.	

Equipment	 		

RSP	-	
86	

(Develop	a	common	
language	for	warning	(alert	
and	notification):)	
	b)	communication	protocol	
that	allows	lightweight	
transmission	of	alert	
messages	and	supports	
light	encoding	of	the	alert	
libraries	

Develop	a	common	language	for	warning	(alert	and	notification):	
	b.	Develop	a	communication	protocol	that	allows	lightweight	
transmission	of	alert	messages	and	supports	light	encoding	of	the	
alert	libraries;	with	possible	use	of	wireless	media	(suggest	more	
specific	use	of	the	Common	Alerting	Protocol	(CAP),	based	on	alert	
libraries,	to	allow	interoperability).	

Community	role	and	
communication	 		

RSP	-	
89	

providing	dynamic	
information	during	an	
emergency	

Standardization	for	providing	dynamic	information	during	an	
emergency	(i.e.	
	evacuation	information	in	real	time,	location,	infrastructure	
availability,	exit	routes	availability).	

Community	role	and	
communication	

From	the	project:	May	be	regarded	
as	a	requirement	standard.	From	
ESENET	final	report.	

RSP	-	
90	

solutions	to	respond	
properly	to	the	social	
media	community	

Public	authorities	are	dependent	on	industry	and	SME’s	to	build	
solutions	to	respond	properly	to	the	social	media	community.		
	There	is	a	need	for	new	ways	to	obtain	and	analyze	(social	media)	
data,	but	the	European	market	is	extremely	fragmented.		
	There	is	no	one	single	app	in	the	EU	that	informs	all	citizens	about	
potential	ongoing	crisis.	

Common	procedures	 		

RSP	-	
91	

messaging	to	assist	digital	
volunteers	 Need	for	standard	messaging	to	assist	digital	volunteers	(p.120)	 Community	role	and	

communication	 		
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RSP	-	
94	

(Develop	a	common	
language	for	warning	(alert	
and	notification):)	
	a)	alert	libraries	(going	
beyond	ISO/DIS	22324	on	
colour	coded	alert	and	
ISO/DIS	22322	on	public	
	warning	systems).	

Develop	a	common	language	for	warning	(alert	and	notification):	
	a.	Develop	alert	libraries	that	are	applicable	in	all	European	
countries	(going	beyond	ISO/DIS	22324	on	colour	coded	alert	and	
ISO/DIS	22322	on	public	
	warning	systems).	

Community	role	and	
communication	

		

RSP	-	
97	

Public	warning	for	citizens	 Multilingual	standardised	Public	warning	for	citizens	 Community	role	and	
communication	

from	the	project:	Not	sure	whether	a	
EU	standard	could	solve	this	issue,	
or,	whether	it	would	be	some	sort	of	
support	system	which	could	connect	
the	various	applications	in	order	to	
enable	to	compare/share	lessons	
learned.	
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Annex	3	 SWOT	Analysis	

	

ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

MT	-
02	

Socio-
technical	
gap		

Socio-
technical	
gap	
between	
research	
and	real	
operational	
environmen
t	

A	standard	is	needed	to	solve	Socio-technical	issues	to	
implement	R&D	projects	(ie.	FRONTEX)	Border	control	
in	migration	crisis.	Applicability	and	feasibility	of	the	
proposed	solution	(as	result	of	R&D	project)	in	real-
world	scenarios	is	low.	There	is	a	gap	between	research	
and	real	operational	environment.	

Legal	/	Social	
issues	

Improved	sharing	of	
information	within	a	
country	and	across	
Europe	between	
research	and	actual	
use/implementation.	
Possibility	of	
improvement	on-site	
and	direct	migration	of	
results	

huge	variety	of	
topics,	potential	
lack	of	interest	on	
operation	side	

development	of	a	
framework	to	
develop	and	enhance	
interoperability	and	
cooperation	EU-wide	
	
improved	response	
times	and	efficiency	
in	case	of	emergency	

Difficult	to	
standardise	the	
process.	It	should	
be	supported	by	
EC	/	project	
evaluators	

MT	-
08	/	
MT	-
10		

Best	
practice	
sharing	

debriefing	
processes	
after	
operations,	
also	to	
optimize	
lessons	
learned;	
how	to	
process	
lessons	

Debrief	
	Plan	debrief	procedures	beforehand	
	One	should	have	a	standardized	debrief	plan	before	
the	event	occurs.	Several	experts	noted	that	debriefs	
after	an	operation	is	often	lacking.	This	must	be	
conducted	more	systematically	in	order	to	improve	the	
implementation	of	lessons	learned.	After	a	crisis	one	
should	revise	the	risk	analysis;	In	the	context	of	fire	
related	emergency,	a	stakeholder	says	"A	lesson	
learned	becomes	so	after	that	a	relevant	number	of	
people	certified	the	importance	of	the	arguments.	I	

Best	Practice	
sharing	

shared	approach	to	
manage	and	exchange	
information	
	
improved	cooperation	
and	interoperability	
	
reduction	of	
intervention	time	by	
first	responders	
ensuring	training	and	

lack	of	a	reference	
methodology	/	
definition	
concerning	CM	
scenarios	

development	of	a	
framework	allowing	
to	improve	resilience	
and	preparedness	in	
case	of	crisis	

development,	
deployment	and	
maintenance	
costs	
setup	times	and	
costs	for	the	
experimental	
setup	
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ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

learned,	
incl.	uptake	
from	
further	
organisatio
ns	

think	that	after	this	step	it	is	necessary	to	standardize	
the	lessons	learned	so	that	a	large	numbers	of	
organizations	can	use	it,	and	secondly	it	is	necessary	to	
inform	all	the	stakeholders	involved	in	the	same	
process”	

preparedness	level	to	
respond	to	crisis	
	
comparability	of	Crisis	
Management	solutions	
	
ensuring	
interoperability	and	
homogeneity	at	EU	
level	

MT	-
14	

Risk	
assessment	

risk	
assessment	
approach	
for	CI	

Standard	risk	assessment	approach	for	cross-border	
strategic	infrastructures.	In	the	"resilience	context",	
acc.	To	the	results	of	the	newest	research	in	the	DRS	
project	this	world	correspond	to	the	phase	1	of	the	
resilience	cycle	("understand	risks"	-	see	e.g.	
http://www.smartresilience.eu-
vri.eu/sites/default/files/publications/SmartResD1.2.pd
f)	and	would	primarily	concern	the	poorly	known	or	
even	unknown	threats	("emerging	risk")	exposing	the	
CI	to	the	new	type	of	risks	-	for	which	the	CI	can,	in	the	
worst	case,	be	poorly	prepared	or	even	unprepared.	
The	process	of	acquiring	and	evaluation	of	data,	as	well	
as	the	process	of	risk	"maturation",		should	be	
standardized	respecting	the	boundary	condition	
resulting	from	approaches	in	ISO	standards	such	
31000,31010,	etc...	

Common	
procedures	

comparability	of	cross	
border	/	cross	
stakeholders	evaluation	
	
equalize	and	
standardise	the	
evaluation	process	

unable	to	shape	
the	cost	model	to	
take	into	account	
all	the	possible	
costs	
	
unable	to	meet	
every	
stakeholders'	
expectations	in	
terms	of	
modelling	

The	cost	model	could	
be	defined	as	part	of	
the	risk	assessment	
methodology	in	ISO	
standards.	
	
Similar	to	the	
approach	followed	
for	the	controls	in	
ISO27k,	cost	factors	
could	be	detailed	in	
an	appendix.		

Definition	of	the	
rationale	behind	
the	costs	
quantification,	
especially	indirect	
ones.	

MT	-
15	

Cross-
border	
infrastructu
re	

a)	a	
standard	
EU	
procedure	
for	
engaging	
with	

At	present,	Critical	National	Infrastructure	(CNI)	
protection	varies	significantly	across	CNI	sectors	as	well	
as	across	EU	nations.	While	there	are	already	some	EU	
directives	in	place	which	ensure	standardisation	across	
some	CNI	(though	often	more	in	the	safety	than	
security	space,	e.g.	The	Seveso	Directive),	more	could	
be	done	to	understand,	share	or	even	standardise	the	

Common	
procedures	

Unique	communication	
strategy	EU-wide	/	
stakeholder	wide.	
	
Ease	of	reception	and	
understanding	on	the	
user	side.	

rebuild	
specifications	
have	to	cope	with	
the	interaction	
with	other	
infrastructures	
that	are	not	to	be	

Different	de-facto	
standard	from	
proprietary	and	
open-source	solution	
exists	for	models	and	
simulations	
	

Potential	legal	
aspects	regarding	
the	compliance	
with	the	
preparedness	
phase.	
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ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

member	
states	
about	
cross-
border	CI,	
as	well	as		
	b)	a	
process	for	
managing	
these	
identified	CI	

way	in	which	EU	nations	manage	CNI	security,	
particularly	in	relation	to	those	sectors	where	the	loss	
of	an	asset	will	have	an	impact	across	national	
boundaries.	Equally,	there	will	be	some	assets	in	some	
EU	states	which	are	relied	upon	by	other	states	for	day	
to	day	critical	activity.	It	may	therefore	be	helpful	to	
have	a	standard	EU	procedure	for	engaging	with	
member	states	about	cross-border	CNI,	as	well	as	a	
process	for	managing	these	assets	once	they	have	been	
identified.	I	know	there	is	also	already	a	process	in	
place	to	protect	EU	CNI,	such	as	the	Galileo	
programme,	so	it	may	be	helpful	to	share	the	standards	
relating	to	this	more	widely,	though	I	think	a	number	of	
member	states	have	stronger	controls	in	place	for	
some	of	their	key	assets.	

rebuilt	and	that	
are	based	on	old	
specifications,	
making	difficult	to	
achieve	the	
maximum	
performance	
without	acting	
also	on	these	
other	
infrastructures		
other	than	
models,	also	
simulations	
software’s	have	to	
be	standardised	
for	
interoperability	

Open	distributed	pan-
European	Platform	
for	serious	gaming	
(DR157)	

Review	of	the	
current	existing	
certifications.	
	
Difficulty	in	
defining	a	
satisfying	
approach	to	data	
management,	
encompassing	all	
the	countries	
regulation.	

MT	-
21	

Cyberattack	 Cyberattack	
vulnerabilit
y	metrics	

Cyberattack	vulnerability	metrics	are	not	defined	as	
standard	

Common	
procedures	

"build	back	better"	will	
improve	the	resilience	
to	similar	events	
	
if	addressed	during	the		
new	specification,	
technical	specification	
improvements	could	
lead	to	better	
infrastructure	
performance	in	
addition	to	improving	
the	resilience	

rebuild	
specifications	
have	to	cope	with	
the	interaction	
with	other	
infrastructures	
that	are	not	to	be	
rebuilt	and	that	
are	based	on	old	
specifications,	
making	difficult	to	
achieve	the	
maximum	
performance	
without	acting	
also	on	these	

Existing	national	
standard	
	
methodology	for	the	
development	of	the	
European	Resilience	
Management	
Guidelines	in	Urban	
Transport	sector	
(DR86)	
	
resilience	of	built	
infrastructure	against	
a	terrorist	threat	
(DR152)	

Different	legal	
frameworks	to	
comply	that	
maybe	be	in	
contrast	with	the	
new	
specifications	
	
New	
specifications	
implies	additional	
design	work,	new	
knowledge	to	
acquire,	longer	
time	to	restore,	
and	more	costs,	
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ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

other	
infrastructures		

in	a	context	that	
probably	pose	
pressure	on	time	
and	cost	

PR	-	
01	

Casualties	
registration	

Common	
and	
standardise
d	template	
for	
casualties’	
registration	

A	standard	methodology	to	register	casualties	during	
mass	casualty	incidents	is	needed.	Currently,	each	
country	and	each	organisation	has	its	own	procedure	
to	register	casualties	(collected	data,	data	format,	type	
of	database	-paper/computer-	etc.).	Such	approach	
complicates	cooperation	and	makes	it	less	effective.	

Data	sharing	 coherent	approach	
across	organisations	of	
the	same	type	

require	also	a	
common	standard	
on	management	
approach	
internally	the	
same	
organisations	
called	to	
collaborate	

Guidelines	and	tools	
for	emergency	health	
services	in	major	
incidents.	(DR56)	
	
Cross-border	
interoperability	and	a	
common	information	
space	(DR100)	

Unwilling	to	
share	resources	
and	related	
information	
	
Legal	issues	if	a	
key	resources	is	
shared	with	
another	
organization	

PR	-	
03	

Standard	
exercises	
evaluation	

Standard	
exercises	
evaluation	

Currently,	trainings	are	regularly	executed	by	first	
responders	but	there’s	a	relevant	lack	of	evaluation	
methods	that	clearly	state	the	success	and	failure	rates	
of	their	exercises.	

Training	and	
education	

definition	of	a	common	
formats	to	be	used	for	
geo	location	data	
	
definition	of	a	common	
format	for	the	
exchange	of	big	data	
	
improvement	of	
interoperability	and	
interconnection	among	
systems	

Lack	of	a	
definition	and	
schema	to	identify	
big	data.	
	
Unstructured	
information	
difficult	to	group.	

development	of	a	
framework	allowing	
an	improvement	of	
interoperability	
among	
countries/organisatio
n	
	
development	of	a	
framework	to	allow	
faster	response	to	
crisis	and	improve	
their	management	

likelihood	to	
maintain	the	
methodology	on	
paper	only	

PR	-	
10	

Definitions	
for		disaster	
manageme
nt		

Common	
terminolog
y	including	
terms	and	
definitions	
for	all	

These	terms	should	be	discussed	and	an	agreement	
should	be	found	(e.g.,	what	is	resilience,	on	different	
services).	There's	the	real	need	to	make	sure	to	avoid	
misunderstanding	and	have	a	common	meaning.	The	
focus	might	be	on	different	groups	(e.g.,	stakeholders).	
The	issues	is	that	the	same	topic	could	be	addressed	

Common	
terminology	

lowering	coordination	
times	
	
reduction	of	
misunderstandings	

A	shared	
vocabulary	is	
needed	as	first	
step.	
	
Languages	to	be	

n/a	-	no	opportunities	
have	been	identified	

Difficulty	in	the	
implementation	
of	a	seamless	
translator.	
	
Development	
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ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

disaster	
manageme
nt	phases	

differently	in	different	countries.	De	facto	standards	
could	be	also	used.	The	current	situation	would	
optimise	in	terms	of	losing	less	time	and	less	victims.	
CBRNE	standardisation	project	on	CBRNE	terminology	
constitute	examples.	The	result	of	this	process	would	
be	that	every	incident	commander	would	speak	the	
same	language	

implemented	
	
inability	to	keep	
up	with	language	
development	

costs.	
	
Potential	
royalties/fees	to	
use	the	system.	

PR	-	
24	

Information	
sharing	

Standardise
d	data	and	
information	
sharing	

During	a	crisis	data	come	from	different	types	of	media	
(radio	data,	meteo	data,	satellite	data,	…).	Need	to	
receive	data	in	a	standardised	way	(standard	protocol)	
to	enable	to	use	them	in	decision	support	systems	

Data	sharing	 prompt	identification	of	
flooding	risks	allowing	a	
better	
preparedness/response	
	
data	exchange	at	EU	
level	to	build	statistics	
and	ease	the	risk	
assessment	and	
emergency	
management	processes	

lack	of	a	common	
model	EU-wide	
	
parameters	to	be	
shared	

development	of	a	
framework	to	
improve	emergency	
management	
capabilities	and	
emergency	response	

responsibility/ow
nership	of	the	
database	
	
development,	
deployment	and	
maintenance	
costs	

PR	-	
49	

NG112	
implementa
tion	

Next	
Generation	
112	
(NG112)	
implementa
tion	

"The	EC	should,	at	earliest	opportunity,	mandate	the	
Standardisation	Development	Organisations	to	provide	
an	approved	standard	for	NG112	implementation."	

Common	
procedures	

exploitation	of	available	
technologies	
	
improvement	of	
communication	
efficiency	

n/a	 Definition	of	a	
common	
telecommunication	
infrastructure	to	be	
used	for	emergency	
services	and	first	
responders	with	the	
aim	to	improve	
interoperability	and	
efficiency	EU-Wide.	

deployment	costs	
wherever	not	
available	

PR	-	
50	

CBRN	
symbology	

CBRN	
symbology	

Common	CBRN	symbology	standard	needed.	PRACTICE	
points	on	the	iconography	and	the	possibility	to	
establish	a	common	approach	in	designing	codes	and	
symbols	easy	to	understand	by	both	security	specialists	
and	by	the	public.	Despite	the	challenges	to	carry	out	

Common	
terminology	

system	interoperability,	
information	sharing,	
communication,	risk	
assessment	and	
situation	awareness	are	

the	required	level	
of	detail	and	the	
expected	number	
of	classified	
concepts	lead	to	a	

Many	different	
taxonomies	and	
standards	could	be	
linked	together	in	a	
common	wide	

Different	valid	
taxonomies	for	
different	context	
are	already	used	
by	different	
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ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

such	exercise,	more	needs	to	be	done	to	easily	
communicate	during	crisis.	Several	research	initiatives	
are	taking	place	to	harmonize	the	symbols:	INDIGO-	FP	
7	research	project	D-BOX	and	IFREACT.	Apart	from	
those,	NATO,	UN	agencies	developed	some	guidance	
documents	on	this	topic.	Standardization	might	be	the	
platform	for	coordination	among	these	initiatives,	
towards	
	the	development	and	adoption	of	common	symbols	
adapted	to	different	categories	of	public	and	to	
security	specialists.	(Source:	PRACTICE	D9-9)	

some	of	the	areas	that	
will	improve	with	the	
adoption	of	a	common	
well	defined,	wide	and	
depth	covering	
taxonomy	

very	complex	
taxonomy,	hard	to	
define,	maintain,	
learn	and	use	

adoptable	standard	
taxonomy	

organisations.	
The	adoption	of	a	
new	standard	will	
be	difficult	at	
international	
level	

PR	-	
63	

First	
responders	

a)	
certification	
systems	for	
training	in	
crisis	
manageme
nt	
(generally)	
and	
protection	
against	
CBRN	
(specifically
)	
	b)	
categorisati
on/levels	of	
preparedne
ss	

There	is	an	absence	of	common	certification	systems	
for	training	in	crisis	management	(generally)	and	
protection	against	CBRN	(specifically).	Beside	this,	
there	is	no	mechanism	of	mutual	recognition	of	
certificates	across	the	EU	countries.	As	a	first	step,	to	
overcome	this	gap,	Standards	for	different	level	of	
preparedness	should	be	developed.	

Training	and	
education	

Outlining	a	specific	
training	procedure	
would	simplify	the	
preparation	of	training	
sessions	and,	at	the	
same	time,	allowing	
training	operators	
homogeneously.	It	
would	ensure	that	first-
responders	have	the	
same	
qualification/knowledge	

Flattening	of	
competition	in	the	
market.	
	
Definition	of	a	
"cortication"	
schema	to	
validate	training	
courses	

methods	and	
technologies	for		
improved	
preparedness	and	
capability	to	handle	
CBRN	incidents	
(e.g.	improved	
detection	methods,	
analysis	tools,	
decontamination	
equipment	and	
medical	procedures)	

certification	costs	
	
lack	of	specific	
regulations	
	
lack	of	law	
support	

RCV	-	
06	

Disaster	
evaluation	
methodolo

Disaster	
manageme
nt	

Standardised	crisis	management	evaluation	
methodology	is	needed	in	order	to	support	the	lesson	
sharing,	to	evaluate	the	good	and	bad	practices	and	to	

Best	Practice	
sharing	

shared	approach	to	
manage	and	exchange	
information	

different	
regulations	and	
approaches,	

development	of	a	
framework	to	
develop	and	enhance	

development,	
deployment	and	
maintenance	
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ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

gy	 evaluation	
methodolo
gy	

learn	from	experience	 	
improved	cooperation	
and	interoperability	
	
reduction	of	
intervention	time	by	
first	responders	

across	EU	 interoperability	and	
cooperation	EU-wide	
	
improved	response	
times	and	efficiency	
in	case	of	emergency	

costs	

RSP	-	
02	

Dependenci
es	
assessment	
tool	

Dependenci
es	
assessment	
supporting	
tool	

A	standardised	dependencies	assessment	supporting	
tool	is	needed	in	order	to	have	a	common	and	shared	
methodology	to	evaluate	
natural/technological/intentional	disasters	
consequences	thus	facilitating	communication	and	
cooperation	among	disaster	management	actors.	It	
could	be	proposed	as	an	open	platform	dedicated	to	CI	
Operators,	Civil	Protection	and	Emergency	agencies.	

Common	
procedures	

user	interaction	and	
interface	standards	lead	
to	a	better	
interoperability,	
common	training	and	
certifications	to	
systems	use	and	vendor	
independence	by	end-
users	

The	
representation	of	
object	and	
concepts	has	to	
deal	with	existing	
systems	and	to	
cultural	difference	
among	different	
MS	

Military	standards	
exist,	covering	
specific	objects	and	
concepts,	that	could	
be	used	as	starting	
point	on	graphical	
representation	

cost	and	time	to	
adhere	a	new	
standard,	in	
particular	to	
update	quality	
and	quantity	of	
base	maps	
	
resistance	to	
change	to	well	
know	existing	
systems	
interfaces	

RSP	-	
07	

Equipment	
specificatio
ns	

Common	
equipment	
specificatio
ns	

Establishing	at	European	level	the	characteristics	of	
different	equipment	for	a	specific	crisis	means	having	
the	same	standard	specification	for	the	same	
equipment	and	that	the	specification	of	the	equipment	
is	recorded	in	the	same	way.	This	will	improve	
significantly	the	international	interoperability.	

Equipment	 standard	look	and	feel	
in	the	applications	
implementing	geo-
location	features	
	
improved	
interoperability	among	
services	and	systems	
	
ease	of	use	by	means	of	
the	user	

wide	landscape	of	
applications	using	
geo-location	
	
narrow	
applications	using	
tweets	or	posts	
	
no	strategy	on	
how	to	make	the	
best	out	of	
posts/tweets	
concerning	crisis	

development	of	a	
framework	allowing	
interoperability	
among	systems	and	
across	countries	
	
development	of	a	
framework	allowing	a	
better	crisis	
management/event	
response	

development	
costs	to	adhere	
to	the	standard	
	
perception	of	
need	from	
organisations	
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ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

detection/manage
ment	

RSP	-	
30	

Standardise
d	situation	
report	

Standardise
d	situation	
report	

The	organisations	have	different	ways	to	report	critical	
situations.	It's	a	matter	of	data	collection	and	loss	of	
time	in	the	data	homogenization	process:	both	goals	
(improved	reporting	and	optimized	data	collection),	as	
well	as	further	possibilities	to	compare	reports	
(benchmarking,	also	internationally),		can	be	achieved	
better	if	common	resilience	indicators,	possibly	agreed	
on	a	longer,	international	scale	are	achieved	and	
included	into	the	"situation	reporting".	Apart	from	the	
standardization	of	indicators	included	in	the	reports	(cf.	
the	international	GRI	system	-	Global	Reporting	Index,	
www.globalreporting.org)	also	the	methodology	for	
their	definition	and	reporting	should	be	standardized.	

Data	sharing	 exploitation	of	
knowledge	
	
improved	cooperation	
across	organisations	
dealing	with	research	
and	development	
	
improvement	of	
competitiveness	at	EU	
level	

Difficult	to	
standardise	the	
process.	It	should	
be	supported	by	
EC	/	project	
evaluators	

development	of	a	
framework	to	
improve	the	
interoperability	of	
organisation	across	
countries	and	to	
improve	data	sharing	

wide	variety	of	
projects,	results	
and	application	
domains	that	
could	require	
deep	
investigation	and	
could	come	up	
with	a	standard	
difficult	to	follow	
or	to	be	applied	

RSP	-	
47	

Equipment	
hospital	
emergency	

Equipment	
for	in-
hospital	
and	out-of-
hospital	
emergency	
services	

Minimum	standards	Equipment	for	in-hospital	and	out-
of-hospital	emergency	services	
	From	WHO	(Regional	office	in	Europe):	inadequacies	at	
Emergency	Medical	Services	in	Europe	due	to	a	lack	of	
standardisation;	minimal	standards	are	required.	

Equipment	 n/a	-	standards	
concerning	codecs	and	
transform	for	video	
streaming	already	exists	
(e.g.	H26x)	

n/a	-	standards	
concerning	codecs	
and	transform	for	
video	streaming	
already	exists	(e.g.	
H26x)	

n/a	-	standards	
concerning	codecs	
and	transform	for	
video	streaming	
already	exists	(e.g.	
H26x)	

n/a	-	standards	
concerning	
codecs	and	
transform	for	
video	streaming	
already	exists	
(e.g.	H26x)	

RSP	-	
53	

Organisatio
n	shelter	
supplies	

deepening	
the	issues	
of		
	a)	
organizatio
n	of	shelter	
supplies	
	b)	
developme
nt	of	a	safe	
return	plan		

The	organization	of	shelter	supplies	as	well	as	the	
development	of	a	safe	return	plan	has	been	described	
in	ISO	22315	"Societal	security	—	Mass	evacuation	—	
Guidelines	for	planning"	briefly.	A	following	Standard	
deepening	these	issues	could	be	helpful.	

Common	
procedures	

improved	
interoperability	
	
improved	
understanding	across	
countries	and	systems	
	
clear	identification	and	
meaning	of	information	
	
possibility	to	apply	

fast	changing	
world	(from	a	
semantic/languag
e	point	of	view)	
and	social	media	
landscape	
	
variety	of	
languages	used	
(including	slang)	

this	could	be	included	
in	a	wider	standard	
encompassing	the	
communication	
strategy	in	case	of	
emergency	and/or	as	
part	of	the	training	to	
citizens/organisations	
	
open	source	ontology	
could	be	enriched	to	

misuse	of	social	
media	
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Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

	in	ISO	
22315	

semantic	analysis	and	
reasoning	on	social	
media	information	

take	into	account	
these	changes	

RSP	-	
64	

User	
interfaces	

Definition	
of	user	
interfaces	
(e.g.	
graphical	
functions,	
icons,	
colours	
etc.)	

"The	European	Commission	should	launch	Research	
and	Development	projects	aimed	at	defining	user	
interfaces	(e.g.	graphical	functions,	icons,	colours	etc.)	
standardised	across	member	states	and	regions,	thus	
improving	the	understanding	of	the	emergency	
situations.	The	example	of	the	current	geographic	
information	system	used	by	border	control	(EUROSUR)	
and	its	evaluation	could	lead	to	the	next	steps.	This	
must	be	accompanied	with	the	definition	of	common	
cartographic	projections,	descriptive	tags	and	icons,	
labelling,	others.	Moreover,	since	many	different	
proprietary	systems	exist,	the	sharing	of	information	
requires	the	definition	of	data	models."	

Data	sharing	 A	common	language	
will	simplify	and	
harmonize	the	training	
of	first	responders	and	
emergency	managers	
	
Quicker	alerts	and	
notifications	once	the	
nature	of	the	
emergency	is	identified	
	
Possibility	to	educate	
the	public	to	the	
common	language	
leading	to	quick	
reactions	in	
emergencies	due	to	a	
better	understanding	of	
the	warnings	

Cultural	
differences	make	
difficult	to	achieve	
a	common	alert	
and	notification	
language	with	the	
same	meaning	for	
different	people	

Existing	technical	
standards	are	a	
starting	point	
	
Guidelines	for	
effective	
communication	
before,	during	and	
after	crisis.	(DR12)	
	
procedures	for	
citizens	how	to	
manage	in	
emergencies.	(DR80)	
	
Taxonomy	related	to	
emergencies	and	
public	warnings	
(WQ7)	

Cultural	and	
ethical	issues	
could	create	
resistance	in	the	
adoption	of	such	
standards	

RSP	-	
74	

GIS	
standards	

(GIS)	
standards	
for	use	in	
buildings	
and	
undergroun
d	systems	

Geo-localization	(GIS)	standards	for	use	in	buildings	and	
underground	systems	to	facilitate	First	Responders	
intervention.	It	concerns	two	standards	(how	to	
implement	technology,	such	as	the	use	of	radio	
wireless	communication	protocols,	and	how	to	acquire	
the	geo-localization	information).	

Data	sharing	 Better	Cross-border	
cooperation	
	
faster	and	more	
effective	response	
action	

a	standard	
protocol	will	
require	also	
supporting	
standards	in	
situation	
assessment	and	
for	
communication	
and	coordination	
among	the	

existing	standards	
and	guidelines	as	
base	in	supporting	a	
standard	template	
and/or	protocol	

different	existing	
emergency	
response	national	
and	regional	
protocols	
	
to	be	effective	
the	standard	has	
to	be	in	common	
also	with	non-EU	
countries	
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ID	 Title	 GAP	 Description	
Thematic	
Areas	

Internal	Factors	(strengths	and	weaknesses	
of	a	standard	solution)	

External	Factors	(opportunities,	threats	
and	limits	for	standardisation)	

STRENGTH	 WEAKNESS	 OPPORTUNITIES	 THREATS	

different	
stakeholders	

RSP	-	
82	

Digital	
information	

acquiring	
digital	
information	
from	
victims/pub
lic	and	
sending	it	
to	the	
whole	
command	
&	control	
system	

Standardize	the	way	of	acquiring	digital	information	
from	victims/public	and	sending	it	to	the	whole	
command	&	control	system	(it	may	include	developing	
a	common	‘victim	ticket’,	to	be	filled	in	by	victims	using	
smart	phone	emergency	applications).	

Common	
procedures	

Standard	risk	metadata	
will	enable	better	
interoperability	
between	risk	
assessment	tool	and	
related	tasks	(i.e.	
Planning,	reporting,	
trend	analysis,	etc...)	

it	also	require	a	
standard	risks	
taxonomy	to	be	
effective	
	
it	also	to	taken	
into	account	
dependency	and	
cascading	effects	

Common	standards	
for	tools	of	different	
kinds	of	risk	and	
hazard	management.	
(DR27)	
	
Best	practices	to	
scenario	design,	
cascading	effects	and	
risk	analysis(DR47)	
	
Mapping	and	geo-
information	products	
ready	for	deployment	
in	the	prevention	and	
preparedness	phases	
(DR59)	
	
Concepts,	
terminologies	and	
risk	inventory	
procedure.(DR101)	

Existing	risk	
assessment	and	
mapping	tools	
already	define	
different	sets	of	
meta-data.	
Binding	to	a	
standard	could	
increase	cost.	


